Last time

0 Reliable Data Transfer

+ Provide rdt over unreliable network layer
FSM model
rdt 1.0: rdt over reliable channels
rdt 2.0: rdt over channels with bit errors
rdt 2.1: handle garbled ACKs/NAKs
rdt 2.2: remove need for NAKs

® & & oo o

o Midterm review

15-1



This time

0 Reliable Data Transfer with packet loss

0 Pipelining
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rdt3.0: channels with errors and loss

New assumption:
underlying channel can
also lose packets (data
or ACKs)

¢+ checksum, seq. #, ACKs,
retransmissions will be of
help, but not enough

Approach: sender walits

“reasonable” amount of
time for ACK

retransmits if no ACK received
in this time

if pkt (or ACK) just delayed (not
lost):

¢ retransmission will be
duplicate, but use of seq.
#'s already handles this

¢ receiver must specify seq #
of pkt being ACKed

requires countdown timer
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rdt3.0 sender

rdt_send(data)

rdt_rcv(rcvpkt) &&

sndpkt = make_pkt(0, data, checksum)
\ udt_send(sndpkt)
\ start_timer

rdt_rcv(rcvpkt)
N

Wait for
call 0 from
above

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,1)

stop_timer

timeout
udt_send(sndpkt) ¢ ,
start_timer (J

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
iISACK(rcvpkt,0) )

N

( corrupt(rcvpkt) ||
iISACK(rcvpkt,1) )

N

timeout

udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

stop_timer

Wait for
call 1 from

above
/
rdt send(data) N
sndpkt = make_pkt(1, data, checksum)

udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
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rdt3.0 in action

sender receiver
okt
send pki0 ) rcv pktO
ACK send ACKO
rcv ACKO
send pki1 kT]
rcv pkil
ACK send ACK]1
rcvACKT
send pki0 kt 0
rcv pktO
ACK send ACKO

(a) operation with no loss

sender receiver
okt
send pkt0 0 eV pkio
ACK send ACKO
cvACKO
send pkt1 \%A(
(loss)
timeout  _|
resend pkit1 %
rcv Pkt
ACK send ACKI1
rcvACK] o
send pki0

rcv pki0
}G/ send ACKO

(b) lost packet
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rdt3.0 in action

sender receiver sender receiver
okt kt
send pki0 &b v pki0 send pki0 \% rcv pki0
ACK send ACKO ACK send ACKO
rcv ACKO rcv ACKO _
send pkil KT send pkil
[Cv pktl rcv pktl
ACK send ACKI1 send ACK
(loss) Xl)/
fimeout
fimeout = okt resend Pkil -
resend pkil \rcv kT rcv pkitl
ACK (detect duplicate) rcvACK1 (detect duplicate)
ACK] send ACK send pkio send ACK1
send pki0 d v pkiQ
KO send ACKO
ACK v e ACK
send ACKO
(c) lost ACK (d) premature timeout
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Performance of rdt3.0

o rdt3.0 works, but performance stinks
o Example: 1 Gbps link, 15 ms e-e prop. delay, 1KB packet:

~— L (packet length in bits) _ _8kb/pkt _8m
transmit R (transmission rate, bps) 1079 b/sec _ © microsec
¢ U_ .. utilization — fraction of time sender busy sending
U L/R = 0—08 = 0.00027

sender RTT+L/R ~30.008

¢+ 1KB pkt every 30 msec -> 33kB/sec throughput over 1 Gbps link
+ network protocol limits use of physical resources!
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rdt3.0: stop-and-wait operation

sender receiver

first packet bit transmitted, t = 0} oo
last packet bit transmitted, t =L / R

first packet bit arrives
RTT

ACK arrives, send next !
paCket, t= RTT + I_ / R__ -------------------------

U = L/R = 008 = 0.00027

sender 1T, /R 30008
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Pipelined protocols

Pipelining: sender allows multiple, “in-flight”, yet-to-be-
acknowledged pkts
¢+ range of sequence numbers must be increased
+ buffering at sender and/or receiver

<+— ACK packets

(a) a stop-and-wait protocol in operation (b) a pipelined protocol in operation

o Two generic forms of pipelined protocols: go-Back-N,
selective repeat
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Pipelining: increased utilization

sender receiver

first packet bit transmitted, t = 0} ...
last bit transmitted, t=L /R

first packet bit arrives
last packet bit arrives, send ACK

last bit of 2" packet arrives, send ACK
last bit of 3" packet arrives, send ACK

RTT

ACK arrives, send next !
packet, t=RTT+L/R

Increase utilization
' / by a factor of 3!

U 3*L/R .024

Sender: RTT"' L / R B 30.008

<

= 0.0008
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Go-Back-N

Sender:
o k-bit seq # in pkt header
o “window” of up to N, consecutive unack’ed pkts allowed

send_base  nhexfsegnum dready Lsable. hof
i i ack’ed yet sent
I VETDTHDITO000000 | st [ ot
+ _ window size —%4
N

o ACK(n): ACKs all pkts up to, including seq # n - “cumulative ACK”
¢+ may receive duplicate ACKs (see receiver)

o timer for each in-flight pkt

o timeout(n): retransmit pkt n and all higher seq # pkts in window

See the applet on UW-ACE! 15-11



GBN: sender extended FSM

rdt_send(data)

if (nextsegnum < base+N) {
sndpkt[nextsegnum] = make_pkt(nextsegnum,data,chksum)

udt_send(sndpkt[nextseqnum])
if (base == nextseqnum)

start_timer
nextseqgnum++
. }
..... else
N refuse_data(data)
base=1 ™.,
nextsegnum=1 ., C )
k A timeout
start_timer
udt_send(sndpkt[base])
rdt_rov(rovpkt) O udt_send(sndpkt[base+1])
&8 c/(irrupt(rcvpkt) Q udt_send(sndpkt[nextseqgnum-1])

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1
If (base == nextsegqnum)
stop_timer
else
start_timer 15-12




GBN: receiver extended FSM

default
udt send(sndpkt)

rdt_rcv(rcvpkt)
S~ && notcorrupt(rcvpkt)

A ~~a_ && hassegnum(rcvpkt,expectedseqgnum)
expectedsegnum=1 AQextract(rc:vpkt data)

sndpkt = deliver_data(data)
make_pkt(0,ACK,chksum) sndpkt = make_pkt(expectedsegnum,ACK,chksum)
udt_send(sndpkt)
expectedsegnum-++

ACK-only: always send ACK for correctly-received pkt with
highest in-order seq #
¢+ may generate duplicate ACKs
¢+ need only remember expectedseqnum

o Out-of-order pkt:
+ discard (don’t buffer) -> no receiver buffering!
¢+ Re-ACK pkt with highest in-order seq #
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GBN in

action

sender

send pktO
send pkf

¥ send pki?2

send pkt3
(wait)

rcv ACKO
send pkt4

rcv ACK]

—pktZ timeout
send pki2
send pkt3
send pkt4
send pktd

receiver

\
\(Ea(ss)

A\

send pkts \

—
~

rcv pkto
send ACKO

rcv pktl
send ACKI

rcv pkt3, discard
send ACK

rcv pktd, discard
send ACK

rcv pktd, discard
sencpj) ACK]

rcv pkit2, deliver

send ACK?2
rcv pkt3, deliver

send ACK3

15-14



Selective Repeat

0 Recelver individually acknowledges all correctly
received pkts

¢ buffers pkts, as needed, for eventual in-order delivery to
upper layer

0 Sender only resends pkts for which ACK not
received

+ sender timer for each unACKed pkt

o Sender window
¢+ N consecutive seq #'s
¢ again limits seq #s of sent, unACKed pkts

See the applet on UW-ACE!
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Selective repeat: sender, receiver windows

send_base  hexfsegnum already sable. not
iv i ack’'ed yet sent
(T T
Y window size —%
PN

i (a) sender view of sequence numbers

acceptable
(buffered) but | (yithin window)
adlready ack’ed

ﬂﬂﬂﬂﬂﬂﬂﬂﬂlllllllllllllIﬂﬂﬂ |Expectea ot || ot

wmdow size—4

N
rcv_base

out of order I

(b) receiver view of sequence numbers
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Selective repeat

— sender

data from above :

o if next available seq # in
window, send pkt

timeout(n):
0 resend pkt n, restart timer

o mark pkt n as received

o if n smallest unACKed pkt,
advance window base to
next unACKed seq #

ACK(N) in [sendbase,sendbase+N]:

— receiver

pkt nin [rcvbase, rcvbase+N-1]
o send ACK(n)
o out-of-order: buffer

buffered, in-order pkts),

yet-received pkt
pkt nin [rcvbase-N,rcvbase-1]
o ACK(n)
otherwise:
O ignore

0 in-order: deliver (also deliver

advance window to next not-
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Selective repeat in action

pktll =ent
0123456783 ﬂﬁ__hhuﬁ—_hkﬂﬂq__“‘ﬁ‘pktD rocvd, delivered., ACKD =ent
pktl =ent 01 2 3 4({5 6 7 8 9

01¢¢3/456 783 pktl revwd, delivered, ACKL sent

pkt2 =ent 01|12 3 4 5|6 7 89

— |01 2 3456 789 WX
(loss)

pktd =ent. window full
012 31456 789

pkt3d rowd., mffered. ACKI =sent
o 1(2 3456 7 829

ACED rovd, pktd ==nt
0|1 2 3 456 7 89

pktd rovd., buf fersed. ACK4 =ent
ACK1 rowd, pkth =ent 01|22 2 4 5|6 7 89

D123 456 7 889

pktt rovd., buf fered. ACKS =sent
012 3 4 5(6 7 8 9

—— pkt2 TIMEOUT, pkt? resent
0n1(2 3 4 5(6 7 89

pkt2 rovd, pkt2, plktd,.phktd,plth
delivered, ACKZ? =ent

ACKZ rowd, nothing sent 012345k 7849
012 2 4 &5fe 7 89
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Selective repeat:

dilemma

Example:

O

O

seq#s:0,1,2,3
window size=3

receiver sees no
difference in two
scenarios!

incorrectly passes
duplicate data as new in

(@)

Q: what relationship

between seq # size and
window size?

sender window
(after receipt)

receiver window
(after receipt)

pktO
01230172 o1 2 3Jo1 2
0121301 01123 0]1 2
012|301 2 0120 1l2
timeout
retransmit pktQ

pzokto .
012301 —Jp receive packet

sender window
(after receipt)

with seq number O

(a)

receiver window
(after receipt)

pktO
012|301 2 olt 2 3l01 2
0121301 0 1l230}1 2
0123012 01230 1l>2
ACK2
Ojl1 2 3]0 1
0 12 301

receive packet
with seq number O

(0)
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Recap

0 Reliable Data Transfer with packet loss
¢ rdt3.0

0 Pipelining
¢+ Problems with stop-and-wait
+ Go-Back-N
¢+ Selective-Repeat
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Next time

o UDP socket programming

o TCP
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