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Backgroundg

Failure causes and remedies

Dependable storage systems

Problem statement
Shared application environments

Solution technique
Heuristic approach

Experimental results

Conclusion and feature works
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Data LossData Loss
Data can be lost… It is bad !

From http://gbr.pepperdine.edu/033/dataloss.html
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Data Protection TechniquesData Protection Techniques

RAID  technology

Point in time copying

Periodic backup

Remote mirroring
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RAID  R d d t A  f I i  Di kRAID: Redundant Array of Inexpensive Disks

replicate data among multiple hard disk drives

p-
rf.

ht
m

l

s/
ra

id
_t

ut
or

ia
ls

.h
tm

l

or
g/

do
cs

/g
ui

de
/e

n/
ch

ap

co
m

/s
up

po
rt/

re
so

ur
ce

s

ht
tp

://
w

w
w.

ne
tb

sd
.o

tp
://

w
w

w.
or

bi
tm

ic
ro

.c

h

ht
t

Protects data from internal hardware failures
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Point in Time CopiesPoint in Time Copies

Ex: Snapshots

Consistent data in the case of buggy software or virusesggy

Space efficient

Internal fast recovery
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BackupsBackups

Create copies on disk or tape 

Cheap !
Store more data (older versions)

Can be geographically distributed
D t  ltData vaults
Protect against theft or natural disaster

Not fastNot fast
Data is not fresh 
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Remote MirroringRemote Mirroring

Mirror an exact copy of data
Synchronous vs. Asynchronous

Failover vs. Reconstruct

Geographically distributedGeographically distributed

Expensive layout !
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Data Protection TechniquesData Protection Techniques

RAID  ex: internal software design

Point in time copies ex: buggy softwarep : ggy

Backups ex: natural disaster [cheap]

Mirroring ex: natural disaster [fast recovery]

Key Idea:Key Idea:
Use a combination based on application requirements
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Combination of TechniquesCombination of Techniques
A hierarchy 

Ex:
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Problem statementProblem statement
Given an application

Which combination of techniques?
What configuration parameters?

Ex: how often take snapshots and backups?Ex: how often take snapshots and backups?

How to provision physical resources?
Ex: disk arrays, tape libraries, network links

Goal: Minimize “overall cost”
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Cost DefinitionCost Definition

When a failure happens:
Data is not available for a while Outage penalty rate ($/hr)

E  C  b i  5 M $/hEx: Company web service: 5 M $/hr

Consumer banking:  5 K  $/hr

Recovered data is not fresh  Recent loss penalty rate 
Ex: Company web service: 5 K $/hr

Consumer banking:  5 M  $/hr

Outlay costOutlay cost
Devices have different bandwidth and capacity
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Previous WorkPrevious Work

Automatically design a system which uses a single technique 
for a single application

Multiple application environment
Naïve heuristics:Naïve heuristics:

Categorize applications (Ex: gold, silver, bronze)

Chose between a fixed set of techniques

Either too expensive or under-provision
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Current WorkCurrent Work
Automatically design a system for Multiple application

Challenges:
Very large design space
C i  f  h  Contention for the resources
Different design decisions

A 1 A 2 ( t) Sh d A
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Solution TechniqueSolution Technique
Design solver: heuristic for finding a ‘good’ design 

Configuration solver: set configuration parameters and 
derives layout 
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Data Protection Technique LibraryData Protection Technique Library
Output of design solver is among these techniques
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System InputSystem Input
Penalty rates

Workload characteristics
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System InputSystem Input
Recall:

Outage penalty (data not available)

Recent data loss penalty (fresh data lost)
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Device LibraryDevice Library
A list of devices embedded in the system
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Device LibraryDevice Library
Available devices to implement  design with

Different cost, bandwidth, and capacity
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Design SolverDesign Solver
Output: a candidate design composed of

Data protection techniques 
Resource design
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Space Solution GraphSpace Solution Graph

Each node of a graph is a partial candidate solution 
A design for a subset of applications

Two nodes are connected if they differ by design of one workload
Addi   kl d ( d d )Adding a workload (red edges)
Changing the protection technique or resource assignment for one 
workload (black edges)g
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Space Solution GraphSpace Solution Graph
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Space Solution GraphSpace Solution Graph

Each node has a costEach node has a cost
Find the one with lowest cost [containing all workloads]

A h  d  h !A huge, dense graph !

There is a unique node which contains no workload (root)

Start with root and walk on red edges (add workloads) in a 
greedy manner !g y
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Greedy best fit algorithmGreedy best fit algorithm
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Refit Algorithm Refit Algorithm 

Ignore red edges

Randomly select 3 neighbours of candidate solution xy g

Perform a DFS of depth 5

Recurs if an better node (design) comparing to X found
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Refit AlgorithmRefit Algorithm
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ReconfigurationReconfiguration

Used to  apply some system requirements

Move on black edges to find a better nodeg
Pick the workload which impose more cost to the node !

Randomly pick a neighbourRandomly pick a neighbour
Biased to the neighbours with inexpensive techniques

Ex: mirroring + tape backup > mirroring

Biased to then neighbours with more balanced resource use

Designing Dependable Storage Solutions for 
Shared Application Environments28



Configuration SolverConfiguration Solver
Set the parameters of the resulted design (node)

Ex:  how often take backups?

Use exhaustive search 
Di i d  f l  Discretized range of values 
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Pseudo-code of the Algorithm

30
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Experimental ResultsExperimental Results

Compare the proposed method with a human architect
A new heuristic called “human heuristic”

Our solutions are 2 to 3 times better (Hoorah !)

The algorithm is scalable

Millions of dollars can be saved ! ! ! 
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Conclusion and future workConclusion and future work

A new method is presented for automatically generating near 
optimal storage design in shared-application environment

A heuristic for exploring the huge search spaceA heuristic for exploring the huge search space

The heuristic works better than a worst heuristic presenting 
human architect !human architect !

Future work: none !

A lot of problems and black holes in the approach !
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Thank you

By the way… I rejected this paper !

Designing Dependable Storage Solutions for 
Shared Application Environments33


