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Abstract

In large electronic marketplaces populated by buying
and selling agents, repeated transactions between traders
may be rare. This makes it difficult for buying agents to
judge the reliability of selling agents, discouraging par-
ticipation in the market. A variety of systems have been
proposed to help traders to find trustworthy partners;
however, most proposed systems suffer from multiple vul-
nerabilities that might be exploited by unscrupulous par-
ties. In this paper, we propose a new model, wherein ab-
stract units are used to represent trust in much the same
way that units of money represent value. In a manner
similar to money, ‘trunits’ flow during transactions. A
trader’s trunit balance determines if they are trustworthy
for a given transaction. Faithful execution of a transac-
tion results in a larger trunit balance, permitting the
trader to engage in more transactions in the future—a
built-in economic incentive for honesty. We demonstrate
that for a wide range of realistic market parameters, the
Trunits mechanism ensures that honest sellers profit more
than dishonest sellers. We also discuss how intrinsic
properties of our model make it secure from many of the
attacks to which other systems are vulnerable. In sum-
mary, we present our Trunits model as the basis for mod-
eling trust in electronic marketplaces, useful as buying
agents develop algorithms to intelligently choose trust-
worthy sellers for their business partners.
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1. Introduction

While trust and reputation have received a great deal
of attention recently in a variety of areas, e-commerce
scenarios have seen particular emphasis.

New technologies have allowed the development of
new types of marketplaces, with very different character-
istics from those of the past. These marketplaces may
involve extremely large numbers of buyers and sellers;

very few of these traders will know one another, and
transactions are often of a one-time variety, where the
buyer and seller may never do business together again.
eBay is the best known example of such a marketplace,
and is discussed often in the research.

Since traders in such markets do not have much oppor-
tunity to form relationships with one another, trust does
not develop as it might in a more traditional commerce
setting. Further, since each trader has contact with such a
small fraction of the other traders, development of reputa-
tion via traditional ‘word-of-mouth’ is inhibited—it is
unlikely that someone you know has knowledge of the
trader you wish to evaluate.

Despite these obstacles, it is critical for the success of
such marketplaces that traders be able to ‘trust’ one an-
other—if they cannot, they simply won’t trade in the mar-
kets. Thus, much research attention has been devoted to
developing methods and models that are effective in this
type of scenario.

Many of the proposals in this area consist of complex
models, which require the gathering, maintenance, and
processing of a great deal of information. When faced
with such complexity, it is natural to wonder if perhaps a
more ‘natural’ model might be found that simplifies the
issue.

In pondering the problem, we were inspired by the
concept of money to consider trust as an abstract numeri-
cal quantity, one that flows during the course of transac-
tions. In order to develop our model, we first examined
several existing approaches to the modeling of trust and
reputation in electronic marketplaces, and developed a
catalogue of vulnerabilities that would be beneficial to
address within our own approach. In the sections that
follow, we briefly summarize relevant related work, and
then present our own Trunits model in detail.

2. Survey of Existing Approaches and Issues

An enormous amount of work has been conducted in
this field, and it is well beyond the scope of this paper to
examine all of it. Instead, we restrict our survey to a



small sampling of models that share at least one key char-

acteristic with our proposed approach:

e They are identified as applicable to marketplaces;

*  They rely on global measures of trust or reputation;

*  They measure trustworthiness using a ‘transactional’
or ‘accounting’ system, which tracks (unbounded)
quantities rather than ratings.

2.1. The eBay Reputation System

eBay [5] typifies the type of ‘new market” with which
many investigators are concerned, and has demonstrated
considerable success in gaining the confidence of traders.

A discussion of eBay’s system is a valuable starting point,

for two main reasons:

» It provides a convenient framework within which to
discuss the issues faced by trust/reputation systems
for marketplaces, with real world context, and

e It provides a benchmark against which other systems
might be measured. Given that eBay has an estab-
lished, implemented system, any proposal that spe-
cifically targets markets of this type must improve
upon eBay’s system in some way to be interesting.
(Here, we mean ‘improve upon’ in a broad sense; a
system might be interesting for a variety of reasons,
without necessarily ‘outperforming’ that of eBay.)

The eBay system is fairly simple in operation. Before
engaging in a transaction, both buyer and seller have the
opportunity to view each other’s ‘feedback profiles’ (dis-
cussed below). After a transaction has been completed,
each trader has the opportunity to give feedback on the
other, which is used to update the other’s profile. Feed-
back consists of a rating of ‘positive’, ‘neutral’, or ‘nega-
tive’ (and optionally, a free-form text comment).
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Figure 1: A feedback profile

A feedback profile is shown in Figure 1. The profile
presents two key pieces of information about the user:

The feedback score, the number of positive ratings
less the number of negative ratings. This score
seems intended to give a sense of the volume of
trustworthy transactions in which the user has en-
gaged.

2. The positive feedback percentage, the number of
positive ratings divided by the total number of rat-

ings. This score seems intended to give a sense of
the likelihood that the user will be trustworthy in a
given transaction.
(In both cases, only ratings from unique users are consid-
ered.) Based on this information, the user may decide if
she considers the potential partner trustworthy enough to
trade with him.

2.2.Possible problems with the eBay System

As the level of participation shows, eBay has been
successful in convincing potential traders that the system
offers adequate safety to join in. The question of satisfac-
tion within the marketplace is a different issue, however.
Superficially, the mechanism is extremely successful,
with 99.1% of feedback being positive [4]. A deeper ex-
amination, however, suggests that the data does not accu-
rately reflect real satisfaction levels. In [1], it is noted
that in systems such as eBay’s, a trader who receives a
bad rating may retaliate with (undeserved) bad feedback.
Fear of such retaliation discourages negative feedback,
artificially inflating rankings. A study cited in [13] found
that there is a high correlation between the ratings of buy-
ers and sellers in transactions, implying that feedback
may say more about the smoothness of the bilateral exe-
cution of the transaction, than about the reliability of a
single participant. In [2], the author cites Resnick and
Zeckhauser’s findings that there is often pressure on trad-
ers to give positive ratings.

Aside from the validity of ratings, there are also ques-
tions about whether users can effectively and accurately
make use of the reputation data. One problem, discussed
in [4], is that users are required to interpret feedback pro-
files themselves, without any context or information
about the users providing the feedback. Reputation im-
pacts both the likelihood and price of sale, but not consis-
tently so, indicating that individual buyers interpret the
reputation data very differently. Thus, it is hard to meas-
ure the value of reputation, and hard for users to make
decisions based on such value.

2.3. Vulnerabilities in the eBay System

Beyond these more abstract problems, there are spe-
cific vulnerabilities within the eBay reputation system
that dishonest sellers can use to take advantage of buyers.
According to [1], studies have shown a substantial
amount of fraud in electronic marketplaces, substantiating
the existence of weaknesses.

Several key vulnerabilities are identified below. (The
names assigned to the problems are our own, and are not
standard terminology.)

The ‘Reputation Lag problem’

In many marketplaces, buyers are required to pay for
goods before the seller delivers them. After payment,
there is usually some delay before the buyer actually re-



ceives the good (due to processing, shipping, etc.), and
has the opportunity to evaluate the transaction and/or give
feedback. For example, on eBay the lag between pay-
ment by the buyer and registering the buyer’s feedback
might range from a few days to a few weeks.

This lag opens a window of opportunity for a seller to
engage in virtually unlimited cheating. Consider a seller
who decides to cheat a buyer on a transaction; the situa-
tion is depicted in Figure 2. The seller knows that he in-
tends to cheat from the time of sale, but the buyer will not
know until some time later (after he receives an inferior
good, or gives up waiting for a good that never arrives).
Due to the lag in the buyer’s negative feedback being
posted, other buyers will not be alerted to the cheater’s
dishonest behaviour until some time after it begins. Thus,
for the entire duration of the lag, the seller can make use
of his good reputation to cheat a virtually unlimited num-
ber of buyers. While the seller’s reputation will eventu-
ally suffer (and likely hinder future sales), the profits
earned from unbounded cheating during the window can
exceed those lost in the future.
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Figure 2: The window of opportunity resulting
from the reputation lag problem

The ‘Value Imbalance problem’

In [3], the author identifies the ‘value imbalance’ vul-
nerability. This vulnerability stems from the fact that in
many systems (including eBay), the impact of each piece
of feedback is not related to the value of the transaction—
feedback on very small transactions is weighted equally
with feedback from very large transactions. A dishonest
seller can take advantage of this property to build up
reputation by honestly executing a number of small-value
trades, and then using the accumulated reputation to cheat
a seller in a very high-value transaction.

For example, if the seller were to engage in 5 honest
transactions, each of $1 in value, his feedback score
would be 5, with a feedback percentage of 100%. To
potential buyers, he appears to be quite honest. Using this
honest appearance, he might lure a buyer into making a
$1,000 purchase, and cheat by not delivering the product.
Worse still, after receiving the negative feedback, the
seller would still have a feedback score of 4, and feed-
back percentage of 83.3%—his reputation is far from
being irreparably damaged.

The ‘Ballot-Stuffing problem’

Trust/reputation has value—good reputation is likely
to result in greater sales volume, and may allow higher
prices to be charged. Further, good reputation can be
used to lure buyers into transactions in which they can be
cheated.

Many authors (e.g. [1], [4], [14]) identify the opportu-
nity for buyers to engage in ‘ballot-stuffing’. Ballot-
stuffing is collusive behaviour in which parties engage in
fake transactions in order to artificially inflate their repu-
tations.

Some systems (such as eBay) have attempted to limit
the ability of users to ballot-stuff by only counting feed-
back from unique users. However, the vulnerability re-
mains, due to the ease with which new identities can be
created; it is trivial to create many new accounts, allowing
ballot-stuffing transactions to be generated by ‘unique’
users.

The ‘Re-entry problem’

The ease of creation of new accounts introduces an-
other vulnerability, identified by numerous authors (e.g.
[1], [4], [14]). In many systems (such as eBay), it is pref-
erable to have no reputation than to have a bad reputation;
while users may be hesitant to deal with a trader with no
history, they are more hesitant to deal with a disreputable
user. A seller can shed his disreputability by simply cre-
ating a new account, freeing himself of the restrictive
reputation. In essence, the seller has improved his reputa-
tion without engaging in even a single honest transaction.
The seller can repeat this cycle as many times as desired,
cheating until his reputation is destroyed, and then begin-
ning again with a new identity.

The “Exit problem’

The ‘exit problem’ occurs when a seller who has
gained some positive reputation decides to leave the mar-
ket. The seller has no further need of her good reputation,
so the entire accumulated reputation can be used to cheat
buyers. Eventually, her reputation deteriorates to the
point that no buyer will deal with her, so she completes
her exit.

This is an extremely difficult problem to address, and
one that afflicts most trust/reputation systems. If a seller
has no further use for her good reputation, how can you
prevent her from expending it by cheating others?

Unfortunately, these vulnerabilities in the eBay system
also exist in many of the trust/reputation systems that
have been proposed. Ideally, a system would prevent
each of these problems, without introducing substantial
new ones. Thus, we will use these problems as a basis for
evaluating other systems, including Trunits.

2.4. A survey of selected trust/reputation systems

In the survey of trust/reputation systems conducted in
[10], the authors characterize systems in a number of di-



mensions. We use one of these dimensions, that of ‘in-
formation sources’, to group systems for convenience of
analysis.

Direct Experience models

Direct experience models are those in which an agent
evaluates the trustworthiness of a potential partner based
on the agent’s own experience with that potential partner.
(Here we consider only models that exclusively use direct
information.)

So-called ‘general trust’ models like those described
by Marsh [8] and Griffiths [6] can be applied to market-
places—G@iriffiths specifically discusses this scenario in
his paper. Both Marsh’s ‘situational trust’ and Griffith’s
‘multi-dimensional trust’ build on Marsh’s general trust
model. In this model, an agent’s trust of another is re-
flected by a score in the range [0, 1]. With each transac-
tion, the agent updates its trust of the other, increasing it
in the case of a trustworthy transaction, and decreasing it
otherwise; when faced with a choice between potential
partners, the one with the highest score is selected.

In the work of Tran and Cohen ([11], [12]), both buy-
ers and sellers are learning agents—buyers learn to maxi-
mize the expected value of the goods they purchase, while
sellers learn to optimize values such as quality and price
in order to maximize profit. Buyers maintain sets of sell-
ers whom they consider to be reputable, disreputable, or
of unknown reputability. In addition, buyers derive an
expected value function for each seller, reflecting the es-
timated value of receiving good g at price p from that
seller. In order to purchase a good, a buyer selects a
(non-disreputable) seller providing the highest expected
value; after the transaction is completed, the expected
value function and sets of sellers are updated based on the
experience. It is important to note that occasionally, the
buyer seeks to explore the marketplace, randomly select-
ing a seller who is not disreputable in order to broaden the
range of suppliers. The model of Tran and Cohen also
addresses the important problem of value imbalance,
since the value of a purchase does in fact influence how
the reputability of the seller is adjusted.

As a group, these models have a common disadvan-
tage: a buyer must learn which sellers to trust and which
to distrust. This means that buyers are vulnerable to un-
scrupulous sellers until they have learned to avoid them,
providing the dishonest sellers with an ‘initial window of
opportunity’ to cheat. The models attempt to minimize
this problem by favouring known reputable sellers, but
this is only possible when a known seller offers the de-
sired good—this occurs infrequently in the type of market
with which we are concerned.

With reference to the problems identified in the Vul-
nerabilities section, the models of Marsh and Griffiths are
subject to the value imbalance problem. All of the mod-
els tend to be resistant to the reputation lag and the ballot-
stuffing problems (since they only rely on direct experi-
ence). However, all of them are subject to the re-entry

problem (since unknown sellers are treated differently
from disreputable ones) and the exit problem. Further,
the re-entry problem can combine with the ‘initial win-
dow of opportunity’ in a dangerous way: a seller may re-
enter the market each time that buyers learn of his dishon-
esty, in order to take advantage of the initial window re-
peatedly.

Witness Information models

Witness information models are those in which the
agent makes use of information supplied by other agents
in evaluating the trustworthiness of a potential partner
(often supplemented by personal experience).

In [14] two systems are introduced, Sporas and Histos.
Under the Sporas system, each agent has a single, global
reputation score, which is updated after each transaction.
According to [10], Sporas is an ‘evolved version’ of an
eBay-like system, making use of a somewhat-related
mechanism. However, it incorporates several interesting
features:

e To minimize the re-entry problem, new users do not
begin with better reputations than disreputable users.

¢ To minimize the impact of ballot stuffing, when an
agent rates another more than once, only the most re-
cent rating is considered.

e To combat the creation of new accounts for the pur-
pose of ballot stuffing, more weight is given to rat-
ings from users with established reputations.

The Histos system allows for personalized ratings by
making use of a ‘web of trust’ model to obtain and evalu-
ate recommendations, where transitivity of trust relation-
ships is used to evaluate recommendations provided by
agents with whom there is no direct relationship. Since
Histos relies on paths between traders, Sporas is used in
the absence of such a path.

As indicated above, Sporas is resistant to ballot-
stuffing and provides no incentive for re-entry. However,
both models are vulnerable to the reputation lag problem
(since they rely on information provided by others), the
value imbalance problem (since reputation changes are
not linked to the value of transactions), and the exit prob-
lem.

Like the model of Griffiths outlined in [6], the RE-
GRET system [9] takes a multi-dimensional perspective
on the modeling of reputation. In this model, each agent
maintains a database of ‘impressions’ of previous transac-
tions. Agent A’s individual, subjective view of B’s repu-
tation is the average of its ratings of B in applicable situa-
tions (i.e., from impressions that match the desired trans-
action parameters) weighted to place greater emphasis on
more recent transactions. The number and variability of
the ratings are used as measures of reliability of the esti-
mate. The REGRET system also allows an agent to in-
corporate the views of other agents, based on group mem-
bership. However, in discussing the marketplace sce-
nario, the authors indicate that the ‘group’ opinion is ul-
timately a global reputation value. Under these circum-
stances, REGRET does not diverge from the eBay system



in any way that substantially addresses the problems iden-
tified in the Vulnerabilities section. (REGRET’s use of
direct experience as well as witness information provides
no additional protection, since the use of direct experience
is implicit in the eBay system—traders are aware of their
own experience with other traders, and incorporate this
into decisions along with the reputation data.)

The model presented by Yu and Singh in [13] makes
use of referral networks, in which each agent may seek
recommendations from others. In answering a request, an
agent may provide one from its own experience, or may
forward the query to a trusted neighbour. While many
systems combine recommendations from agents, the au-
thors have chosen to do so using the Dempster-Shafer
theory of evidence, believing it to be superior in its ability
to distinguish between disreputability and uncertain repu-
tability. This model has some vulnerability to ballot-
stuffing and reputation lag (to the degree that an agent
relies on the information of others). It appears to be vul-
nerable to the re-entry problem (since it explicitly treats
those with no reputation and those with poor reputation
differently), the value imbalance problem (since reputa-
tion changes are not linked to the value of transactions),
and the exit problem.

Transactional models

The Trunits model is difficult to classify into the in-
formation source categories identified above. As detailed
below, Trunits makes use of units of trust, which ‘flow’
during the course of transactions. Under this model, a
buyer does not form a belief of a seller’s trustworthiness
based on personal experience, nor does he consult with
others to gain their opinions. Instead, the system provides
a strong incentive for buyers to behave honestly—buyers,
in turn, trust the system rather than individual sellers.

Since the trunits model treats trust as a transactional
quantity, it is pertinent to consider models that do like-
wise. To date, we have examined few such models, but
touch on work in one related area, that of peer-to-peer
systems.

Peer-to-peer file sharing systems work well only if
sufficient numbers of users provide content. These sys-
tems can be plagued with ‘free-riders” who download
large quantities of files without serving any content. Fur-
ther, attacks have been made on such systems by users
serving useless content disguised as more desirable mate-
rial. For these reasons, there has been significant interest
in trust/reputation in the peer-to-peer community, with
some proposals being transactional in nature.

Under one such proposal [7], reputation scores are
maintained using one of two mechanisms. Under the
debit-credit policy, reputation is increased when a user
contributes resources, and decreased when he consumes
resources. (A credit-only version ignores consumption;
the authors note its vulnerability to ballot-stuffing.)
While this proposal is described as a reputation system, a
user’s ability to download is directly tied to the value of
its contributions, meaning that uploads are effectively

being exchanged for downloads—the ‘reputation score’
does not reflect trustworthiness, but rather takes the role
of currency, representing stored value earned through
transactions with others.

3. Trunits

The ‘Trunits’ model was inspired by the concept of
money. Before the advent of money, goods and services
were exchanged by bartering. This placed several limita-
tions on trade; here, the most relevant was the require-
ment for buyers and sellers to interact directly, to ex-
change goods of comparable value. A primary function
of money is to overcome this requirement.

Money is an abstract ‘substance’, representing quanti-
ties of value. Money flows in a transaction, mirroring the
flow of value in a barter transaction: the value of the
money stands in for the value of a good. Money frees the
traders from the requirement that goods move in both
directions—value gained from one trader can be ‘spent’
with another.

The key problem with trust in our new breed of mar-
ketplaces is that buyers and sellers usually do not have
direct relationships, so trust cannot form naturally. Since
we seek to overcome the requirement for a direct relation-
ship—to allow trust gained from one trader to be ‘spent’
with another—it seems natural to consider the use of ab-
stract trust units, or ‘trunits’, to play the same basic role in
which money has been so successful.

3.1. The Trunits Model

As with money, the movement of trunits should mirror
that of trust in a direct relationship. This movement,
however, is very different from that of value. While the
flow of value is an exchange process, we see the ‘move-
ment’ of trust as a risk process, and suggest a model
based on this view. We focus on trust of the seller as the
primary issue:
e Before a buyer will purchase something from a seller,
the buyer must have sufficient trust in the seller. The
degree of trust required is dependent on a number of
factors; the price of the item is likely a major one.
e After purchasing the good, the buyer will evaluate it.
e If the good met her expectations (i.e., it was at
least as good as was advertised by the seller),
then the seller is likely to gain more of her trust.

e If the good did not meet her expectations, then
the seller is likely to lose some of her trust.

Based on this view, we suggest a model that makes use of

abstract units of trust, and in which trust of the seller is

not tied to a specific buyer:

e The seller has some quantity of trunits, representing
all of the trust gained from all buyers to date. For a
buyer to consider purchasing something from a seller,
the seller must possess a sufficient degree of trust,



i.e., must hold sufficient trunits. The required num-
ber of trunits is tied to the price of the good.
»  After purchasing the good, the buyer will evaluate it,
relative to her expectations.
» If the good met her expectations, then the seller
gains some additional quantity of trunits.
» If the good did not meet her expectations, then
the seller loses some quantity of trunits.
The number of trunits gained is proportional to the size of
the sale. Honest execution of small transactions will al-
low a seller to continue making small sales, and to grow
his sales volume, but will not allow him to immediately
jump to disproportionately large sales for which he has
not demonstrated trustworthiness.
In the sections that follow, we consider a very simple
mechanism built upon this model.

3.2. The Basic Trunits Mechanism

When an agent wishes to make a sale, we require him
to put up a quantity of trunits to ‘cover’ the sale. (We
discuss the issue of how a seller initially obtains trunits
later in this paper.) These trunits represent the trust that
the seller is risking by engaging in a transaction. We re-
quire that the number of trunits risked be directly tied to
the value of the transaction, using the formula:

V=rT

where V is the value (selling price) of the transaction, 7 is
the number of trunits, and r is the required risk ratio. The
trunits are put into escrow with the market operator, pend-
ing completion of the transaction.

Upon completion, if the buyer rates the transaction as
unsatisfactory, then the seller loses the T trunits placed in
escrow. If, on the other hand, the buyer rates the transac-
tion as satisfactory, then the T trunits are returned to the
seller, along with some additional quantity of trunits re-
lated to the value of the transaction, for a total of:

(1+p) T=(1+p) Vir

where p is a premium or reward of additional trust for
acting in an honest manner. (Since the amount of trust in
a marketplace is not fixed, the market operator can create
or destroy trunits as required, and furnishes the reward
trunits in the case of an honest transaction.) It is sug-
gested that p be less than 1, in order for trust to be harder
to earn than it is to lose (as suggested in [11], [12]), but
this is not a strict requirement. (In the basic mechanism
presented here, the same values of » and p are used for all
traders and transactions.)

From a buyer’s perspective, no evaluation or computa-
tion is required prior to purchasing to determine if a seller
is trustworthy—if the seller possesses enough trunits for a
transaction, then by definition, she is trustworthy for that
transaction. The market operator will not allow a trans-
action to be executed unless the seller has sufficient
trunits.

An Example
To illustrate the mechanics of the system, consider the
following example:

e A seller has 20 trunits.

e The required ratio r = 5.

¢ Since V = rT, the maximum transaction value that the
seller can cover is 20 * 5 = $100.

Suppose now that the seller engages in a sale for a price

of $50.

¢ Since V = rT, the seller must place 50/5=10 trunits in
€SCTOW.

e If the buyer is unsatisfied, the seller loses the 10
trunits in escrow. She now has 10 trunits remaining,
meaning that she can now cover transactions with a
maximum value of $50.

e Suppose the reward ratio p = 0.2. If the buyer is sat-
isfied, then the seller’s trunits are returned to her, and
she receives an additional p7 = 0.2(10) = 2 trunits.
She now holds a total of 22 trunits, and can cover
transactions with a maximum value of $110.

Important properties of the model

The intention, illustrated in this example, is that trunits
themselves will be valued, deriving from the fact that they
enable profitable transactions. Under this mechanism, the
more trustworthy a seller becomes the greater volume/
value of sales she can execute. One possible downside of
this policy is that it restricts the total volume of trade,
since sellers may not possess enough trunits to sell their
desired volume of goods. However, it has the beneficial
consequence that trustworthy traders tend to dominate the
market due to the larger sales volume they can achieve.
In many scenarios, this is a favourable trade-off.'

An obvious question is, if trunits have value, how does
this system differ from one in which the seller puts up a
cash bond for each transaction, which is lost in the event
of dishonesty? There are several key issues that highlight
the differences between the two mechanisms:

e Ifthe seller puts up a cash bond, and is determined to
have been untrustworthy in executing the transaction,
what happens to the bond? If it is paid out to the
buyer, then the buyer has a financial incentive to rate
the seller as untrustworthy even when the seller has
been honest. If the market operator keeps it, then the
market operator has an incentive to structure the sys-
tem to encourage unfairly negative ratings, to the det-
riment of sellers.

¢ How large does the bond have to be for a transac-
tion? If the bond is not at least as large as the seller’s

! Discussion of ‘market dominance’ can raise concerns of monopolistic
behaviour. However, it should be noted that, at least in the case of the
fixed risk-ratio, a seller cannot use a large trunit balance to make its
offering more attractive than that of other sellers; any seller with suffi-
cient trunits to cover a transaction can compete. Price-based monopolis-
tic behaviour is an orthogonal issue to that of trust, and falls outside the
scope of our model.



cost to furnish the purchased good, then the seller re-
alizes greater profit from simply cheating the buyer
(by keeping the money without providing the good)
than from honestly completing the transaction. Thus,
the amount of capital used to cover transactions must
be of the same order as the revenue realized from the
transactions. In the case of a large seller, this re-
quirement is likely to be unworkable, due to the
enormous capital requirement and financing costs.

*  Consider a transaction in which a buyer unfairly rates
a seller as untrustworthy. In the case of a cash bond,
the seller loses actual money. In the case of the
Trunits model, the seller incurs an opportunity cost
(the ability to engage in a certain quantity of business
in this particular marketplace in the future), but does
not lose actual money. The unfair penalty in the case
of the cash bond is more severe.

3.3. Why a buyer can trust in the system: The
incentive for honesty

As noted by Dellarocas [4], “sellers care about buyer
feedback primarily to the extent that they believe it might
affect their future profits.” Here, we consider the ex-
pected profits of the seller when executing transactions
over a period of time. The unit of ‘time” employed is that
required for the completion of a transaction, from the ini-
tial sale until the buyer ultimately provides feedback.

At the beginning of each unit of time, the value of
goods that can be sold is limited by the number of trunits
available. We assume here that the seller engages in
transactions of the maximum allowed value, since doing
otherwise would incur opportunity costs in terms of both
profit, and trunits (if the sale is an honest one). The seller
might execute a single large transaction, or split the
trunits in order to execute several smaller transactions.
Where the same ratio r is used for every transaction, and
assuming that the cost of goods to the seller is the same in
both cases, these scenarios have equivalent outcomes un-
der our model: the total value of the transactions, the total
profit, and the total trunits gained are the same in both
cases. For this reason, we simplify the analysis by con-
sidering only the case where a single transaction is made
in each time period. Under these assumptions, in a period
of time consisting of 4 units, our seller engages in a se-
quence of 4 transactions.

Profit on a transaction is the difference between the
selling price and costs incurred in selling the item. We
express cost, ¢, as a fraction of selling price. Given that
the value of a transaction V' = rT, profit on a honest trans-
action P = (1 —c¢) rT.

Let T, represent the seller’s available quantity of trust
before the first transaction in a sequence. If all transac-
tions from the first to the i-th are executed honestly, then
after the i-th transaction the seller’s quantity of trust is:

Ti=(1+p)iT0-

This quantity of trust available after the i-th transaction
will allow the next transaction to be of value » (1 + p)' T,
The profit earned from executing transaction i + 1 will
then be

Pi=(1=c)(1+p)rT,

The total profit over a sequence of 4 honest transactions,
beginning with trust Ty, then, is:

h—1

(1=c)(1+p)rT,

i=0

h—1

(l—c)rTOZ(l—i-p)i

i=0

The summation above is a geometric series, so it can be
expressed in closed form as:

P, =(1=c)rr,(1F 2=,
P

Now, consider a seller who has engaged in a transac-
tion with value 7. She has two choices: either fulfill the
transaction honestly, or cheat the buyer. When cheating,
she loses all (7}) of her trunits and realizes a maximum
profit on the transaction of rT (in the case where she fails
to supply the purchased good at all). If she is honest, she
will gain pTy trunits while earning a profit of (1 — ¢)r7.
While cheating results in a larger immediate profit, hon-
esty may be more profitable in the long run, since the
trunits will allow her to engage in additional transactions
in the future. Let % be the seller’s horizon, the number of
sales she can foresee making in the future, including the
current one. For honesty to be economically advanta-
geous, her total expected profit over her horizon must be
greater than that realized by cheating on this first transac-
tion. Setting this inequality, and then solving for 4:

P, > T,
h
(1=e)rr, (L2 =1) T,
h
<1—c><““’%> > I
h
(1+p)'—1 - 11
p —C
(1+p)' > £
1—c¢
h > log,, (~E=+1)

l1—c

In the inequality above, note that 7, disappears—the exis-
tence of the incentive for honesty is not dependent on the



value of the transaction. Charting this inequality for sev-
eral values of p yields the graph displayed in Figure 3.
Points above the curves indicate combinations of cost
ratio ¢ and horizon / for which the honesty incentive ex-
ists. It is clear from the chart that, unless sellers have
extremely low profit margins, honesty is economically
advantageous with even very short horizons. For exam-
ple where p = 0.5 and ¢ = 0.6, the minimum such horizon
is 2 transactions.

Further, it should be noted that the above analysis as-
sumes no cost to the seller in the event he decides to
cheat. This is a very conservative assumption—given
possible costs incurred outside the mechanism itself (pen-
alties imposed by the market operator, remedies within
the legal system, etc.), the incentive for honesty is likely
to be even larger than stated above.

Minimum Horizon for which Honesty Incentive exists
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S
\
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Figure 3: The relationship between cost ratio,
horizon, and the honesty incentive

It is unlikely that a seller’s cost structure will be
known. Since the incentive mechanism is sensitive to the
value of ¢, it is valuable to understand the range of values
of ¢ for which the incentive exists. Solving the same ine-
quality for ¢, we obtain:

c < 1 — #

(1+p)'—1

This inequality yields a chart, shown in Figure 4, which is
a reflection of the previous one; points under the curves
indicate combinations of ¢ and / for which the incentive
exists. It is evident from this graph that the incentive ex-
ists even for very high cost ratios. For example, with p =
0.5 and a horizon of only three transactions, the incentive
exists for cost ratios up to almost 80%.

One potential problem is obvious: if the seller’s de-
sired number of future transactions is below this thresh-
old, then the economic incentive for honesty is no longer
present. This is an issue common to most trust/reputation
systems—it is an instance of the ‘exit problem’ that was
identified above.

Maximum cost ratios for which Honesty Incentive exists
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Figure 4: The chart from Figure 3, transformed to
highlight ranges of cost ratio where the honesty
incentive exists

The Start-up problem

The trunits mechanism, as described to this point, results

in a ‘chicken-or-egg’ problem: you earn trunits only by

engaging in honest sales, but you need trunits in order to

engage in sales.” There is a number of ways in which a

seller might enter the market without trunits:

e One possibility is to allow new sellers to put up a
cash bond in order to be fronted with a ‘loan’ of
some trunits. Once sufficient trunits had been
earned, the seller could repay this loan, reclaiming
their bond. This system incurs some of the disadvan-
tages of the cash bond system described above, but
such bonds are in use only for short periods of time.

e As a generalization of the above, trunits could be
loaned to bonded sellers any time they had an insuf-
ficient quantity to engage in a desired transaction.
(Note that this addresses the issue of potential re-
straint of trading volume, described in section 3.2)

e New sellers might gain entry to the market by using a
trusted broker. Such brokers exist on eBay today—
they maintain high reputations, and sell products on
behalf of other people in exchange for a fee. If the
brokerage transaction were executed inside the sys-
tem, then the new seller could gain trunits from the
transaction.

e As discussed below, one possible expansion of this
system is to adopt a ‘free-market’ approach, eliminat-
ing the required ratio », and allowing sellers to offer
any product/trunit combination they see fit. In this
scenario, market forces would determine the value of

? While new sellers might simply be provided with an initial quantity of
trunits, this opens the door to the re-entry problem, since new users
would be in a better position than maximally disreputable ones. Note,
however, that this option is worth considering in scenarios where sellers’
true identities can be established, and some means external to the
mechanism can prevent re-entry.



trunits. Under this system, a new entrant could sell
products using O trunits, if they were discounted
enough to motivate buyers to take the risk. In doing
so, sellers could earn trunits for later use.
None of these solutions is clearly superior to the others;
more investigation is required.

3.4. The Trunit mechanism’s handling of key
problems

As discussed above, a system ideally would prevent
each of the problems identified in the Vulnerabilities sec-
tion, without introducing substantial new ones. Thus, we
consider how the basic Trunits mechanism deals with
each vulnerability.

The ‘Reputation Lag problem’

The Trunits mechanism deals directly with this vulner-
ability by forcing the seller to place trunits in escrow to
cover transactions. The Trunits mechanism regulates the
rate at which transactions can occur: if the seller holds 7'
trunits, then the maximum value of transactions he can
engage in during one unit of time is 7, regardless of tim-
ing or circumstances.

The ‘Value Imbalance problem’

The Trunits mechanism deals directly with this vulner-
ability by basing both the quantity of trunits required to
cover a transaction, and the size of the reward, on the
value of the transaction.

Revisiting the example from the earlier discussion of
value imbalance, assume that the seller executes five hon-
est transactions at $1 each. Using » =5 and p = 0.2, V/r
= 5/5 =1 trunit required in total to cover the five transac-
tions. Executing these transactions honestly would result
in a new trunit balance of (1 + p)T'=(1 +0.2) * (1) =1.2
trunits, or enough to cover a $6 transaction. The seller is
unable to use the reputation gained from the five smaller
transactions to cheat a buyer out of $1,000, as he might in
the earlier example.

The ‘Ballot-Stuffing problem’

As presented, the Trunits model presents no direct
impediment to ballot-stuffing. However, there are many
potential means to address this problem; one example
follows.

The basic Trunits model uses very simple ratios to
determine the risk and reward for transactions. Ballot
stuffing is just one reason why more sophisticated func-
tions might be preferable. For example, in many systems
(e.g., [5], [14]) only one rating is considered for each
buyer, with older ratings being discarded. While we can-
not simply discard trunits from previous transactions, we
can consider reward functions that drastically reduce the
marginal reward from each successive transaction with
the same user. This fits with our real world model—
recommendations from ten different users are likely to

inspire more confidence than a single recommendation
from a user who has engaged in ten transactions with a
given seller. Similarly, we might reduce the reward real-
ized from transactions with new users, as in [14], in order
to deter the use of new accounts for ballot-stuffing.

The ‘Re-entry problem’

In [4], Friedman and Resnick’s suggestion for dealing
with the re-entry problem is discussed: new entrants to the
market should incur a cost, such that the cost of re-entry
exceeds the benefit. Also in [4], the author cites another
of his papers in which he claims to have proved that, in
marketplaces with binary feedback mechanisms, the pol-
icy of optimal social efficiency is one where new users
begin with the worst possible reputation (the same as very
disreputable users).

In the Trunits mechanism, new and maximally disrepu-
table users are treated the same, providing no incentive
for re-entry, and consistent with the optimal policy. Fur-
ther, this system is fully compatible with charging fees for
new accounts.

The ‘Exit problem’

The Trunits mechanism, as described above, is vulner-
able to the exit problem. In fact, while the exit problem is
common to most trust/reputation mechanisms, it could
potentially be magnified under the Trunits mechanism.

Consider a user who has accumulated a large quantity
of trust/reputation, and who has decided to leave the mar-
ket. This user may decide to use her reputation to cheat
users before exiting the marketplace.

Under the eBay system, the user might engage in nu-
merous dishonest transactions, but there would be a prac-
tical limit on the number that could be completed. Buyers
would have some warning—seeing a string of negative
transactions in the feedback profile, it would be obvious
that the seller’s behaviour had deteriorated, and buyers
would stop trading with her despite her remaining posi-
tive reputation score.

In contrast, under the basic Trunits mechanism the
seller would be free to use every available trunit for the
purposes of deception, until her supply was exhausted.

While some techniques external to the mechanism
might be able to detect such behaviour and stop it at an
earlier stage, there is no obvious way to prevent it within
the mechanism. However, the risk of this problem may
be mitigated by properties of the Trunits model. As has
been discussed, trunits have value, in terms of the future
profitable transactions they make possible. This value
can be determined with some precision, and may be
strong incentive for the seller to stay in the market.

While the market operator cannot allow a seller to
‘cash in’ trunits (for reasons of financial viability), it re-
mains to be established whether it is safe to allow sellers
to trade or sell trunits. If the transfer of trunits is prohib-
ited, the seller might honestly profit from their use in at
least two ways:



*  She might sell her business; the value of the trunits
might be considered as an asset in this case, and
might be reflected in the selling price of the business.

*  She might act as a trusted broker for others who wish
to sell products, as discussed above.

A new problem: ‘Surplus trust’

The Trunits mechanism, as described here, suffers
from another potential problem that may be unique to this
system: that of ‘surplus trust’. A seller may accumulate
trunits beyond what is required to cover his regular trans-
actions.

For example, consider a scenario in which a seller has
a fixed production capacity, so he can only sell a fixed
quantity per week. Assume that the seller has enough
trunits to cover sales at this rate. For each honest sale, the
seller receives his own trunits back, plus the reward for
honesty. However, the returned trunits are all that is re-
quired to cover his future sales. The seller may now use
the surplus trunits received as reward to cheat buyers; as
long as he does not spend his original trunits on dishonest
transactions, he will continue to be able to sell his entire
production without impediment.

One possible approach to dealing with this problem is
related to a common technique used in other models.
Many systems (e.g., [13], [14]) emphasize the most recent
rankings by either discarding older rankings, or applying
some form of ‘decay factor’ to de-emphasize them. We
might employ a similar idea, with the goal of paring the
number of surplus trunits. For example, trunits that have
gone unused over a period of time (i.e., the lowest bal-
ance in the account over that period of time) are likely to
be surplus. A portion of these trunits could be ‘taxed’. In
a way, this policy has the effect of emphasizing recent
history—your level of trustworthiness (i.e., your trunit
balance) is tied to your recent activity, even if you were
‘more trustworthy’ in the past. On a more practical level,
the goal of the system is to ensure that, if you are suffi-
ciently trustworthy, you have enough trunits to conduct
your business; surplus trunits are, by definition, in excess
of the trunits required to conduct business, and paring
them is not unreasonable.

4. Future work

Our model is in its early stages, and there are many
areas for further investigation, some of which have been
mentioned in the preceding sections. Promising areas for
future exploration include:

*  Addressing potentially untrustworthy buyers, who
may rate sellers unfairly. While the impediments to
ballot-stuffing discussed above also apply to ‘bad-
mouthing’, other techniques may be useful to detect
or discourage unfair feedback.

* Incorporating trading strategy for buyers and sellers.
For example, selling agents may still learn to maxi-
mize profitability, as in [11], [12]. Buying agents,

freed from the need to select ‘the most trustworthy
seller’, might have more flexibility to choose product
attributes that meet their preferences.

¢ Determining how to choose values for market pa-
rameters, and studying the possibility of varying the
values or r and p. It would be useful to explore mar-
ketplaces where not all products require the same de-
gree of trust, and different types of transactions allow
different amounts of reward for truthfulness.

¢ Investigating a free market for trust. While our basic
model makes use of a risk ratio that is determined by
the market operator, it is worthwhile to explore al-
lowing the market to determine the value of trust.
This might allow buyers to assume a greater level of
risk in order to obtain better price, or allow sellers to
make stronger offers, risking more.

e Allowing anonymity in the marketplace. Our model
might allow for marketplaces in which traders are
anonymous to one another, yet can still trust one an-
other. While anonymity may allow for a more open
marketplace, we would need to ensure that there are
not additional challenges for buyers in this kind of
scenario.

e Applying the model to contexts other than e-
commerce. It would be valuable to transport the
Trunits model to more general applications where
agents in a multiagent system need to trust each other
in order to collaborate.

*  Decentralization of the mechanism. The most direct
implementation of our model makes use of a central-
ized agent that provides the account, escrow, and re-
ward services. It is worthwhile to investigate the po-
tential of the model for decentralization.

e Verifying the underlying ‘safety’ of our proposed
approach, to more carefully examine whether any
new vulnerabilities are introduced by employing the
model in electronic marketplaces.

5. Conclusion

In this paper, we have presented the Trunits model and
proposed it as the basis for modeling trust in electronic
marketplaces. We have discussed the inherent value of
this mechanism, by demonstrating that sellers operating in
a Trunits environment will be motivated to be honest un-
der most circumstances. We have shown that the incen-
tive for honesty exists under a broad range of market pa-
rameters, even when sellers have very short horizons in
terms of intended future transactions. We have also dis-
cussed the value of the Trunits approach in addressing
many of the challenges that arise when modeling trust in
electronic marketplaces, due to the possibility of cheating
by trading agents.

One attraction of the Trunits model is the fact that it is
very simple computationally, particularly for buyers, who
do not need to perform any calculations to determine a
seller's trustworthiness. In addition, in its basic form the



Trunits model has minimal storage requirements for the
market operator, since only a single trunit balance must be
kept for each seller, and a single record for each active
transaction. Another attractive feature of the system is the
fairness with which it treats sellers—sellers offering the
same product are seen as equally trustworthy if they have
secured their sale with the required number of trunits.

The Trunits mechanism also facilitates measuring the
impact of trust on the profitability of sellers. In many
other systems where trust of trading agents is modeled, it
is clear that trust has an impact on profitability (since be-
ing trustworthy allows more products to be sold and/or
fetches higher prices for products), but it is less obvious
how to measure that impact. This complicates many is-
sues, including both strategic decisions by sellers, and
buyers’ interpretations of sellers’ feedback. In contrast,
the Trunits model offers a precise determination of the
value of trust.

As outlined in this paper, there are several promising
directions for future work, to continue to refine the
model. We plan as well to conduct further validation of
the model, to emphasize its value towards the design of
truly effective electronic marketplaces.
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