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Abstract

In this paper, we present a framework for evaluating the se-
curity of trust and reputation systems for electronic market-
places populated with buying and selling agents. We argue
that current systems to model trust are vulnerable to various
attacks; to provide protection from such attacks, systems
must be designed not only to predict cheating by agents
seeking to deceive one another, but also to cope with agents
who are intentionally trying to circumvent the
trust/reputation system. Our proposed framework offers a
method for researchers to understand the security of their
systems, and to provide precise guarantees of the degree of
provable security that these systems offer. We focus in par-
ticular on characterizing buyer security—the properties that
must hold for buyers to feel secure from cheating sellers. We
develop a set of security ‘levels’, benchmarks that may be
used in the evaluation and comparison of system security.
We demonstrate the viability of our proposed framework by
presenting a specific monetary-based trust system known as
Trunits, along with an analysis that shows that Trunits does
provide a guaranteed level of security for buyers.

Introduction

Much research has been conducted in the area of trust and
reputation in multiagent systems [2, 3, 5, 6, 8, 9, 10, 11, 12,
13, 14]; a common focus has been modeling the trustwor-
thiness of buying and selling agents in electronic market-
places. Many existing proposals consist of predictive mod-
els, aimed at determining whether agents are untrustworthy
and proposing methods for agents to make effective deci-
sions in the face of possible dishonesty. It is our position
that trust and reputation systems should be provably secure,
making precise and proven claims as to the degree of pro-
tection they provide and the circumstances under which
such protection holds. The goal of this approach is twofold:
a) to provide a basis for users to confidently choose
whether or not to adopt or participate in a system; b) to
make explicit the security limitations of systems, and the
reasons for such limitations, to allow meaningful progress
towards meeting the needs of users. A provably secure
system allows users to place their trust in a system, remov-
ing an obstacle to its use.

We propose a framework for the consideration of security
in trust and reputation systems, based on uncompromising
guarantees of protection when required conditions are met.
Further, we identify a number of ‘levels’ of security, vary-
ing in the strength of conditions required for the security
guarantee to hold. We then demonstrate how a trust system
can be provably secure for a buyer, by presenting the mone-
tary-based Trunits trust model, and discussing the protec-
tion that it offers for its buying agents.

A common theme of work in trust and reputation in multi-
agent systems is to increase the likelihood of selecting a
trustworthy business partner. Unfortunately, this may not
be strong enough to inspire the confidence of potential us-
ers or adopters of such systems—anything less than com-
plete trustworthiness of agents raises doubts about the at-
tractiveness of using the system. Some trust and reputation
systems attempt to provide incentives for agents to be hon-
est (e.g., [2]), but one must still ask: Under what circum-
stances will the incentive hold? Will the incentive always
be sufficient?

If systems aren’t provably secure, the potential for vulner-
abilities exists; if vulnerabilities exist in trust and reputation
systems, self-interested agents will exploit these in order to
maximize profit. We have identified a catalogue of vulner-
abilities in trust and reputation systems, displayed and
briefly described in Table 1. We then provide a chart to
record the vulnerabilities to which we believe each of a
small sample of trust systems is open, shown in Table 2.

In some cases, we can relate the presence of vulnerabilities
to design choices made by system designers. Systems in
which agents make use of the recommendations of other
agents, and where each opinion may be used as support for
multiple transactions simultaneously [4, 9, 13, 14] tend to
be vulnerable to Reputation lag. Systems in which the
transaction’s impact on an agent’s trustworthiness rating is
not tied to the value of the transaction [4, 5, 8, 9, 13, 14]
tend to be vulnerable to Value imbalance. The potential for
Ballot-stuffing and Bad-mouthing can arise in several ways
when agents rely on the advice of others. Opportunities can



occur when a system does not protect against users cooper-
ating to undermine the system, or when users can freely
create many new accounts, with feedback from these new
accounts being weighted similarly to that from established
accounts [4, 9, 13]. Re-entry tends to be a problem in sys-
tems that treat unknown users preferentially to disreputable
users [4, 5, 8,9, 11, 12, 13], making it beneficial to create a
new user account after one’s reputation is damaged. Sys-
tems that rely on direct experience [5, 8, 11, 12] tend to be
vulnerable to the Initial window; the presence of the Re-
entry problem magnifies this vulnerability, allowing a dis-
honest agent to repeatedly take advantage of the window.
Most systems tend to be vulnerable to the Exit problem,
unless they have taken specific steps to provide an attrac-
tive alternative to cheating for agents that decide to leave
the market.

Table 1. Descriptions of vulnerabilities

Vulnerability Brief Description

Reputation lag | Agent can engage in virtually unlimited cheat-
ing transactions before reputation is updated to

reflect his dishonesty

Value Agent can build reputation on small transac-
imbalance tions, then cheat on large ones

Ballot-stuffing/
Bad-mouthing

Reputation is artificially improved/damaged by
registering large numbers of unfair ratings

Re-entry After his reputation is destroyed, the cheating

Problem agent can enter the market under an alias, ef-
fectively shedding his history

Initial An agent is vulnerable to an unknown agent,

window until experience is gained with the new agent

Exit problem If an agent plans to leave the market, he can

cheat freely without repercussions

Table 2. Vulnerabilities found in some existing systems

System Vulnerabilities

eBay feedback system [4] Reputation lag, Value imbal-
ance, Ballot-stuffing/Bad-

mouthing, Re-entry, Exit

General/Situational Trust [8]

Multidimensional Trust [5]

Value imbalance, Re-entry,
Initial window, Exit

Tran and Cohen [11, 12] Re-entry, Initial window, Exit

Sporas/Histos [14] Reputation lag, Value imbal-

ance, Exit

REGRET [9] (In market scenario) Reputation
lag, Value imbalance, Ballot-
stuffing/Bad-mouthing, Re-

entry, Exit

Yu and Singh [13] Reputation lag, Value imbal-
ance, Ballot-stuffing/Bad-

mouthing, Re-entry, Exit

This analysis highlights the need to consider the issue of
system security carefully. Motivated by work in the field of
cryptography, which seeks to deliver provable protection to
users, we seek methods for ensuring the provable security
of trust and reputation systems.

If our aim is to ensure that a marketplace is secure, we must
first characterize what we mean by security. It is our posi-
tion that a secure system for marketplaces is one where par-
ticipants are protected from harm (at least, harm due to
‘dishonest’ behaviour, rather than from legitimate competi-
tion). Thus, we define security in terms of a set of ‘safety
properties’: conditions that, if proven to hold for the sys-
tem, ensure participants within the system will not be
harmed by dishonesty. This is distinct from other notions
of security, such as the prevention of unauthorized access.

In the marketplace scenario, there are three identifiable
‘stakeholders’ who participate directly in the market, each
with their own requirements: buyers, sellers, and the market
operator. In this paper, we focus on the security of buyers,
since protecting buyers from cheating sellers is a predomi-
nant focus of current research. The other groups are dis-
cussed only briefly in section 5, to be addressed in more
detail in future work.

The Security Framework

In our framework, we distinguish between two transaction
states. An agreed transaction consists of the terms to
which both parties have agreed: 14 = (g, v, d,, Ay A, ...),
where g, is the good promised, v is the value (agreed price)
of the good, d, is the date/time promised, A, is the buying
agent, and A; is the selling agent. (The ellipsis indicates
that there may be other system- or market-dependent pa-
rameters.) This might be viewed as a promise or a contract;
it may also be viewed as the transaction at the point both
parties have struck a deal, but have not yet acted, so the
honesty or dishonesty of the transaction is undetermined.

A delivered transaction is one where the selling agent has
provided the goods to the buyer, but the buyer has not yet
rated the seller: 75 = (t4, g4 ¢, dy ...), Where ¢4 is the agreed
transaction, g, is the good delivered, c is the cost incurred
by the seller in providing and delivering the good, and d, is
the date/time of delivery. We consider a delivered transac-
tion #p to be honest if it fulfills the seller’s commitments—
gaq satisfies g,, d, satisfies d,, etc.—and denote it by the
predicate honest(tp). (The details of how a good or promise
is specified are left to the system designer. For instance any
d,< d, may be considered honest.)' We consider a transac-

! Note that buyers will often also close off a given transaction by
computing a rating for the seller. When ratings are elicited from
buyers may vary by system, however. Thus, we refrain from de-
fining a ‘rated transaction’ for generality.



tion where an agent (intentionally) fails to fulfill his com-
mitment (whether by providing a good that does not meet
the commitment, or by not providing a good at all) to be an
instance of cheating, or dishonesty on the part of the seller.

It is possible that a buyer could cheat by withholding pay-
ment after receipt of the goods. We base our framework,
however, on the common policy that a buyer must pay be-
fore goods are shipped.

For brevity, we make use of ‘accessor’ functions that return
the value of individual transaction parameters. These func-
tions have the same name as the parameter that they return.

An agent attempting to cheat may act alone, or as part of a
coalition. We denote such a coalition G; an agent acting
alone is equivalent to the case where IGI = 1.

We term a set of transactions a schedule. Let Tp represent a
schedule of delivered transactions. For any Tp, there is a
corresponding T consisting of the same transactions with
the delivery parameters removed. Note that for any T,
there are possibly many Tp, since each transaction in 7,
might be executed honestly or dishonestly. Executing a
transaction refers to delivering a good (that either meets of
fails to meet the advertised promise), or consciously decid-
ing not to deliver the good at all.

For any coalition of sellers G, consider T, where tpe Tp &
A (tp) € G. For each transaction in the set, the sellers in G
may choose to execute the transaction honestly or dishon-
estly. We denote C < T}, as the cheating set, the subset that
is executed dishonestly. The coalition may have a choice of
many different cheating sets for any given schedule; choos-
ing C is a strategic choice. (We stop short of saying that C
is a strategy, however, since the coalition might also strate-
gically choose the composition of Tp by choosing the trans-
actions into which they will enter.)

Not all schedules can actually be executed. For example,
an agent that cheats repeatedly might not continue to find
buyers for its products; although it might be possible to
formulate a schedule that includes continued future busi-
ness, such a schedule may be impossible under the trust
system. Continuing the example, if trustworthiness is rated
in the interval [0, 1], and an agent’s score has dropped to 0,
he may not be able to engage in further transactions, even
though he has inventory. We define the predicate feasi-
ble(t, T) to denote that a transaction ¢ can actually be exe-
cuted within the schedule 7, in the system under considera-
tion. feasible(T) denotes that every transaction in 7T is fea-
sible. We do not define feasibility further, since it will be
system- or market-specific.

As we will see, profitability is a key concern when consid-
ering the security of trust systems. The profit to the seller
on an individual transaction is the selling price minus the
cost, or P(tp) = v(tp) — c(tp). The profit to a coalition on the
entire set of transactions is

P(G,T,)= > P(1)

[1,€T A (1,)EGAA,(1,)EGA feasible(1,,T )]

Buyer Security

A buyer who engages in no transactions suffers no direct
harm from those transactions. A buyer who enters into a
transaction (assuming the common pay-before-delivery
policy) becomes vulnerable at the moment that they pay for
a good. From this point, the seller is in control, and the
buyer may be harmed by receiving an inferior good, or no
good at all.

A seller may be harmed, for example, by unfair feedback
from buyers. For a seller to wish to be honest, he may need
confidence that buyers will provide fair reviews. We do not
address means to ensure the fairness of buyers here, how-
ever, since this is an element of seller security. To establish
that a system is buyer secure, then, may require the assump-
tion that buyers are honest. We discuss how to address this
problem, and lift this assumption, in the Discussion and
Future Work section.

In our framework, for a system to be secure, we do not hold
the seller responsible for the buyer’s complete satisfaction.
Instead, she need only deliver the good that she was ‘sup-
posed’ to give. When a seller offers a good for sale, she
provides information about that good. This information
constitutes the basis for the buyer’s understanding of the
good they will receive. Should they purchase the good,
they would expect that it corresponds to each claim made in
the offer. This, then, is the basis for our notion of buyer
security: a buyer will be secure under a trust system if

Vtp e Tp honest(tp)

Note that ‘buyer security’ directly addresses issues such as
the value imbalance and reputation lag problems. Other
forms of dishonest behaviour may not be relevant to the
buyer. For example, ballot stuffing would be precluded by
this property if used to lure buyers into cheating transac-
tions, but not if used by a seller to steal sales from another
seller; the later is an issue of seller security.

Levels of buyer security

We might term the previous property, should it hold, as full
buyer security—i.e., it is impossible for a seller to cheat a
buyer. Unfortunately, this property would be extremely
hard to guarantee in practice. For example, one might envi-
sion a trusted third party who receives both payment from
the buyer and the good from the seller, and only forwards
payment to the seller after inspecting the good to ensure it
fulfills the agreement. Such a system might offer great se-
curity, but is unlikely to be practical or scalable. [3]

While it may not be feasible for a system to guarantee this
property, it may be possible to achieve it under certain con-



ditions, when certain assumptions hold for the marketplace.
By limiting the guarantee to those circumstances where the
assumptions hold, we effectively weaken the guarantee,
allowing us to specify levels of security that are weaker
than the ideal. We specify these properties in the form of
an implication:

(assumption; A ... A assumption,,) = V'tp e Tp honest(tp)

The assumptions denote limitations in the system, which
prevent it from delivering on the unconditional guarantee.
This does not mean that the system is useless, however. For
each assumption, there are two primary approaches to deal-
ing with it:
1.External: It may be possible to ensure that an
assumption actually holds for the marketplace in
question. If the property can be verified to hold for the
marketplace, or if some mechanism external to the
trust/reputation system can be used to guarantee the
property, then the system will function adequately
despite the presence of the assumption.
2.Internal: It may be possible to modify the system to
remove the assumption as a requirement for safety.
Such modification may yield a more robust system,
capable of working under a smaller set of assumptions.
Thus, the presence of an assumption can provide
important guidance for future research, allowing
meaningful progress to be made.
Through the use of these techniques, the goal would be to
arrive at a system for which every remaining assumption
can be ensured to hold in the marketplace—such a system
would be secure for that marketplace. It is our contention
that clearly stating assumptions aids understanding of the
security delivered, and the limitations of this security, as
well as easing comparisons between possible models.

Rational-agent secure

While we may not be able to guarantee that every sale is
executed honestly, we may be able to design the system so
that it is in a seller’s best interest to be honest. Such incen-
tive-based approaches depend on agents being rational
profit-maximizers—operation of the system depends on
agents reliably choosing what is best for them. We believe
this to represent an important and high level of security,
stated as:

selling agents are rational = Vi, € Tp honest(tp)
More formally, denoting a coalition of selling agents as G:
[VG rational(G)] = Vip € T honest(tp)

Recall that this entire statement is a specified property of a
system. It does not state that the implication holds in all
cases; rather, for a system to be considered Rational-agent
secure, it must be proved that under the system, if selling
agents are rational then all transactions are honest.

Since rational sellers are profit maximizers, the property
above can be restated as:

[VG VTDI’TDZ [ P(G, TDI) > P(G, TDZ) :TDI is SeleCted]]
= Vitp e Tp honest(tp)

For a system to be rational-agent secure, sellers must be
able to understand that honesty is the most profitable pol-
icy. Under some systems this may require considerable
computation.  For example, determining that honesty
maximizes profit may require the computation of an entire
tree of possible future outcomes, which may be beyond the
capabilities of the agent. Where this may be an issue, the
set of assumptions should include the computational capac-
ity required of the agents.

Just as rational-agent security is quite a strong guarantee, it
may also be difficult to achieve. We consider several lower
levels of security, derived by adding weakening conditions
to the rational-agent secure property. The assumptions de-
scribed below are not mutually exclusive, nor can they be
ordered in terms of security. Systems requiring one or more
of the following assumptions may be useful for certain sce-
narios, or may be only of research interest, as a stepping
stone to a more secure method.

Rational single-agent secure

Ideally, a system would make the buyer secure regardless of
collusion between agents. However, collusion is notori-
ously difficult to combat. A lower level of security might
protect agents only from sellers who are not part of a coali-
tion:

[VG rational(G) A IGl= 1] = Vtp e Ty honest(tp)
Rational single-seller-only secure

Under some systems, a seller might be able to execute at-
tacks by acting as a buyer for some transactions, and as a
seller for others. As a weaker extension of single-agent
security, a system might be secure when sellers cannot act
as buyers. (A seller might be able to open another account
to use as a buyer, but that is an instance of collusion.)
[VG rational(G) A\Gl = 1 A V1p € Tp Ap(tp) & G]
= Vip e Tp honest(tp)

Rational infinite-transaction secure

The exit problem is an extremely difficult one to combat,
and it may be difficult to prevent dishonest sales once sell-
ers have exhausted finite inventories. However, a system
may make it more attractive for a seller to continue to do
business than to exit at any point. Such a system may pre-
vent the exit problem, but requires agents to be able to en-
gage in infinite transactions (e.g., the seller never runs out
of inventory, there are always buyers willing to purchase
the product, etc.):

[VG rational(G) A NTy, [honest(Tp) A feasible(Tp) =
(3t honest(Tp L 1) A feasible(Tp U t) ) 1]
= Vip e Tp honest(tp)



Of course, a buyer may require protection in other ways—
that the market operator won’t take her money, that her
personal information won’t be sold, etc. However, these
issues fall outside the traditional role of a trust/reputation
system, and it is difficult to conceive of a trust/reputation
system preventing behaviour that occurs outside of the mar-
ketplace itself, or that controls the behaviour of its operator.

It may seem very difficult to use these standards in the
analysis of many models, particularly those that are predic-
tive in nature. It is worth reiterating, however, that unless
proofs of such properties can be rendered, these systems are
of unknown security at best; from our survey in section 1, it
appears likely they are insecure.

Security analysis of Trunits

Having outlined a framework for establishing security guar-
antees and enumerated a number of important ‘levels’ of
security, we provide no guidance in the construction of such
proofs. The reason is simple—proof methods are likely to
vary greatly depending on the nature of the system used.
Instead, we provide an analysis of our particular model of
trust, Trunits, for two reasons. First, it provides an example
of the analysis of a trust model using our proposed frame-
work. Second, we believe that it serves as one example of
how trust might be modeled with an eye towards providing
provable levels of security to adopters and participants.

The Trunits Model

Trunits is a model of trust—a buyer will engage in sales
with a seller in which there is a certain degree of trust. It
differs from most trust models, however, in that it attempts
not to predict behaviour, but rather to ensure good behav-
iour by making honesty the most profitable strategy. We
provide a brief description of Trunits here; a more detailed
treatment can be found in [7].

The ‘Trunits’ model is inspired by the concept of money.
Before the advent of money, goods and services were ex-
changed by bartering. This placed several limitations on
trade; here, the most relevant was the requirement for buy-
ers and sellers to interact directly, to exchange goods of
comparable value. A primary function of money is to over-
come this requirement.

Money is an abstract ‘substance’, representing quantities of
value. Money flows in a transaction, mirroring the flow of
value in a barter transaction: the value of the money stands
in for the value of a good. Money frees the traders from the
requirement that goods move in both directions—value
gained from one trader can be ‘spent’ with another.

The key problem with trust in our new breed of market-
places is that buyers and sellers usually do not have direct

relationships, so trust cannot form naturally. Since we seek
to overcome the requirement for a direct relationship—to
allow trust gained from one trader to be ‘spent’ with an-
other—it seems natural to consider the use of abstract trust
units, or ‘trunits’, to play the same basic role in which
money has been so successful.

As with money, the movement of trunits should mirror that
of trust in a direct relationship. This movement, however,
is very different from that of value. While the flow of value
is an exchange process, we see the ‘movement’ of trust as a
risk process, and suggest a model based on this view. We
focus on trust of the seller as the primary issue:

e Before a buyer will purchase something from a seller,
the buyer must have sufficient trust in the seller. The
degree of trust required is dependent on a number of
factors; the price of the item is likely a major one.

e After purchasing the good, the buyer will evaluate it.

o If the good met her expectations (i.e., it was at least
as good as was advertised by the seller), then the
seller is likely to gain more of her trust.

o If the good did not meet her expectations, then the
seller is likely to lose some of her trust.

Based on this view, we suggest a model that makes use of
abstract units of trust, where trust of a seller is not tied to a
specific buyer:

¢ The seller has some quantity of trunits, representing all

of the trust gained from all buyers to date. For a buyer

to consider buying from a seller, the seller must possess

a sufficient degree of trust, i.e., must hold sufficient

trunits. The required number of trunits is tied to the

price of the good.

e After purchasing the good, the buyer will evaluate it,
relative to her expectations.
o If the good met her expectations, then the seller gains
some additional quantity of trunits.
o If the good did not meet her expectations, then the
seller loses some quantity of trunits.

As a seller executes honest transactions, his trunit balance
grows, allowing future profitable transactions. In contrast,
dishonest sales curtail future transactions. This provides
the fundamental incentive for honesty. The number of
trunits gained is proportional to the size of the sale. Honest
execution of small transactions will allow a seller to con-
tinue making small sales, and to grow his sales volume, but
will not allow him to immediately jump to disproportion-
ately large sales for which he has not demonstrated trust-
worthiness.

We propose a ‘basic Trunits mechanism’, based on this
model. When an agent wishes to make a sale, we require
him to put up a quantity of trunits to ‘cover’ the sale’.

*Under Trunits as currently described, trunits are kept with a
‘market operator’ who administers the system. If this market



These trunits represent the trust that the seller is risking by
engaging in a transaction. We require that the number of
trunits risked be directly tied to the value of the transaction,
using the formula:

V=rt

where V is the value (selling price) of the transaction, T is
the number of trunits, and r is the required risk ratio®, a
(positive) parameter set by the market operator. The trunits
are put into escrow with the market operator, pending com-
pletion of the transaction. Upon completion, if the buyer
rates the transaction as unsatisfactory, then the seller loses
the T trunits placed in escrow. If, on the other hand, the
buyer rates the transaction as satisfactory, then the T trunits
are returned to the seller, along with some additional quan-
tity of trunits related to the value of the transaction, for a
total of:

(I+p) t=(1+p) VIr

where p is a premium or reward of additional trust for act-
ing in an honest manner, a (positive) parameter set by the
market operator. In the basic mechanism presented here,
the same values of r and p are used for all traders and trans-
actions. In this implementation of Trunits, we do not allow
a buyer to sell to himself (i.e., to the same user account), in
order to gain trunits through ‘honest’ transactions.

From a buyer’s perspective, no evaluation or computation is
required prior to purchasing to determine if a seller is trust-
worthy—if the seller possesses enough trunits for a transac-
tion, then by definition, she is trustworthy for that transac-
tion. The market operator will not allow a transaction to be
executed unless the seller has sufficient trunits. From a
seller’s perspective, honesty results in a growing trunit bal-
ance and the ability to engage in more sales in the future,
while dishonesty will reduce the potential for future sales.

One issue encountered with this model is the ‘start-up’
problem: how does an agent acquire an initial quantity of
trunits? In our current work, we investigate several options
that appear to be safe, including loaning agents an initial
quantity of trunits to be secured by a cash bond, and (where
identities can be established with certainty, preventing Re-
entry) simply providing new agents with an initial quantity.
A third alternative, allowing agents to purchase trunits on
an open market, is discussed briefly in section 5.

Note that, while Trunits is a model of trust, it is also a
mechanism, designed to encourage honest behaviour.

operator is an identifiable entity (e.g., in a centralized imple-
mentation), this market operator is considered to be a trusted
third party.

*While this relationship determines the number of trunits required
to secure a sale, note that it does not imply an ‘exchange rate’;
trunits cannot be directly traded for money in this manner under
the mechanism presented.

Moreover, the incentive provided by the mechanism can be
calculated with precision (as outlined below), serving as a
basis for rational decision making.

Buyer Security in Trunits

We seek to verify that the essential buyer security property,
Vtp honest(tp) will hold. As an incentive mechanism,
Trunits relies on agent rationality to ensure desirable behav-
iour: we target rational-agent security. The basic function
of Trunits is that an agent makes more money if he fulfills
his commitment, so he tries to do so. For this incentive to
hold, the agent must actually be able to fulfill his commit-
ments. If he is unable to do so successfully (e.g., poor qual-
ity control) he might find it more profitable to cheat, rather
than incurring the cost associated with honestly executing a
transaction, and still getting a bad rating. Thus, we assume
that agents can control quality in order to meet commit-
ments if they choose to do so. (We can actually relax this
assumption under Trunits, instead specifying with precision
an acceptable range in the degree of control, but omit these
details for brevity.)

The basic Trunits mechanism regulates the behaviour only
of sellers, so on its own, it cannot provide provable security
in the face of coalitions of both buyers and sellers. Thus,
we attempt to prove that Trunits provides rational single-
seller-only security. Further, since Trunits is based on
buyer feedback controlling future sales, we must assume
that buyer honesty is ensured through some parallel mecha-
nism. Finally, basic Trunits provides no direct impediment
to a seller cheating as she exits the market, should she ex-
haust her ability to honestly sell goods (e.g., if she has run
out of inventory). However (as will be shown below), there
is a strong incentive not to exit the market, so our analysis
is conducted under the assumption that the infinite-
transaction property holds, where the agent can engage in
infinite honest sales if desired. (By ‘infinite’, we mean both
that the seller’s activity is unbounded in duration, and that
the seller’s capacity for sales at any given moment is un-
bounded as well.)

This analysis is based on the assumption that selling cost is
a fixed fraction c of selling price. This assumption is not
unreasonable; many companies determine selling prices by
applying percentage markups to cost, and in many indus-
tries the markup used is consistent among sellers. While we
do not believe that this constraint is required for Trunits to
be secure, it has been assumed in order to simplify analysis.

Security guarantee of Trunits
What we seek to prove, then, is:

Trunits is in use A

selling agents are rational A (A)
selling agents act alone A ®B)
selling agents can engage in infinite honest transactions A (C)



buying agents are honest A D)

selling agents can reliably meet commitments if willing A (E)

cost ¢ is a constant percentage of selling price (F)
= Vtp honest(tp)

Specified more formally:

[Trunits is in use A
YG VTp,Tpy [ P(G, Tp;) > P(G, Tp,) =Tp; is selected] A
VGIGI=1A
VTp [honest(Tp) A feasible(Tp) =

(3t honest(Tp L t) A feasible(Tp U 1) )] A
buying agents are honest A
selling agents can reliably meet commitments if willing A
cost ¢ is a constant percentage of selling price]

= Vipe Tp honest(tp)

A note on feasibility

The feasibility of a schedule is important to its profitability,
so impacting the analysis of Trunits. A transaction under
Trunits begins when the agreement is made, and ends when
the buyer has rated the seller. Let start(i) represent the start
time of transaction i, and end(i) its time of completion. Let
Ty Tepresent the seller’s initial trunit balance, and T; the
trunits required for transaction i. Since every transaction i
requires an outflow of trunits when it begins, but only hon-
est transactions have inflows (plus reward) at completion,
the balance of trunits available at any given time is:

T, (time)=T,, ,— > T,+(1+ p)X > T,

€T |start (i)<time i €T \Cend (i )<time

If, at any time, T,, < 0, then some transaction(s) starting
before time required more trunits than were available (i.e.,
the transaction(s) would not have been allowed). A feasible
schedule (from the standpoint of the constraints imposed by
Trunits), then, is one for which 1, is never less than O for
all sellers of transactions in the schedule. Consider any 7
and cheating set C, where C < Tp. Note that the addition of
a transaction (that is a member of Tp) to C (i.e., changing an
honest transaction to a dishonest one) does not change the
number of ‘outflow’ trunits, but does reduce the number of
‘inflow’ trunits. Thus, the addition of a transaction to C
never increases T,,, but will lower it (specifically, after
end). This means that the addition of a transaction to C
might result in a previously feasible transaction becoming
infeasible. Conversely, the removal of a transaction from C
only increases the number of trunits available, so it cannot
render a feasible transaction infeasible.*

Proving the guarantee

Since rational sellers choose the most profitable option, our
goal is to show that, for any arbitrary schedule, profit is

* While feasibility depends on the timing of transactions, we do
not specify temporal parameters for the schedules (74/Tp); in-
stead, the timing of each transaction can be specified within the
transaction itself.

maximized by executing each transaction in the schedule
honestly. First, we consider only finite schedules. Con-
sider any honest, feasible schedule Tp, and a schedule Tp'
with the same set of agreed transactions T,. Tp  has the
non-empty cheating set C. Since we have assumed that
sellers act alone, we omit the G from our profit formula.
For each computation below, we denote each T, by its cor-
responding schedule of agreed transactions and its cheating
set. Thus, we seek to show that for any non-empty C C T,

P(T,, C) < P(Ty, D).

Note that by our assumptions, the seller acts alone; further,
the mechanism does not allow him to sell to himself. This
means that all cash and trunit flows come only through
transactions with buyers. Note, too, that the seller can meet
his commitments if he chooses to do so, and that buyers are
honest—this means that if a seller intends to fulfill a trans-
action honestly, he will receive the trunit flows due him.

The profit function for Trunits requires further considera-
tion, regarding the value of accumulated trunits. At the end
of the schedule, the seller will have earned some profit, and
will have some quantity of remaining trunits (denoted T,
(exit), where exit is the time at which the last transaction is
completed). While cheating might increase profit earned
during the schedule, it would reduce the number of leftover
trunits—since trunits can be used to earn future profits, this
is a reduction in value gained by the seller. To measure this
value, we introduce one additional transaction that occurs
after exit. In this transaction, the seller uses all remaining
trunits to cheat, as he is free to do. We do not mean to sug-
gest that this is what the seller will or should do. (As we
will show below, if he is rational he would continue to
make honest trades beyond the end of the schedule.) In-
stead, we use this to determine the value he can assuredly
gain from his trunits, and effectively set a lower bound on
the future profits that could be earned with them. Thus, for
every schedule, the total profit will be the sum of the profit
from honest sales, the profit from cheating sales, and the
revenue from the ‘final cheat’ after the schedule has com-
pleted:

P(T,,C) = (1=c)r D, Try, v4+r7,,(exit)
ieT \C ieC
= (I=o)r Z Ti+rZTi+r Ti:xir_zTi+(1+p) Z Ti)
ieT,\C ieC i€T, ieT,\C

(In fact, if the schedule is infeasible, the profit will be less
than this, because some of the transactions will not be per-
mitted to occur. Thus, this represents an upper limit on the
profitability of the schedule.) Now, consider the same
schedule, but with two different sets of cheating transac-
tions C; and C,, where C; < C,, (i.e., C, may be thought of
as the result of adding cheating transactions to C;). If the
delivered schedule using C; is feasible, the one using C,
may be either feasible or infeasible. To compare profits
from each schedule, we subtract the profit of the second
from that of the first:
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Given that (1 — ¢), p, and r must all be greater than 0, as
must all trunit values in the sets (and hence in the summa-
tion), this subtraction yields a positive number. (Further,
note that if C; yields an infeasible schedule, then its profit
will be reduced, increasing the result of the subtraction.)
This means that if C; < C,, the profit using C; must be
higher than that of C,. Given that the empty set is a subset
of every set, for any finite 7, and non-empty C < Ty, P(Ty,
C) < P(T,, D).

The exit problem

The analysis above shows that for any finite schedule, profit
is maximized through honesty, but for the last ‘cheating
exit’ transaction. Ideally, the seller will never want to make
such an exit; we now relax the finite schedule constraint,
consistent with our stated assumption. Consider any arbi-
trary feasible schedule 7,. A rational seller will maximize
profit by executing every transaction honestly, so the profit
formula simplifies to:
P(T,)=r(1=c+p) D t+rt

i€T,

init

Instead of cheating on exit, the seller might consider exe-
cuting one more honest transaction t. Assuming that the
new transaction yields a feasible schedule (and since every
sale in T, is honest, it must be possible to add a feasible
transaction), the new profit is:

P(TAUILI}) = r(l1—=c+p) z T, Ty
i€T,Vlt)
= r(l—C+P)(Z Ti+Tt)+rTim'r
ieT,

Since all of r, p, (1 — ¢), and 1, are positive, P(Ty U t ) >
P(T,), meaning that for any given schedule, it is more prof-
itable for the seller to add profitable transactions. (Note
that adding dishonest transactions does not increase the
profit—cheating within the schedule is no more profitable
than during the ‘cheating exit’.)

The result implies that to maximize profit, the seller should
never cheat, but should continue to sell items indefinitely.

In summary, for any schedule, profit is maximized by exe-
cuting every transaction honestly, and continuing to add
honest transactions to infinity. Thus,

[Trunits is in use A
VGIGI=1A
VTp [honest(Tp) A feasible(Tp) =
(3t honest(Tp U t) A feasible(Tp U 1) )] A

buying agents are honest A
selling agents can reliably meet their promised specifications A
cost ¢ is a constant percentage of selling price]

= VT4[VC c Ty, IC1> 0 = P(G, Ty, D) > P(G, T,,C)]

This yields:

[VG VTDI’TDZ [ P(G, TDI) > P(G, TDZ) :TD] is SeleCted]] A
VT |[VC S Ty, ICl>0 = P(G, Ty, @) > P(G, T,,C)]
= VT, (T, D)is selected = V1, e T honest(tp)

Essentially this means that since it will not be profitable for
a rational seller agent to cheat, they will execute every
transaction honestly. Thus, the Trunits mechanism can
provide the user with a guarantee of security, at this level.

The (labelled) list of assumptions given above identifies the
limitations of the basic Trunits mechanism. Understanding
these, how can we be sure that the mechanism will be se-
cure? Rationality of agents (A) is a fundamental assump-
tion of most work in mechanism design, and a limitation
that we likely must accept; it is not an unreasonable expec-
tation of sellers in a marketplace, however. Sellers acting
alone (B) speaks to the issue of collusion, a difficult prob-
lem with which the trust and reputation community contin-
ues to struggle. Since it is unlikely that we can safely as-
sume that agents won’t collude, we must devote effort to
extending the mechanism to make it collusion-proof. The
need for infinite transactions (C) can be addressed through
enhancements to the Trunits mechanism,; this is discussed in
more detail in section 5. The requirement for agents to be
honest (D) speaks directly to the absence of any system to
address the trustworthiness of buyers. Extension of Trunits,
or the use of a parallel system to ensure buyer honesty, is
required to address this limitation. The assumption that
sellers can control quality (E) can actually be refined to
specify the degree of control required, as noted. Finally,
the assumption that cost is a fixed percentage of selling
price (F) is a special case of an internal limitation. This
assumption is not likely required for the desired property to
hold, but has been added to ease analysis. It might be
eliminated with more detailed consideration.

The Trunits mechanism, as presented, provides security
against reputation lag (since trunits must be placed in es-
crow during the course of a transaction, they cannot be used
to cheat multiple buyers at once) and value imbalance
(since the number of trunits earned in honest sales is pro-
portional to the value of the sale), and some degree of pro-
tection against the exit problem (since there is an incentive
for sellers to remain in the market). Note too that re-entry
does not diminish the security of buyers (since there is no
advantage for a seller who has lost his trunits to re-enter



under a different name), and that no initial window of op-
portunity exists (since buyers are not relying on their own
experience to choose partners.) These arguments are out-
lined in greater detail in [7]. However, success against a
large number of catalogued vulnerabilities is not enough for
any system to be considered secure—our catalogue is al-
most certainly not exhaustive. In contrast, our analysis
above gives us a clear picture of exactly what guarantee
basic Trunits provides, and under what conditions—Trunits
has achieved a specific provable level of security. The abil-
ity to do so appears to be linked to the fact that the incen-
tive for honesty is explicit, and thus measurable. Based on
this guarantee, informed decisions can be made about
whether this mechanism is appropriate for a given scenario.
Moreover, clear directions have been identified for future
research, in overcoming these restrictions.

Discussion and Future Work

This paper has argued that it is necessary to explicitly con-
sider security in the development of trust and reputation
systems, and has proposed a framework for doing so. This
approach is contrasted with that of current researchers in
the area of trust for multiagent systems in electronic mar-
ketplaces, which focus predominantly on developing meth-
ods for predicting untrustworthiness.

Existing methods of modeling trust and reputation are sub-
ject to vulnerabilities; the gravity of the existence of such
vulnerabilities should not be underestimated. To a rational
agent who knows that a trust/reputation model is in use, the
model constitutes part of the agent’s environment as much
as the operational rules of the market do. Just as we would
expect this agent to maximize profit within the operational
rules, we should expect he might do so with this expanded
understanding of the environment—a profit maximizing
strategy might very well involve exploiting a vulnerability.

To be considered secure, a system with potential vulner-
abilities would need to demonstrate that it is secure against
an exhaustive list of such vulnerabilities (which is difficult
to obtain). Moreover, in the process of adjusting the system
to remove vulnerabilities, the potential for introducing new
vulnerabilities exists. In contrast, proving a system to be
secure according to our framework enumerates a complete
set of assumptions to be addressed.

It can be argued that when a predictive model is being used,
if an agent is rational and knows that trustworthiness is be-
ing modeled, it will affect his decisions—he might be in-
clined to try to act honestly, to maximize future profit. In
this case, a predictive model might also be viewed as a de
facto incentive mechanism. This view makes our frame-
work especially relevant for those working on predictive
approaches.

While we argue that security is critical to the adoption of
trust and reputation systems, we do not mean to suggest that
other goals are unimportant. Indeed, improving predictive
accuracy, maximizing social welfare, etc., are all worth-
while objectives. It is our contention, however, that a com-
plimentary consideration of security needs to be included as
well.

We focused in this paper on characterizing security for the
buyer, but to be complete a system should also offer secu-
rity to sellers, and to the market operator. We present a
very brief outline of seller and market security here, to be
expanded in future work.

Seller security is more difficult to define than buyer secu-
rity. Buyers wish to receive goods as promised, and the
required protection can be specified within individual trans-
actions. By comparison, the primary goal of sellers is
profit, which can be attacked in a variety of indirect ways.
The example of ballot-stuffing [1] illustrates this point,
wherein a coalition artificially inflates the attacker’s rating
in order to steal sales from the victim. Such activity can
certainly cause damage, but this damage is more difficult to
isolate than an unfulfilled commitment, and hence safety
properties are more difficult to formulate. This is compli-
cated by the fact that a trust system cannot guarantee certain
levels of profit or revenue, since these will be affected by
quality of marketing, legitimate competitive activity, etc.
We suggest that for a system to be secure for the seller, the
dishonest activity of any attacker should not reduce the
seller’s revenue (from agents other than the attacker(s)).
Other approaches will also be considered.

To protect the market operator, or to ensure the continuing
operation of the market where no operator can be identified
(e.g., in some peer-to-peer systems), a proposed set of secu-
rity requirements might consist of the following. Dishonest
activity should not cause costs to be incurred by the ‘mar-
ket’, because violation of this property would allow attacks
to render the ‘market’ insolvent. Operation of the trust sys-
tem should be budget balanced, or profitable. Finally, dis-
honest activity by participants should not cause the market
to fail.

Our analysis revealed that Trunits is buyer secure, under
specific conditions. Future work will pursue both the re-
moval of some of these conditions through enhancements to
the system, and providing protection for other market par-
ticipants. First, since Trunits regulates only the behaviour
of sellers, it does not provide seller security; further, it de-
pends on the honesty of buyers to deliver buyer security,
rather than providing a means to ensure buyers are honest.
Trunits might incorporate protection from dishonest buyers
directly. Alternatively, it is important to note that the
model does not preclude the parallel use of another system
for this purpose. For example, a mechanism like that of
Jurca and Faltings [6] might be considered.



Trunits provides weak protection against the exit problem,
by providing an incentive for sellers to stay in the market.
This protection requires the assumption of unlimited future
transactions for sellers, however, which is unrealistic. In
our current work we are studying the treatment of trust as a
tradable commodity (i.e., allowing agents to buy and sell
trust). This notion, while counterintuitive, seems to allow
us to cope with the exit problem without sacrificing the
other beneficial properties of the model. Under this system,
selling unneeded trunits can be made more profitable than
using them to cheat, providing a strong incentive for hon-
esty whether the seller exits the market or not. This ap-
proach also provides a natural solution to the ‘start-up prob-
lem’ noted above, since agents can purchase initial quanti-
ties of trunits.

In summary, the security framework presented in this paper
offers a new direction for researchers in the area of trust
and reputation to promote confidence in their models for
real users. The Trunits model also provides a promising
direction for designing electronic marketplaces in a way
that offers guarantees of security to buyers.
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