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Abstract To date, trust and reputation systems have often been ¢wdlusing meth-
ods of their designers’ own devising. Recently, we dematestk that a number of
noteworthy trust and reputation systems could be readilgaded, revealing limita-
tions in their original evaluations. Efforts in the trustdareputation community to
develop a testbed have yielded a successful competititiopta ART. This testbed,
however, is less suited to general experimentation andiatrah of individual trust
and reputation technologies. In this paper, we present TREBE experimentation
and evaluation testbed based directly on that used in oesfigations into security
vulnerabilities in trust and reputation systems for maplaates. We demonstrate the
advantages of TREET, towards the development of more tlybrabjective evalua-
tions of trust and reputation systems.

1 Introduction

The area ofnultiagent systemsis concerned with scenarios where a number of agents
(who may be acting on behalf of different users) must intarearder to achieve their
goals; often, an agent must depend on other agents in ordehteve its objectives.

In such scenarios, trust can be an important issue—an agéfithate success may
depend on its ability to choose trustworthy agents with Widowvork. For this reason,
trust and reputation systems (TRSes} have received much attention from researchers.
Such systems seek to aid agents in selecting dependabiesyzaor in avoiding
undependable ones).

* This is a pre-publication version of this paper. The final Imaion is available at
www.springerlink.com.
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A particular focus for researchers has been on the electroarketplace sce-
nario, a well-established and important example of a nygtid system. In this set-
ting, agents act as traders, buying and selling amongst ooier. The ability to
find trustworthy partners is critical to an agent’s succesgsause an untrustworthy
agent may deliver an inferior good (or fail to deliver at atl) may not pay for goods
purchased. The nature of electronic marketplaces conedithe evaluation of trust-
worthiness: identity is difficult to establish (because reeounts can be created
easily), agents may not engage in repeated transactioathergbecause of the size
of the market and the diversity of products), and an agent haag an advantage
over another during a transaction (for example, when a bonyest pay in full before
a seller ships (or fails to ship) the good).

Along with the multitude of TRS proposals have come a siryillarge number
of methods to evaluate the proposals. It has been widespraatice for researchers
in the field to develop their own testing methods. A commonrapgh has been to
conduct simulations using a scenario of the authors’ owistteyto show the value
of their model, often achieved by pitting their new propaagdinst the authors’ im-
plementations of other existing models. There is nothimgiimentally unreasonable
about this approach, in the absence of established testihg Unfortunately, there
have been significant limitations in the evaluations tyllyaased by authors. It is not
surprising that testing scenarios used by authors ofteufatheir own work. This is
not to suggest any misdeeds on the part of these authors; ddségning a system,
it is natural to have a particular scenario in mind, and fdossqjuent tests to reflect
that scenario.

Members of the trust and reputation community have invesitgdficant effort in
developing the Agent Reputation and Trust (ART) testbedAIdrimary purpose of
ART is to serve as a competition platform, and it serves thippse well [2]. While
ART is a valuable contribution, a number of design choicekartless appropriate
for broad use in the experimental evaluation of TRSes. Weudis these issues in
Sect. 2.1.

Perhaps more important than issues of bias, the evaluatamegures typically
used obscure critical problems that have received inseffiittention to date by trust
and reputation researchers. Simulations typically makeofisgents that are simple
or naive in their dishonest activities. For example, manyuations (e.g., [3,4]) are
populated by random selections of agents that either alalagat or always behave
honestly, or by agents whose cheating is governed by simplepility distributions,
where each time step is independent of previous ones. SomHagions ignore the
possibility that cheaters might behave in a more sophistitenanner—for example,
trying to identify and exploit a specific weakness in the syst—providing little com-
fort to those who might wish to consider these proposalsdal-world use. In earlier
work [5], we identified a number of common vulnerabilitieatimight allow attack-
ers to defeat the protection offered by TRSes, and arguecriti@al importance of
security in TRSes. Recently [6], we demonstrated the pralitly of such attacks by
soundly defeating a number of noteworthy TRS proposalssé& hesults demonstrate
the need for more rigorous tests, and more objective teStsRy Bes.

This paper is an extended version of an earlier one [7]. I pla@er, we pro-
posed a testbed formulation designed to support diversablieexperimentation



with TRSes, and more thorough, objective evaluation of ssydtems. The pro-
posed formulation was based directly on the platform usesuinexperimentation
in [6], which our experience and results had shown to stypsgpport both goals.
The presentation of this proposal was intended to gaugeesttand gain feedback
from members of the community, towards development of a imgrklatform that
would meet the needs of a broad range of trust and reputats@archers. This paper
presents the product of this process, a testbed incorpgriafput from researchers as
well as our own subsequent insights. In concert with thisepagn initial release of
the TREET software, written in Java, will be made availableuse by researchers.
This paper notes important aspects of the TREET implemientatvhile this plat-
form represents a working, useful testbed, we do not seeifiaal product. Instead,
it is meant as a first iteration, a foundation for ongoing dgmment and refinement
within the community.

The TREET platform has a number of important advantagesmgakivell suited
for its intended purposes, including:

— It models a general marketplace scenario, allowing systerbs tested under re-
alistic conditions. This includes reasonably large maolasie populations, turnover
in the agent population, a large number of products/prites,

— It is modular, allowing new TRSes, buying and selling ageimstrumentation,
etc., to be added easily.

— It can support a wide range of trust/reputation approacfersekample, both
centralized and decentralized models). It does not impoggarticular view of
trust on agents, nor does it impose a particular protocalst tepresentation on
agents.

— It allows collusion to be incorporated into agent behaviour

— It allows individual marketplace ‘components’ to be testedsolation. For ex-
ample, it allows the protection a TRS provides buyers fromatimg sellers to
be evaluated, without being obscured by other potentialglavant issues (for
example, whether or not sellers are dishonest with one anotin contrast, the
success of an agent in ART requires competence in a numbbilities.

— Given the standardized platform, as new agents/TRSes aetoged, they can
be evaluated against all existing implementations; at #meestime, new imple-
mentations constitute new tests for all of the existingeayst. In this way, a con-
tinually improving battery of rigorous tests can be develbpvhich can be used
by researchers to evaluate their work. (The ‘smart’ chgadigents used in [6],
for example, constitute an initial set of tests that haverg@novery difficult for
existing proposals.)

— Standardization also allows for objective benchmarkiregmatting meaningful
comparison between systems. Moreover, the availabilitgamfiponents allows
for results to be reproduced by other investigators.

We believe TREET to be a valuable tool in its own right; momowe believe
it to be an important step towards more thorough, objectieduation of trust and
reputation systems.



2 Related Work

The majority of TRS proposals applicable to marketplacee lh@en evaluated using
methods of their authors’ own devising. (Subsequentlgelsystems might appear as
comparison data points in later proposals’ own self-delissts.) Methods used have
included mathematical analysis of properties (e.g., [5a8H simulation (e.g., [3,4,
9]). Both of these approaches are reasonable. The evalsgigrformed, however,
have proven to be problematic. Because each evaluatioffiesatit, results presented
by different authors are not comparable. The evaluatioesgnted are often quite
brief, leading one to question whether the results thortyugiveal the performance
of the systems in question. Indeed, our investigationsdé¢aled numerous ways in
which the systems cited above can be defeated—issues theneerevealed in the
authors’ own analyses. These issues highlight the needdog thorough, objective
testing of TRSes, ideally using tools that allow comparigod reproducibility of test
results.

2.1 The ART Testbed

A standardized, common testing platform can potentiallgirags the issues noted
above. The Agent Reputation and Trust (ART) Testbed [1] ésahly well-known
trust and reputation testbed of which we are aware. ART has ixell supported by
the community, and has been used as a competition testbedusmiaer of confer-
ences.

In ART, agents are art experts, each with varying levels pketse in different
eras. Agents are periodically asked to appraise pieces bjatients. The accuracy
of the appraisals given to clients determines how much lessieach agent will re-
ceive in the future, according to a fixed mechanism used byes$tbed. The agent
can choose how much to invest in generating its appraisatatgr investment yields
greater accuracy. If an agent is asked to evaluate a piemesfineera about which he is
not knowledgeable, he can seek appraisals from other ageyests can also share
information with one another about the reliability of otlagents’ appraisals.

ART is very well-designed for its primary purpose: evalogtagents (who use
a number of abilities) in a competitive manner, using a sreadlial trust scenario.
ART has a number of desirable properties for a testbed. #roff well-specified,
standardized testing scenario and set of rules. It allowsagents to be easily im-
plemented and plugged into the system; agents can then Bdysehers for future
experimentation. It provides objective metrics for conigam between systems. That
said, ART has a number of features that make it less suitegefoeral-purpose trust
and reputation experimentation. Other authors (e.g.1[1) have noted obstacles to
using ART for evaluating their own work.

Under ART, the distinction between buying and selling agé&ntinclear, making
some forms of experimentation problematic. The ultimatecpasers of appraisals
(the ‘clients’) are buyers, and as such, agents serve assédr these transactions.
Note, however, that clients’ method of choosing apprai§eased on past perfor-
mance) is fixed by the ART specification, precluding experitagon with buyer-



side modelling of sellers for these transactions; simjlarlobviates investigation of
sellers modelling potentially unreliable buyers. In casty as agents buy and sell
appraisals with one another, each agent acts as both buglesediar. Success un-
der these circumstances requires skill in several aregexrdiming when to make do
with your own knowledge, and when to seek help; determinimg much to invest
in appraisals; determining whom to trust when seeking apaiss and determining
whether or not to be honest when another agent asks you fpr Wéilile this is a
demanding test, and one appropriate for a competitiongdstbcan also obscure the
role of each individual skill in an agent’s performance.Smakes it difficult to iso-
late individual marketplace components for evaluatiorr.é&s@mple, if a researcher
wishes to evaluate the performance of a system intendedaw akllers to model
untrustworthy buyers, it may not be useful to have the restitiuded by the same
agent’s performance in the unrelated task of deciding wadraithnot to make honest
sales to other agents.

In its role as a competition testbed, ART requires a verydefined scenario.
Unfortunately, this requirement seems to limit the flexipibf the system for ex-
perimentation. A number of design choices constrain thgeaf investigations that
can be performed using ART. For example, the ART architecallows decentral-
ized and direct experience models, but precludes testingmialized models, be-
cause the method of sharing information amongst agentsdfigal by the testbed. It
also prevents experimentation with models that regulatengine marketplace (e.g.,
mechanism-design based approaches). Features of thexdwas®rio prevent inves-
tigation of important issues. For example, each appra@saélixed price under ART,
preventing exploration of vulnerabilities such as Valudbétance (where a seller
builds reputation by honestly executing small-value salesn uses the reputation
gained to cheat on larger ones [5]). The quality of an agapysaisal is reflected in
clients’ decisions in the next timestep, preventing exation of vulnerabilities such
as Reputation Lag (where a seller can cheat a large numbell@fssfor a period of
time before his reputation is updated to warn other potevitims [5]).

ART provides a heterogeneous environment where agents stautation infor-
mation with agents using other trust and reputation modelgermit communica-
tion between agents with different internal models, thenfar of communication is
determined by the ART specification. This imposes a specifst tepresentation for
communication between agents (if not for agents’ intersal) uthe imposed format
may not map well to the TRS'’s native representation, paaéintilisadvantaging the
TRS.

Seeking to clarify why ART is not well-suited for some fornfeaperimentation,
we have focused on a number of its limitations for those psepoAfter so doing,
we wish to reiterate that ART is an excellent tool for its mded purpose: providing
a competition testbed for decentralized social trust apdtegion models.

In contrast to the competition focus of ART, TREET is desijspecifically to
support general-purpose experimentation and evaluatizosi and reputation tech-
nologies. TREET's design is based directly on the platfosadiin our study of the
security of TRS proposals [6]; pertinent aspects of thislgtare discussed later in
the paper.



3 Testbed

We sought to formulate a testbed that would support flexigjgeementation and
meaningful evaluation of trust and reputation technolsgi@omplete marketplaces
may have many TRS components, from a range of possibiliéigents who have
individual (and heterogeneous) internal models of othengs] trustworthiness, net-
works of agents that share reputation information, ceiatdlrepositories of repu-
tation data, market-wide mechanisms that regulate tradetgeen agents, etc. A
potential adopter of a TRS may have to choose between nauftiglposals, despite
the fact that the proposals use very different methodsnatht. An adopter may have
to assemble multiple TRS technologies to meet the needefdbmplete working
system, and may need to understand how well these compomeritdogether. For
these (and other) reasons, a testbed will ideally suppper@xentation with a wide
variety of such components. Thus, we set out to design aitactire that was quite
flexible.

Atthe same time, too general a testbed formulation migbttadésdifficult to apply
in practical terms. At best, it may be of little benefit to tlesearcher, leaving much
work to be done simply in preparing the testing platform. ¥égra formulation that
is too general can make evaluation of TRSes and comparis@asolts problematic:
different researchers are likely to use very differentansations of the testbed sce-
nario, raising many of the same issues as the author-deestag that has occurred
to date. For this reason, we have specified a well-definechsicetinat we believe is
useful for a wide range of experimentation. We believe thistis an appropriate and
useful balance between flexibility and standardizafion.

3.1 Nature of Tests

For a competition testbed, it is sufficient to supply theitgsplatform itself; com-
petitors supply the agents, which seek to defeat one andtheontrast, a testbed
intended for evaluation and benchmarking requires meé#ulingsts for candidates
to perform. In some fields (for example, computer componenthmarking), a typ-
ical approach would be to develop a set of standardized tagksrform, with well-
defined metrics used for comparison. Ideally, the tasks dvbel representative of
real-world demands. For TRSes, however, it is difficult teision representative
‘tasks’ that do not involve actual interaction with otheeats. The most illuminating
tests are likely to be those conducted in a realistic scenanieracting with other
agents. Thus, in our formulation, tests consist of two conembs (in addition to the
TRS technology being evaluated): a well-defined markeg$aenario, and a popu-
lation of agents with which the candidate TRS must cope.

This formulation provides a great deal of flexibility, as e the ability to test
specific components under controlled circumstances. Fmple, to test TRSes that
attempt to allow buyers to cope with cheating sellers, awestld consist of a set
of market parameters, and a population of sellers with §ipedieating behaviours.
These components are experimental controls; each TRS whricbe tested against

2 Feedback from researchers seems to indicate agreemerthigithiew.



the same scenario, allowing comparison of the results s(iMais the approach used
in our study [6].) In comparison, to test TRSes that alloviesslto cope with untrust-
worthy buyers, a test would include a set of buying agents.

Beyond the benefits noted above, this approach has a numédvaritages. First,
as agents are developed (both TRS technologies, and Jt¢bty can be made avail-
able to other researchers. This allows the test suite to,gnoveasing in thoroughness
and rigor, as understanding of TRSes increases. (Our séteatiog agents consti-
tutes an initial set of tests, as outlined in a later sectiBacond, the standardization
of the platform and the availability of agents allows restidt be reproduced by other
researchers. In fact, the terms-of-use of the platform esggthed to ensure the latter,
and foster the former; for details, see Section 4.

3.2 Scenario

We sought to develop a testbed that employs a reasonablyayecenario, one in
which a variety of roles and strategies can be evaluatedteSts to be meaningful,
the platform should model as realistic a scenario as pwlhtipossible. In the fol-
lowing, the parenthesized values are default settingeseptative of a reasonable
scenario. (These values were used in our own experiment@jg A test specifica-
tion would include a set of parameter values; the values eaadjusted as desired
for experimentation.

We model an ‘advertised-price’ marketplace: sellers affevds for sale, and buy-
ers choose whether or not to make purchases, and from whoned\det of products
(1000) is available for sale. Because we wish to study trristarily, and not other
price-/cost-based forms of competition, there is an eistaddl market price for each
good: every seller charges that same price for a given godgpital marketplace
will have more inexpensive items for sale than expensivesome reflect this, the
price of each good is randomly determined using the rightdfed Gaussian distri-
bution (i.e., the median occurs at $0, and probability desee as price increases).

A seller incurs cost in producing or acquiring each good Hesells. This is a
primary motivation for cheating—to avoid incurring thisstpand thereby increase
profit. Again, to keep focus on issues of trust and reputatiather than profit mar-
gins, all sellers incur the same cost to produce each prg@ges of selling pricef
Similarly, a buyer who wishes to avoid being cheated can lsimgfuse to make
any purchases. Doing so, however, means that she is doihgwviproducts that she
needs, incurring a loss of sorts. Thus, each product hasity uéilue (110% of sell-
ing price) that a buyer realizes if a needed product is aedusuccessfully, which
provides motivation to make purchages.is assumed that all participants have ac-
cess to the cost and utility values for each good. Theserfastgport investigation

3 TREET also allows a commission to be charged for each salebi@#efault). The commission is
charged based on the sale price, regardless of whetherlkeckmoses to fulfill the sale honestly or not.
This feature allows investigation into issues such as inmggldallot-stuffing by making it costly to engage
in fabricated transactions, because each such transagtloncur a commission.

4 While these parameters are configurable, cost should tm\stiss than selling price, and utility
should be strictly greater than selling price, or the madiivato engage in sales is not present.



of a variety of aspects of trust and reputation; for exarmupdeh buyers’ modelling of
sellers, and sellers’ modelling of buyers can be examined.

Each seller is assigned a random number of products thas sti¥d to produce,
selected from a uniform distribution (maximum of 10). To eeflthe greater avail-
ability of less expensive products, the products are agaidamly assigned using
the right half of a Gaussian distribution (i.e., the mediaows at the least expensive
product, with declining probability as price increases).

A simulation run can be populated by an assortment of agastdesired by the
researcher, or as defined in a test specification.

Marketplaces are usually dynamic—traders join and leagalegly. This is im-
portant for TRSes, because new agents are unknown (and bawnewledge of other
agents), and departing agents result in obsolete knowldelgreefficiency, agents
join/exit the market at specific intervals (100 days). Aiaich such interval, each
agent departs the marketplace with a fixed probability (0.0Bat said, it may be un-
desirable for the performance of TRSes to be clouded by @singnarket size (e.g.,
profits increasing because the number of buyers increddass) for every departing
agent, one agent of the same type joins, keeping the paticqgount constant.

3.3 Architecture

TREET is designed to be quite versatile for experimentatiathin the constraints of
the defined scenario. The architecture is depicted in Fitn this diagram, BA and
SA refer to Buying Account and Selling Account respectivBli and SE refer to
Buying Entity and Selling Entity respectively. All compants labelled in italic text
are components that are intended to be provided/modified\mstigators making
use of the testbed. The grey box denotes those component@r¢éhabservable by
marketplace participants, although this does not implyete visibility. For exam-
ple, seller accounts may be visible to buyer accounts, limitites not imply that all
seller account data is visible. Such limitations are désctin more detail below.

Each complete run of the testbed is represented &ynalationRun, into which
the necessary arguments and objects are passed. A SimB®atias responsible for
setup and configuration of a run—creation of the productistialization of com-
ponents, etc.—and initiating the Simulation Controllersét of numerous tests can
be executed by creating multiple instances of SimulationRu

A Smulation Controller is responsible for actual execution of a simulation run.
The controller triggers each of the day’s events in turnnaiigng the appropriate
parties when they are required to take action. For exantpde;antroller cues sellers
to make product offers at the appropriate times, cues bugeedect products/sellers
when offers have been posted, etc.

The scenario makes use of a single centralized marketpdacetéble example
of which would be eBay), represented byarketplace object. All offers, accep-
tances, and payments are made through the Marketplacec&lbLats reside in the
Marketplace, and requests to open accounts are processadflthit.

One important aspect of TREET is the role of TRSes and agéotse TRSes are
implemented entirely centrally, some entirely within thgeats; many fall between
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Fig. 1 The TREET Architecture.

these two extremes. The use of both agents (representedcbyrds and entities,
as described below), and TRS objects, facilitates a widgeaf approaches. ARS
object implements those components of a TRS that are sharadltiple agents. For
example, in a model that makes use of a centralized repgsitoeputation informa-
tion, the TRS object would provide that service. TRS objactsuseful even in fully
decentralized systems, if only to coordinate trust-relaietions. For example, when
a buyer requests reviews from other buyers, this requedt @@uprocessed through
the TRS object, whose role is simply to co-ordinate such camioation.

Some important points should be made regarding TRSes, &#rsiepicted in the
diagram, multiple TRSes may be in use simultaneously, famg{e, by a heteroge-
neous population of agents. Second, in order to implemeydtams for experimenta-
tion, matching TRS objects and entities typically must beettlgped. The role of each
component, and the nature of interaction between TRS aiitgl,émtlependent on the
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characteristics of the TRS in use. For example, in a congldexentralized model,
entities may do all reputation tracking and computatiorthis case, the TRS might
simply serve as the communication channel between agehthefother extreme,
with a completely centralized model, the TRS may performreiutation-related
functions, while entities simply make use of the servicewjated. This model seems
to provide a great deal of flexibility, without undue complion. Third, in some cases
(e.g., amarket-wide mechanism), a TRS is tightly integr&ito the operation of the
marketplace itself. For example, Basic Trunits [5] corgnohat offers may be made
by sellers. TREET allows for a singféontrollingTRS to be installed in the market-
place. When a ControllingTRS is present, it can control Wiuffers are permitted to
be posted by sellers, modify those offers, control whethameer will be permitted
to make a certain purchase, etc. In the absence of a CongyolS, the marketplace
executes all offers/purchases/etc. without interfereRicelly, note that both buyers
and sellers can make use of TRSes. This allows for experatientand evaluation
of, for example, TRSes that help sellers to select buyetsnliaprovide honest or
favourable reviews.

Note that no particular trust representation, or commuitingprotocol is en-
forced between agents. In fact, it is up to the designer offR8 component, along
with the associated agents, to determine exactly how (acafhmunication takes
place between agents. This provides support for a wide rahgpproaches to trust.
Note, too, that communication between heterogeneoussgentbe supported. Cer-
tainly, mapping from one agent’s trust representation tmtfzer's may be necessary,
but the method for doing so is up to the designer of the TRS compt used for
communication. (This, in turn, also allows experimentatigth different means of
allowing heterogeneous agents to interact.)

Another important feature of TREET is the separation of tyenhroles into two
components: accounts and entiti@gcounts represent actual user accounts within
the marketplace; these are the identities that are obderbgtother parties in the
market.Entities, however, represent the actual agents performing actignssing
the accounts. Entities are not observable by marketplatiipants, reflecting the
fact that identity is difficult to establish, particularly large electronic marketplaces.
This distinction is important for a number of reasons. ibal entities to interact with
the marketplace (via accounts) without revealing theie tdentities to other market-
place participants, important in modelling many real-@atenarios. It allows the
re-entry phenomenon to be incorporated into experimenrteigagents can simply
open new user accounts to shed a disreputable identitfjotsafor a single agent
to control multiple user accounts (as they may in real-wsddnarios), as used in
attacks demonstrated in our study [6]. It also allows foestigation of collusion. In
the case of perfectly loyal and coordinated collusion, glsientity can represent the
entire coalition; in the case of less perfect coalitionsifies can be implemented that
communicate with one another outside the observable npaost

Buying and selling accounts are shown as distinct in ouritaciure diagram, as
are buying and selling entities. TREET supports this sségtaration, which is useful
for some forms of experimentation. (For example, one mighhwo charge different
amounts for opening buying and selling accounts.) In ther@st of flexibility, how-
ever, TREET also allows a single account to be used for botmguwand selling, and
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a single entity to act as both buying and selling entity. Vlbebr not these dual roles
are permitted may be configured at runtime. This flexibilitpwas, for example, the
study of forms of collusion such as ballot stuffing, by petimd entities to play the
role of both buyer and seller.

For different components of the testbed to communicate with another, cer-
tain aspects of communication must be standardized. In TIRE&nmunication for
actual market transactions (i.e., actual purchases) inatkfiy the specification: the
syntax and semantics of product offers, offer acceptaratesThese are items that
are likely to be standardized in a real marketplace sitnatiote, however, that the
characteristics of communications between TRS comporfergs exchange of rep-
utation information between agents) are not imposed by pleeification, instead
left to be determined by those implementing TRS/agentsHerdystem. This en-
sures maximum flexibility and fair treatment of different$Rpproaches. Using this
architecture, we evaluated five noteworthy TRSes [3-5, §19se models use a va-
riety of approaches, including direct experience, witnefggmation, and centralized
mechanisms; for each model, agents were able to represttnbarmunicate trust in
the native form as described by the authors, without conffagrto a specification
imposed by the testbed. This demonstrates the versatilityeglatform.

To support flexibility of experimentation and evaluatioRHET must support
flexibility of measurement, as researchers investigatede wange of issues. This
support is provided binstrumentation modules. Each instrumentation object is pro-
vided with the identity and group-membership of every gntite ownership of every
account, and the details of every sale completed. With thiig,dnstrumentation ob-
jects can provide arbitrary output and metrics, from dethilirn-by-turn or sale-by-
sale information, to heavily summarized aggregate dataefaudt Instrumentation
class that accumulates sales/profit/cheating statistestone, by agent group, was
used in our experiments, and is provided with TREET. (A cHlatrating the data
accumulated by this module is provided in Section 3.6.) Reteers are also free to
develop their own. Multiple Instrumentation objects mayibese during a simula-
tion. Instrumentation modules also serve an importantiroest suites, determining
whether a test has been passed or failed.

Several other details are worth noting:

— Buyers do not know of selling accounts until that seller nsaée offer. Sellers
do not know of the existence of a buying account until it makesdf known by
accepting an offer.

— At the time of making an offer, sellers do not know or contrdiether an offer
will be accepted, or by whom.

— A seller can onlyprovide products that she is able to produce. A seller is able to
advertise andsell (dishonestly) any product, however.

— It is possible for an agent to connect to multiple TRS objettss allows ex-
perimentation with situations where, for example, an ageight make use of
shared reputation information with trusted neighboursyels as accessing data
in a centralized repository (i.e., a different TRS).

— Entities can create new accounts at will. TREET providesathiéity to charge
a fee for each account opened; the fee is determined by thedlogTRS, if
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one is in use. Entities can query to determine the fee, befec&ling whether to
create an account.

— A ControllingTRS has the ability to close accounts, remethem unusable by
their owners.

— Entities are not resource-constrained—they have unldniieney available. In-
stead, we track each entity’s net financial position, the etiall monetary gains
and losses, so we can determine how effective the entitgtesty has been.

3.4 Simulation Execution

Each round represents one day. Each round consists of thwifod steps (co-ordinated
by the System Controller):

1. All participants are notified that a new round is beginnigthat they may do
any needed processing/initialization. Such initialiaatmight include reseting
internal data structures, opening new accounts, etc.

2. After entering into a sale, a buyer will not know whethernmt he has been
cheated until after some number of days has passed, refiguticessing, ship-
ping, etc; we refer to the rendering of feedback afterldgg14 days) as theom-
pletion of the sale. At the beginning of each day, each buyer is ndtifieether
each completing sale was executed honestly or not, reginegédelivery’ of the
item > The buyer’s net utility is updated to reflect the result: ttity is equal to
the full utility for the product times the degree of fulfillme (Note that a buyer
only earns utility for a product that meets an assigned nesg $tep 6); if it buys
an unneeded product, it receives zero utility.)

3. After learning about the outcome of each completing &atisn, the buyer de-
termines its satisfaction with the transaction. Each bingexthe opportunity to
submit feedback to all TRSes to which it belongs (applicabl¢hose TRSes
that require agents to report results, rather than thosdichaagents respond to
queries). It is also prompted to submit feedback to the @IimgTRS (if one is
inuse.)

4. Each sellers is prompted to submit feedback to all TRSesich it belongs, and
to the ControllingTRS, as above.

5. Each market participant, including each TRS in use, isnpted to process all
feedback that it has received in this round.

6. Each buyer’s needs are determined for the day. Each laigerdomly assigned a
set of products (up to 5) that it needs to purchase that dayn afpese are selected
using the right half of a Gaussian distribution, so there gsemter likelihood of
needing lower-priced items.

7. Each seller is prompted to make offers, submitting thethéomarketplace. No
limits are placed on sellers’ capacity or inventory; onlyeaffer per product is
allowed for a given account. If a ControllingTRS in use, itymeject offers in the

5 The degree of fulfillment is represented by a value in the egfg1], with 1 representing complete
fulfillment, and 0 representing complete lack of fulfillmeaig., not shipping the good at all. In our experi-
ments, sellers selected between these two extremes, batchsrs are free to implement other behaviours.
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set submitted by a seller. After submitting its offers, tleles is returned a list
of the offers that were accepted for posting by the markegs@ontrollingTRS.
If it wishes to, it can then modify its offers and post a new, seplacing the
previous set. This cycle can be repeated as many times asdaetil the seller
is satisfied.

8. Buyers select the products they wish to purchase, fronctwbellers, by con-
sulting the posted offers. Buyers are free to consult thBis&s in so doing. For
each purchase they decide to make, an offer acceptance muoigated to the
corresponding seller account, via the marketplace. Thepdance of an offer can
be rejected by the ControllingTRS. A seller can also refasmake the sale to
the buyer (e.qg., if the buyer has a bad reputation for giviogrweviews); it can
consult its TRSes in making this decision. The buyer is reatiff the purchase
was successful; if not, it can try again. This cycle can beaggd as many times
as needed, until the buyer is satisfied.

9. For each sale that the seller agrees to make, it decidehertar not to fulfill it
honestly or dishonestly. The cost to the seller for prowgdime good is equal to
the full cost of the product times the degree of fulfillmerg (Bescribed above).
Acceptances are communicated to the marketplace, whietafds each to the
corresponding buyer account.

10. Payment is transferred from the buyer account to thersadicount, for each sale.

11. Each sale’s status (honest or dishonest) is commudibgtthe seller to the mar-
ketplace for storage. This value is not observable by angratrarketplace par-
ticipant, until the buyer is notified during Step 1 of a lateund.

12. All participants are notified that the round is endingtlsat they may do any
needed processing/cleanup.

3.5 Implementation

TREET is implemented in Java 6. Release versions of theophativill be available
from the authors’ web site. In this section, we detail seleoteworthy implementa-
tion issues.

The testbed software consists of three main packgdagorm, containing the
core classes required to run the testhatkrfaces, specifying the requirements for
developersto create TREET components, naglided, a set of pre-built components
that may be used in TREET (either directly, or as the basisxtension). The major-
ity of the classes in the platform package are marked ‘fitladly must not be altered,
for the results to be comparable to others generated usifitETR(Researchers are
free to modify these classes for their own purposes, howpleaise see Section 4 for
details.)

3.5.1 Entities

The TREET design contains buying and selling entities; evttilere are tasks that
might apply to both types of entities (e.g., beginning ofrdinitialization), there are
tasks that are specific to one type or another (e.g., makiiegsdor selling entities,
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accepting offers for buying entities). TREET also allows émtities that are both
buyers and sellers, however, meaning that a single entitymead to perform the
tasks of both roles. Unfortunately, limitations of Javapgdally the lack of support
for multiple inheritance) make a clean implementation @ 8ituation challenging.
In TREET, this has been addressed by using a single entiyg that can perform all
of the tasks for both the buying and selling roles. The emiigs can be configured,
however, to act as buyer-only, seller-only, or both-buged-seller; tasks and signals
that are not appropriate for the configured role are disaliled same approach has
been used to support accounts that may be used for buyitiggselr both.

Entities are implementations of agents, developed by relsess as desired for
experimentation. As such, entities are responsible focutigg the tactics/strategies
desired by their creators. In addition, however, TREETt&stihave a number of
administrative roles to perform: they respond to signdisytstore operational in-
formation, they communicate with other marketplace coneptsusing pre-defined
protocols, etc. We sought to provide the administrativeefiomality common to all
entities, so that researchers could focus on behaviowaéss Further, we sought
to ensure that critical operational information (e.g., éiméity’s ID and group mem-
bership, used for tracking statistics) isn’t modified byitgrimplementations, inad-
vertently or otherwise. Given peculiarities of Java’s intamce mechanism, to meet
these goals entities had to be decomposed into two partsEmtityBase class is a
provided, final class that implements the administrativeefionality. To create a new
type of entity, the designer implements the Entitylnteénfdce, which encapsulates
all of the ‘intelligent’ aspects of the entity. Every Enfityel object is paired with an
EntityBase when it is created in TREET; all interactionsanesn the EntityIntel and
the marketplace take place through the EntityBase (whiclyin, connects to the
marketplace using one or more Accounts).

Each variety of EntityIntel is likely to have its own configtion requirements;
a designer must provide a PopulationFactory class thatisgpmnfigured instances
of the EntityIntel (along with any TRSes with which the Ewtittel is designed to
operate), freeing other marketplace components frommigalith configuration is-
sues.

3.5.2 TRSes

As noted earlier, TRS design varies widely. For this rea3®EET imposes very

few requirements on TRS structure or operation. The TRSfate provides meth-

ods to receive timing signals, and to receive informatiamfthe marketplace about
completing transactions. Beyond this, the TRS interfageifies only methods for

communication between agents and the TRS. Note that (Usengetrvices provided
by TREET) entities do not communicate with TRSes directgtéad, entities use
their Accounts to join and communicate with TRSes. This siétppreserve the se-
crecy of each entity’s identity, and allows, for exampleirgke entity to use multiple

Accounts while participating in multiple TRSés.

6 Note that there is nothing preventing Entitylntels from coumicating directly with one another,
or with a TRS, if the designer wishes to implement such fametity. Doing so, however, may allow
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Because the communication takes place via Accounts, dieedemethods must
exist in the Account class, and in the TRS interface, to apassing of messages. It
is an explicit goal of TREET, however, not to impose any [paittir representation or
form of communication on TRSes. This is accomplished byifeathe message for-
mats completely unspecified. For example, to request awedia particular seller
from a TRS, a buyer sends a Request object to the TRS. Reguantinterface
containing no methods; the TRS designer can implementd tohvey whatever in-
formation desired. Thus, the communication methods pexvate essentially mech-
anisms for passing arbitrary messages.

3.5.3 Running Tests

TREET provides three means for launching tests.

The first, most flexible means, is to create an instance of BimwaRun from
within your own Java program. This allows you to create amfigare the desired
objects before passing them into the run. It also allows paun a series of tests, by
creating multiple SimulationRuns.

The second means is via a launcher that accepts text-filel wasdiguration.
This allows you to launch a single run, configuring simulai@rameters and market
components via the configuration file.

The third means is provided by a test suite. Such a suite stsrafia set of tests for
a TRS/entity implementation. To execute the test, the tét# auncher is executed,
passing in the PopulationFactory that produces the TRiS/dnstances. The test
suite then executes the tests, and outputs the results.

3.6 Initial Test Set

Much of the value to be gained from an evaluation testbed asdhis is the value
of the tests: their difficulty, their breadth, and their regentativeness of the sorts
of issues TRSes might face in a real environment. As an irséaof tests, we pro-
vide the set of agents used in our earlier investigationsTbgse agents employ a
number of different tactics (consisting only of honestidisest transactions that can
be executed within the marketplace) based in part on thelgmrabdescribed in [5].
These agents were designed to test the robustness of TRBasé#mpt to cope with
dishonest sellers; as such, each agent described belowlieia $hey seek to cheat
profitably, despite the use of the TRS in question. This tefsissfar more extensive
and difficult than any we have seen used for evaluation of BR&elate. (We also
provide our implementations of the TRSes and buying estitied in this study.)

The test setincludes the standard, randomly cheatingsigenloyed in so many
evaluations. Beyond this, it includes the following agents

— The Proliferation agent, who seeks to win an abnormally large portion of sales
by offering products through many user accounts simultaskgocrowding com-
petitors out of the market.

participants to gain information about the true identityottier participating Entitylntels, which may be
inappropriate for some types of investigation.
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— The Reputation Lag agent depends on the delay that exists in many market-
places between the time he is paid by the buyer, and the tiaténit reputation
is updated to reflect the outcome of the transaction. Thistaggeks to build a
positive reputation, then use this reputation to cheat asyrhayers as possible
in the brief period before his reputation is updated to watreobuyers of the
change in behaviour.

— TheRe-entry agent who creates a new account, attempts to use the non-diat#put
status of this new account to cheat as many buyers as pqgbiateabandons the
account and creates a new one, to begin the cycle anew.

— TheValue Imbalance agent who seeks to gain good reputation through honest
small-value sales, then use that reputation to cheat boydesge-value sales.

— TheMulti-tactic agent, who knows how to use all of the tactics described above,
and attempts to profitably wield the entire portfolio. Thigeat is especially in-
tended to undermine the notion of ‘security by obscuritggtta TRS might be
safe from such tactics if the would-be cheater doesn’t knbwelwTRS is in use
(and hence its specific vulnerabilities).

As demonstrated in [6], this set of attacks was quite detiagtéo the set of
TRSes evaluated—all of the TRSes were defeated by numettaecks and none
withstood the Multi-tactic agent.

In actual implementation, we found it useful to decomposeemtities into two
parts: the actual entity itself, and tactic modules. Eacticanodule contains a partic-
ular behaviour, for example, the method for launching aipalgr attack. An entity,
then, makes use of one or more tactics to execute its traditigta This design
allows tactics to be re-used. More importantly, it factésithe design of agents that
employ multiple tactics. As noted above, our multi-tactieats provide an extremely
difficult (but realistic and practical) test for TRSes.

Figure 2 depicts one run from our study [6], pitting the Bagignits TRS against
the Multi-tactic agents. This figure illustrates some of da¢a generated by the de-
fault Instrumentation module. In this chart, ‘smart’ ageate those employing the
multi-tactic approach. Honest sellers, and sellers whatrendomly are included
for comparison. The dashed lines represent the revenue $edes for the day in
guestion (smoothed for presentation), while the soliddirepresent profit (i.e., rev-
enue less the cost incurred to furnish the goods). Thereagq@al number of agents
in each group. Note that the multi-tactic agents are far mpooétable than the other
groups—cheating is by far the most profitable policy, megtiat the TRS has failed
this test.

Table 1 shows the results obtained by the multi-tactic ageainst all of the
TRSes tested in our study. The first column in each table septe the average sales
(in dollars) per multi-tactic cheating agent, relative tode of an honest seller. The
second column reflects the profit realized by a cheating agelative to an honest
one. (Sales are generally more profitable for cheating agéetause they do not
incur the cost of honestly furnishing the good.) Resultagmethan 100% mean that
the average multi-tactic agent makes more money than arshagent. For example,
a value of 124% would mean that cheating agents earned 24% than honest
agents per capita. Here, the cheating agents make far moreyrtttan honest ones—
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Fig. 2 Basic Trunits, vs. Multi-tactic cheating sellers.

TRS Cheater sales | Cheater profit
(% of honest) | (% of honest)
Tran & Cohen [9] 1775.3% 6765.1%
Beta [8] 107.1% 288.3%
TRAVOS [3] 274.6% 613.0%
Yu & Singh [4] 274.9% 723.4%
Basic Trunits [5] 181.8% 577.7%

Table 1 Sales/profit for sellers using multiple attacks.

quite troubling, because this means that a profit-maxirgiaigent should choose to
cheat rather than be honest. All of the TRSes have failecettie t

This set of tests is certainly not exhaustive. Further, Iy ¢@sts TRSes against
dishonest sellers, rather than dishonest buyers, ageattfiglto one another about
their opinions of other agents, etc. Nonetheless, it ctutst a substantial initial test
suite for this important aspect of TRS operation.

4 Use and License
TREET is meant to provide an experimentation platform feeegchers. Thus, TREET

will be released as open source software, so that researchrefreely use and mod-
ify it for their own purposes. A key goal for TREET, howevertd provide objective,
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reproducible, and increasingly thorough evaluation of @RJo that end, there will
be some requirements for publishing of results, enforcethbysoftware license, to
support the vision for TREET and its value to the trust anditaon community.

In order for authors to state that their results were ‘Geeerasing TREET ver-
sion X’ or ‘Generated using TREET Testsuite version Y’, agrtconditions must
be met. First, the researchers must not have modified anyeobttiginal TREET
software; only additions can be made. No classes may be dddbd TREET Java
packages. In addition, the authors must explicitly state dbnfiguration used (in
particular, all parameters that differ from the defaultuesd must be noted). These
restrictions are meant to allow comparison of results froma publication to another,
and to allow readers to have faith in claims. Further, whenlte generated using a
test suite are published, the statement must be includedsii®y these tests does not
imply that the system is completely secure, but only thaa# passed existing tests.”
This is to provide context to readers not familiar with thetbed, or with the issue of
security of TRSes.

In addition, any code used to generate published results lbeusiade publicly
available on a web site. The authors must reference theidocat this code in the
publication/presentation, so that others can examine thethods and reproduce
their results. Alongside this code, a link to the officialsien of the TREET software
must be provided. The authors must also grant the right ctdde to be modified
and incorporated in future releases of TREET, under the TREfEnse; this will
allow the test suite to grow in scope and rigour.

If a researcher wishes to modify TREET for her own purpodesisfree to do so,
and can publish or present the results, but under three thomgli First, the results in
the publications/presentation must be clearly accomplanyethe statement, “These
results were generated using a modified version of the TRE&ESion X testbed.
As such, they are not comparable to other results generated TREET.” Second,
the researchers must make the modified version used, assagilyaadditional code
used to generate the results, available as described dkioadly, all of the original
TREET license terms must hold on the newly released versieris(common for
open source software).

While we are reluctant to impose any restrictions on use, al@\e that the
value of TREET to the community would be undermined withdeint. Note that the
description of terms in this section is only a summary; thimited and official terms
of use will be available with the software.

5 Discussion

As noted earlier, TREET models a centralized marketplaeaa@o. We are careful
to note the distinction between decentralinsatketplaces, and decentralize@RSes.
TREET provides no impediments to the use of decentralize8éBRwhich can be
readily implemented. We note, as well, that while the Maplaate is centralized,
there is little about the architecture that prevents expenitation with decentralized
marketplaces (e.g., a peer-to-peer network where agdhtsrsetly to one another).
In this perspective, the ‘marketplace’ is an abstract mytiepresenting the means
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by which offers are accepted, payments are made, etc. nwtieidecentralized sys-
tem. In this scenario, no centralized TRS would be used. {fbgean account, in this
case, represents the act of an agent creating a new idehgétynarketplace does not
limit the creation of accounts, nor communicate their exise to other agents until
they reveal themselves by offering/buying products. Themotable violation of the
decentralized marketplace perspective is that of offeetbement. Under TREET,
each offer that a seller makes is posted centrally, for alebsito see; this is analo-
gous to all offers being broadcast throughout a decengdBystem. If this limitation
is acceptable, then TREET may be suitable for experimemtatith decentralized
marketplaces.

TREET was inspired by the desire to study the security ot tansl reputation
systems. It provides (at minimum) a platform for researsttertry to defeat exist-
ing trust and reputation technologies. We must be carefdigtinguish, however,
between defeating a TRS, and defeating TREET itself. WhiREET attempts to
provide checks against some forms of ‘inappropriate’ usegkample, ‘forging’ an
offer by another entity), it is easy to envision ways in whigte might bypass these
protections. For example, one might create a TRS that ieddg steal identities
and provide them to colluding agents to be used for crimegerGihe nature of the
platform, and the fact that developers have access to threescode, it is trivial to
‘defeat’ the platform. Such activities are well outside theended purpose of this
platform, and provide no insight into trust and reputatibhis is one reason that the
TREET license insists upon public availability of reseansficode in order for them
to be able to publish results: to allow peers to verify thatrsults reflect legitimate
insight into trust and reputation.

6 Conclusions and Future Work

The TREET testbed allows a breadth of experimentation ahdr@tighness and ob-
jectivity of evaluation that have previously been unava#arom publicly-available,
standardized testing tools. The design of this testbed i©@ep one, having been
used to shed light on important issues that had previougly beexplored experimentally—
in particular, the degree to which existing TRS proposals wihstand cheating
agents that actively attempt to circumvent the protectimfhe system. The plat-
form has shown itself to be flexible, supporting experimgatewith TRSes using a
variety of approaches.

With this design, we have attempted to allow the greatestesegf flexibility of
experimentation possible, while still providing easedsk and the ability to generate
meaningful benchmarks and comparisons. As a result, noy 8RS can be tested
using this platform: for example, ones that do not functiomiarketplace environ-
ments.

TREET is intended to allow more thorough testing than haialy been per-
formed for TRSes in the past. As TRS researchers develop gents the test suite
will grow, increasing the rigor of the evaluations, and th&ights provided. TREET’s
terms-of-use have been designed to support this vision.
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While we believe TREET to be an important tool in itself, ansignificant step

towards improving the evaluation of TRSes, we do not contbadlit is perfect or
complete in its current formulation. We hope that this psgiserves as a founda-
tion not only for experimentation, but for discussion withihe trust and reputation
community. Future extension and refinement of the platf@nd of the accompa-
nying test suites, will only increase its value to the comityyand its usefulness in
furthering the cause of security in trust and reputationesys To this end, we seek
involvement from other trust and reputation researchershart the future course for
TREET.
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