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Abstract

In large electronic marketplaces populated by buying and selling agents, it is difficult to judge trust-

worthiness. A variety of systems have been proposed to help traders to find trustworthy partners by learn-

ing to discount or disregard disreputable parties. In this paper, we present a novel model for providing

safe electronic marketplaces: Commodity Trunits, a systemthat considers trust as a tradable commodity.

In this system, sellers require units of trust (trunits) in order to participate in transactions, and risk losing

trunits if they act dishonestly. Sellers can purchase trunits when needed, and sell excess quantities. We

demonstrate that under Commodity Trunits, rational sellers will choose to be honest, since this is the

profit maximizing strategy. We also show that Commodity Trunits provides protection from a number of

vulnerabilities common in existing trust and reputation systems, e.g., the importantexit problem, where

sellers can cheat without fear of repercussions if they intend to leave the market. We then present a

simulation that validates the system by demonstrating thata market operator can manage the trunit mar-

ketplace to ensure sustainability. We conclude with a discussion of the value of Commodity Trunits as a

method for promoting trust in electronic marketplaces.

∗This is the pre-peer reviewed version of the following article: (Trust as a Tradable Commodity: A Foundation for Safe Electronic
Marketplaces, Reid Kerr and Robin Cohen, Computational Intelligence, Volume 26, Number 2, Copyright 2010, Wiley-Blackwell),
which has been published in final form at http://www3.interscience.wiley.com/journal/123387568/abstract.
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1 Introduction

An important challenge in the development of effective agent-oriented electronic marketplaces is to model

the trustworthiness of the selling agents, in order to provide buying agents with a basis for avoiding disrep-

utable sellers and for selecting the most promising business partners. Much research has been conducted into

the notion of trust in a variety of fields, including sociology (e.g., Luhmann, 1979), psychology (e.g., Rotter,

1971), economics (e.g., Williamson, 1993), management (e.g., Mayer et al., 1995), etc; cross-disciplinary

surveys include (Gambetta, 1990) and (Rousseau et al., 1998). Here, we limit our focus to the issue of trust

in multi-agent scenarios, and work applicable to these scenarios. A variety of such approaches have been

proposed for modeling trust and reputation, including the use of reinforcement learning for individual buying

agents to determine which sellers are most likely to providethe demanded quality of goods (e.g., Tran and

Cohen, 2004), the use of probabilistic reasoning to detect and then disregard disreputable sellers e.g., (e.g.,

Jøsang and Ismail, 2002) and the use of social networks of advice from other buyers, discounting the advice

of less trustworthy agents (e.g., Yu and Singh, 2002; Teacy et al., 2006). Unfortunately, the trust and repu-

tation models developed to date still have inherent vulnerabilities that can be exploited by dishonest selling

agents. For example, one important challenge that arises istheexit problem, where agents planning to leave

the marketplace can cheat, with little regard for the consequences.

In this paper, we advocate the design of electronic marketplaces where buyers feel protected, because

sellers are inclined to be honest. Our research builds on theTrunits model for trust management in electronic

marketplaces (Kerr and Cohen, 2006), which seeks to ensure the honesty of sellers. Under this model, trust

is treated as units that sellers must possess in order to engage in transactions, and which sellers risk losing

if they fail to satisfy their buyers. This model addresses several vulnerabilities common to other trust and

reputation systems.

We develop an extension to this model known as Commodity Trunits, where trunits can be bought and

sold within the marketplace. It can be shown that under this system, the exit problem is also addressed.

This is demonstrated through theoretical discussion of theconditions that must be met in the marketplace

to guarantee that rational sellers will not cheat buying agents, and through simulations that verify that these

conditions can in fact be assured within e-marketplaces. Itbecomes more profitable for selling agents to be

honest, even if they plan to leave the marketplace.
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The result is a system for addressing trust in electronic marketplaces that constitutes an important step

towards providing safety for buying agents.

2 The Trunits Model

In this section, we present a novel model for trust in multiagent systems, Trunits (Kerr and Cohen, 2006).

Trunits differs from most existing trust models in that it attempts not to predict behaviour, but rather to ensure

good behaviour by making honesty the most profitable strategy.

Trunits is inspired by the concept of money. Before the advent of money, goods and services were

exchanged by bartering. This placed several limitations ontrade; of particular interest here, traders had to

interact directly, in order to exchange goods. A primary role of money is to overcome these limitations.

Money is an abstract ‘substance’, representing quantitiesof value. Money flows in a transaction, mirroring

the flow of value in a barter transaction: the value of the money stands in for the value of a good. Money frees

traders from the requirement for a direct two-way relationship where goods move in both directions—value

gained from one trader can be ‘spent’ with another (Newlyn, 1971).

In the large electronic marketplaces with which many researchers are concerned, buyers and sellers rarely

meet one another directly; eBay is a typical example. The absence of direct relationships between traders in

these scenarios prevents trust from forming naturally. Since we seek to overcome the requirement for a direct

relationship—to allow trust gained from one trader to be ‘spent’ with another—it seems natural to consider

the use of abstract trust units, ortrunits, to play the same basic role in which money has been so successful.

Trunits was developed with a focus onadvertised pricemarketplaces, in which sellers offer products for

sale, specifying the nature of the good and the price at whichit is offered. Buyers select goods that they wish

to purchase, accepting sellers’ offers. When a seller’s offer is accepted by a buyer, the seller is obliged to

fulfill the terms of the offer. (This may be viewed as a promise, or more formally as a contract.) We consider

a seller’s failure to fulfill his obligation ascheating, or dishonesty. Cheating would include both the case

where a delivered good does not conform to the seller’s promise, and the case where the seller fails to deliver

a good at all. This perspective follows that taken by other authors (e.g., Teacy et al., 2006). Conversely, an

honesttransaction is one where a seller fulfills all terms of his commitment.

The movement of money in a transaction mirrors that of the flowof value in a direct bartering situation.
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Similarly, the flow of trunits should mirror that of trust in adirect trading relationship. The two ‘flows’,

however, are fundamentally different in nature. The flow of value in a transaction is an exchange process,

wherein each trader receives something of value, in exchange for providing the other with something of

value. In contrast, we see the ‘flow’ of trust in a transactionas arisk process, focusing on the buyer’s trust

of the seller as the primary issue:

• Before a buyer will purchase something from a seller, the buyer must have sufficient trust in the seller.

The degree of trust required is dependent on a number of factors; the price of the item is likely a major

one.

• After purchasing the good, the buyer will evaluate it, relative to her expectations.

– If the good met her expectations (i.e., it was at least as goodas was advertised by the seller), then

the seller is likely to gain more of her trust.

– If the good did not meet her expectations, then the seller is likely to lose some of her trust.

Based on this view, we suggest a model that makes use of abstract units of trust, and in which trust of the

seller is not tied to a specific buyer:

• The seller has some quantity of trunits, representing all ofthe trust gained from all buyers to date. For

a buyer to consider purchasing something from a seller, the seller must possess a sufficient degree of

trust, i.e., must hold sufficient trunits. The required number of trunits is tied to the price of the good.

• After purchasing the good, the buyer will evaluate it, relative to her expectations (i.e., to the claims of

the advertisement).

– If the good met her expectations, then the seller gains some additional quantity of trunits.

– If the good did not meet her expectations, then the seller loses some quantity of trunits.

As a seller executes honest transactions, his trunit balance grows, allowing future profitable transactions.1

In contrast, dishonest sales curtail future transactions.This provides the fundamental incentive for honesty.

The number of trunits gained is proportional to the size of the sale. Honest execution of small transactions

1Note that this relies on buyers being honest in their feedback about sellers. We assume a parallel system is used to ensurebuyer
honesty. This issue is discussed further in Section 7.
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will allow a seller to continue making small sales, and to grow his sales volume, but will not allow him to

immediately jump to disproportionately large sales for which he has not demonstrated trustworthiness.

Trunits seeks only to ensure the honesty of sellers, withoutattempting to address the behaviour of buyers.

This focus is rooted in the greater vulnerability of buyers given the common policy that buyers pay before

shipment by the seller. Note that existing proposals (e.g.,Dellarocas, 2002; Jurca and Faltings, 2003) also

focus on solving one of these two substantially different issues, without significantly addressing the other.

Here, it is intended that Trunits would be used in parallel with a system to protect sellers against potential

dishonesty on the part of buyers.

3 The Basic Trunits Mechanism

With this general model as a foundation, we formalize a basicmechanism that builds on the model. This

mechanism uses the notion of amarket operator, who is responsible for administering the marketplace. The

operator maintains accounts and trunit balances for each trader, holds trunits in escrow during the course of a

transaction, collects feedback from buyers and updates trunit balances, etc. We focus on marketplaces where

the market operator is an identifiable entity (e.g., eBay Inc. operating the eBay marketplace); where such an

entity is identifiable, it is considered to be a trusted thirdparty.2

3.1 Mechanism overview

When an agent wishes to make a sale, we require him to put up a quantity of trunits to ‘cover’ the sale. These

trunits represent the trust that the seller is risking by engaging in a transaction. We require that the number

of trunits risked be directly tied to the value of the transaction, using the formula:

[1] τ = V
r

whereτ is the number of trunits,V is the value (selling price) of the transaction, andr is the requiredrisk

ratio, a (positive) parameter set by the market operator. The trunits are put into escrow with the market

2Trunits might be implemented as a decentralized (e.g., peer-to-peer) system. Under such circumstances, the activities of the
market operator must still be performed; we may view the ‘market operator’ as the implementer of the system, or simply as the
enforcement of rules by the system.
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operator, pending completion of the transaction.

Upon completion, if the buyer rates the transaction as unsatisfactory, then the seller loses theτ trunits

placed in escrow. If, on the other hand, the buyer rates the transaction as satisfactory, then theτ trunits are

returned to the seller, along with some additional quantityof trunits related to the value of the transaction,

for a total of:

[2] (1+ p)τ = (1+ p)V
r

wherep is apremiumor rewardof additional trust for acting in an honest manner, a (positive) parameter set

by the market operator. (It is suggested thatp be less than 1, in order for trust to be harder to earn than it is

to lose (as suggested by Tran and Cohen (2002, 2004)). Wherep< 1, thepτ gained for honesty is less than

theτ lost for dishonesty.) In the basic mechanism presented here, the same values ofr andp are used for all

traders and all transactions.

From a buyer’s perspective, no evaluation or computation isrequired prior to purchasing to determine

if a seller is trustworthy—if the seller possesses enough trunits for a transaction, thenby definition, she is

trustworthy for that transaction. Here, we consider an agent that can be expected to behave honestly to

be trustworthy.3 The market operator, who stores the trunits balances, will not allow a transaction to be

executed unless the seller has sufficient trunits; if the good is permitted by the operator to be sold, the buyer

is assured that the seller has secured it with sufficient trunits. From a seller’s perspective, honesty results in

a growing trunit balance and the ability to engage in more sales in the future, while dishonesty will reduce

the potential for future sales. The intention is that trunits themselves will be valued, deriving from the fact

that they enable profitable transactions.

3.1.1 An Example

To illustrate the mechanics of the system, consider an example where a seller has 20 trunits, the required

ratio r = 5, and the reward ratiop= 0.2. By Formula 1, the maximum transaction value that the seller can

cover isV = rτ = 20×5= $100.

Suppose now that the seller engages in a sale for a price of $50:

3The expectation of honesty is based on the incentive for honesty, as explained below.
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• By Formula 1, the seller must placeV
r = 50

5 = 10 trunits in escrow.

• If the buyer is unsatisfied, the seller loses the 10 trunits inescrow. She now has 10 trunits remaining,

meaning that she can now cover transactions with a maximum value of $50.

• If the seller is satisfied, then the seller’s trunits are returned to her, and she receives an additional

pτ = 0.2× 10= 2 trunits. She now holds a total of 22 trunits, and can cover transactions with a

maximum value of 22×5= $110.

3.2 Why a buyer can trust in the system: The incentive for honesty

As noted by Dellarocas (2003a), “sellers care about buyer feedback primarily to the extent that they believe

it might affect their future profits.” As discussed above, honesty increases sellers’ trunit balances, and hence

their possible future sales, while dishonesty reduces both. This providessomedegree of incentive for hon-

esty; the question must be asked, is it a large enough incentive? Will honesty be the most profitable policy

for sellers, motivating them to make honest choices, and thus allow buyers to trust in them?

The incentive for honesty provided by Basic Trunits can be demonstrated by considering any single

arbitrary transaction.4 This transaction may coincide or overlap with other transactions executed by the

same seller.

A buyer has agreed to purchase a good (for priceV, whereV = rτ). Theτ trunits used to cover the sale

are not necessarily the seller’s entire balance, but any arbitrary portion of his balance. The seller now has a

choice to make: cheat, or be honest? We assume that the sellermakes his choice based solely on his own

economic motivation—in particular, he is acting alone. Further, we assume that, should the seller engage in

an honest sale, he will have the opportunity to engage in future sales using the trunits returned to him. This

condition is necessary for honesty to be an attractive choice (i.e., for the trunits received after being honest to

have value for future transactions); we believe that this isa reasonable assumption, given the assumed large

market size, and the fact that all sellers with sufficient trunits are considered equally trustworthy under the

model.

If the seller cheats, the maximum profit he can realize from the sale isrτ—where he fails to ship the good

4Note that this proof, considering any arbitrarysingletransaction, necessarily ignores issues of collusion—theseller is assumed
to be acting alone. The solution to certain forms of collusion is presented later in this paper.
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at all, so he incurs no cost. By cheating, he also loses hisτ trunits. If the seller is honest, he ships the product

and realizes a smaller profit,(1− c)rτ , wherec is the cost incurred in selling the item, as a fraction of the

sale price. However, after the sale he has(1+ p)τ trunits returned to him, which can be used to engage in an

additional sale.5 Since the seller decides independently for each transaction whether to cheat or be honest, he

can cheat this second buyer—in fact, he need not even have items in inventory. Cheating this second buyer

returns a profit ofrτ , and causes the buyer to loseτ trunits, leaving him withpτ remaining. The total profit

earned (so far) is(1−c)rτ + rτ = (2−c)rτ > rτ (sincec< 1). Thus, a rational seller will be honest on the

current transaction, since he can make more money by waitingto cheat (and earning honest profits in the

interim) than by cheating immediately and destroying the trunits used to cover the transaction.

This is not meant to imply that the rational seller will cheaton the subsequent transaction.Rather, on

any given transaction, the seller can make more money in total by delaying his cheating than by cheating

immediately. It follows that the rational seller will nevercheat, since it always makes sense to engage in ‘just

one more’ honest transaction. Thus, the value that one mightearn by cheating on the subsequent transaction

is actually a lower bound on the profit from future honest transactions using those trunits. We note this lower

bound here because it is direct, and because it would be obvious to any rational seller, even those whose

computational capacity is limited.

This examination of the incentive provided by Basic Trunitshas been necessarily brief. More detailed

proofs are provided by Kerr and Cohen (2007a,b).

3.3 Other properties

Other noteworthy properties of the Basic Trunits mechanisminclude:

• The mechanism is very simple computationally, particularly for buyers, who do not need to perform

any calculations to determine a seller’s trustworthiness.

• The storage requirements for the mechanism are minimal, since a single trunit balance is kept for each

seller, and a single record for each transaction in progress.

• In many systems, it is clear that trust has an impact on profitability (since being trustworthy allows

5To simplify discussion here, we assume that this second transaction has the same value as the first.
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more products to be sold, and/or fetches higher prices for products), but it is very difficult to measure

that impact. This complicates many issues, including both strategic decisions by sellers, and buyers’

interpretation of sellers’ histories/reputations. The basic Trunits mechanism allows the value of trust

to be determined with some precision, serving as the basis for rational decision making.

Basic Trunits has many desirable properties, but also presents certain limitations. In the next section, we

present an extended model that directly addresses some of these limitations.

4 Commodity Trunits

4.1 Motivation

Kerr and Cohen (2006) identified a number of common vulnerabilities in trust and reputation systems, vul-

nerabilities that could be used by a dishonest trader to overcome the security provided by a system. Basic

Trunits provides protection against certain key vulnerabilities, but is still exposed to others. We begin with a

discussion of the problems that Basic Trunits does address,followed by a description of certain vulnerabili-

ties that remain unaddressed. This motivates our development of Commodity Trunits as a model that retains

the protections offered by Basic Trunits, while resolving other important concerns.

Reputation Lag: Under many systems, there is a delay between the time when a buyer agrees to a pur-

chase, and when the buyer’s feedback is ultimately available to other buyers (e.g., reflected in a reputation

score). During this lag period, a seller might cheat a virtually unlimited number of buyers before his reputa-

tion is updated to reflect his dishonesty.

The Trunits mechanism deals directly with this vulnerability by compelling the seller to place trunits

in escrow to cover transactions, forcing him to wait until the trunits have been returned before he can use

them in another transaction. The Trunits mechanism regulates the rate at which transactions can occur: if the

seller holdsτ trunits, then the maximum value of transactions he can engage in during one unit of time isrτ ,

regardless of timing or circumstances. In effect, the Trunits mechanism prevents the use of the ‘same trust’

to support multiple simultaneous transactions.
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Value Imbalance: Under some systems, the weight of feedback is not related to the size of the transaction.

This may allow a buyer to build reputation through a number ofhonest, small-value sales, then use this good

reputation to cheat on sales of much larger value.

The Trunits mechanism deals directly with this vulnerability by basing both the quantity of trunits re-

quired to cover a transaction, and the size of the reward, on the value of the transaction.

Re-entry: In the large electronic markets we consider here, identity typically cannot be established. Under

such circumstances, an agent who has earned a poor reputation can shed this impediment simply by creating

a new user account.

Friedman and Resnick (2001) suggest a solution to dealing with the re-entry problem: new entrants to the

market should incur a cost, such that the cost of re-entry exceeds the benefit. Dellarocas (2003b) establishes

that in marketplaces with binary feedback mechanisms, the policy of ‘optimal social efficiency’ is one where

new users begin with the worst possible reputation (i.e., the same as very disreputable users).

Under Basic Trunits, new and maximally disreputable users are treated the same, providing no incentive

for re-entry, and consistent with the optimal policy.6

A new problem: ‘Surplus trust’ The Trunits mechanism, as described here, suffers from a potential

problem: a seller may accumulate trunits beyond what is required to cover their regular transactions. Such

surplus trunits could be used to cheat buyers, without having a negative impact on the regular transactions.

For example, consider a seller who has a fixed production capacity, so he can only sell five items per

week. Assume that the seller has enough trunits to cover sales at this rate. Also assume that the trust reward

p= 0.2. For each honest transaction, the seller will get back the trunits used to cover that transaction, plus a

20% reward. The trunits that were returned are all that is required to cover his future sales as well, since his

production capacity is fixed; this means that the 20% reward is strictly in excess of his needs. The seller may

now use these surplus trunits to cheat buyers; as long as he does not spend his original trunits on dishonest

transactions, he will continue to be able to sell his entire production without impediment.

6Under Trunits, a zero trunit balance does not equate to disreputability. A seller could have zero trunits available, forexample,
because he is a new seller, or because he has lost his trunits by cheating. Trunits is focused on making honesty the most profitable
choice for self-interested traders.
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Exit: The analysis provided in Section 3.2 shows that sellers willbe honest. It must be noted, however,

that this analysis is valid only when the seller actually hasinventory. If the seller has no items to sell (or more

precisely, willneverhave more items to sell), then he cannot defer cheating untilthe next transaction—for a

transaction to occur, it must be a dishonest one. This is an instance of the ‘exit problem’, which afflicts most

models of trust/reputation.

There was an additional concern about using Basic Trunits inelectronic marketplaces: it was unspecified

how an agent obtains an initial quantity of trunits with which to begin trading. Further, at any given moment,

a seller’s trading volume may be constrained by his available trunits, even if he would fulfill every transaction

honestly. Motivated by the desire to address these issues, it became clear that a market-based approach might

be desirable. Our proposed extention to Basic Trunits, Commodity Trunits, allows agents to buy and sell units

of trust. It is clear that, if sellers can buy trunits, the question of how initial quantities are obtained is resolved.

(If trunits are unavailable from other sellers (e.g., at market startup), they are created and sold by the market

operator. This issue is discussed in further detail in Section 5.2.1).7 Similarly, the issue of restraint of trade

is addressed. Under Basic Trunits, an agent’s sales are limited by his available trunits; under Commodity

Trunits, an agent can simply purchase trunits when more are required to cover sales. Moreover, allowing

trust to be traded provides effective protection against the surplus trust and exit problems.

In the following sections, we verify the safety of this approach, and then discuss its implications for the

system.

4.2 Safety

Commodity Trunits allows the sale of trunits. To ensure thatthis is safe, some conditions must be established.

Here, we mean that a market is safe for buyers if they are protected from harm due to the actions of dishonest

(rational) sellers.

We denote the selling price of a trunit asb. In this section, we assume that all trunits are bought and sold

7Another approach might be the use of secured trunit loans. This alternative is just a special case of our proposal, however,
where trunits are purchased, then sold back at the same price.
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at this price; we relax this constraint later in the paper. For a seller to wish to buy a trunit, he must expect to

profit from the purchase (i.e., to increase his net profit fromsales). For the seller to make a rational purchase

decision, he must understand both the purchase price, and the expected change in profit.

To furnish a good for sale, the seller will incur some cost. Weassume that for a given seller, the costc

is a fraction of the selling price, and is constant for all hissales. Each time a quantity of trunitsτ is used to

cover an honest transaction, the profit on that transaction will be (1−c)V = (1−c)rτ . Upon completion of

the transaction, the trunit balance will grow by a factor ofp, meaning that(1+ p)τ trunits are available for

the next transaction. Thus, the profit from a sequence ofh honest sales (whereh is referred to as thehorizon),

with initial trunit balanceτ0 can be represented as a geometric series:

[3] PSh =
h−1

∑
i=0

(1−c)r(1+ p)iτ0 = (1−c)rτ0

(

(1+ p)h−1
p

)

At the end of the sequence of honest sales, however, the seller still possesses trunits, which have value. To

determine a lower bound on the value of the trunits, we base our calculation on the assumption that the

seller uses all left-over trunits to cheat at the end of the sequence. This serves as a lower bound because the

mechanism permits the seller to cheat at will (if he is willing to sacrifice the trunits), so he can assuredly

achieve at least this level of profit. Thus, we modify Formula3 to incorporate this:

[4] PSCh = (1−c)rτ0

(

(1+ p)h−1
p

)

+ r(1+ p)hτ0

(This evaluation method applies in more general cases as well. For example if a seller were to ‘split’ a

quantity of trunits and use them to secure separate purchases, their value can be determined by evaluating

each portion separately.)

Let Pτh be the profit from one trunit (i.e.,PSCh whenτ0 = 1). For a rational agent to purchase a trunit,

then, his anticipated profit from the trunit must exceed the purchase price, i.e.,b< Pτh. A seller can use any

sum of trunitsτ immediately to cheat, yielding a profit ofrτ (because, by Formula 1, a quantity ofτ trunits

can be used to cover a sale of valueV = rτ). For the sale of trunits to be safe, it must be the case that itcosts

more to buy them than can be earned by cheating with them; otherwise, the seller could profit by buying

trunits, and then cheating buyers with them immediately. This requires thatbτ > rτ , or b> r. Together, this
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requires thatr < b< Pτh.

For example, consider a marketplace in which the required ratio r = 5, the reward for honestyp= 0.2,

the seller’s cost to furnish goodsc= 0.5, and the seller’s horizonh= 3 transactions8 . Suppose the seller has

the opportunity to engage in a sale with a price of 50, thus requiring 10 trunits (by Formula 1,τ = V/r =

50/5= 10). Unfortunately, the seller has no trunits available. Ifthe seller acquired enough trunits to execute

the sale, she might do so honestly or dishonestly.

If the seller were to cheat (maximally), her profit from the sale (excluding the cost of acquiring the

trunits) would be the selling priceV = 50. For the same 10 trunits, using Formula 4 we can determine the

anticipated profit to the seller if she were to purchase them and engage in honest sales to her horizon:

PSCh = (1−0.5)5(10)

(

(1+0.2)3−1
0.2

)

+5(1+0.2)3 = 177.4

Now, considerb, the price paid to purchase trunits. Ifb < r, sayb = 4, then the seller can purchase

the required trunits forbτ = 4(10) = 40. This would allow the seller to earn a profit of 10 by purchasing

trunits for 40, then immediately cheating on a transaction and receiving 50. By comparison, ifb> r, say 6,

then the seller can purchase the required trunits forbτ = 6(10) = 60. In this case, the seller loses money by

purchasing trunits to cheat, paying 60 but only taking in 50.Whenb> r, the seller will purchase trunits only

if they can be used to engage in an honest transaction.

But will the seller purchase the trunits at all? She will onlybe interested in purchasing the trunits if they

cost less than her anticipated profit over her horizon—177.4in this case, as calculated above. Thus, when

bτ < PSCh, i.e.,b(10) < 177.4, orb< 17.74= Pτh, purchasing trunits is attractive to the seller.

Consider now a seller who has the opportunity to engage in a sale of valueV, making use ofτ trunits.

With these trunits, there are now three choices:

1. Cheat, and realize profit ofrτ , while losing theτ trunits.

8This discussion may give the impression that honesty is onlyadvantageous if the seller plans a sizeable sequence of honest
transactions. As will be clarified below, the incentive for honesty exists even for horizons of a single transaction.

13



2. Sell the trunits, and realize a profit ofbτ , while relinquishing theτ trunits.

3. Act honestly, earning(1− c)rτ , keeping theτ trunits and gaining an additionalpτ trunits, for a total

of (1+ p)τ . These trunits can then be used in one of three ways: cheat on future transaction(s), sell

the trunits, or engage in future honest transaction(s). To compare the profitability of the original three

actions, however, we need only consider one of these options: since trunits can be sold at priceb, the

seller can earn at least this much with the remaining trunits. The(1+ p)τ trunits will fetchb(1+ p)τ

on the market. The total profit in this case, then, is(1−c)rτ +b(1+ p)τ .

Sinceb > r, bτ > rτ ; selling the trunits is more profitable than cheating. Sincec 6 1 and p is positive,

(1− c)rτ + b(1+ p)τ > b(1+ p)τ > bτ > rτ , so engaging in an honest sale is also more profitable than

cheating. Cheating, then, is the profit minimizing choice; there is an economic incentive to be honest even

with the introduction of trunit sales. For any single transaction then, a rational seller will choose to be honest,

since this is the profit maximizing strategy. Note, too, thatunlessc andp have their maximum and minimum

values (1 and 0) respectively,(1− c)rτ + b(1+ p)τ > bτ , meaning that engaging in honest sales is more

profitable than simply selling trunits—agents are encouraged to engage in honest sales. This is equally true

for a seller who has built trunits over a long history of honest sales, and one who has simply purchased trunits

for immediate use.

Honesty continues to be the most profitable policy for sellers in the more general case, where sellers’

strategies can consist of schedules of multiple transactions,b is allowed to change over time (as suggested in

the next section), etc. An outline of this proof is provided as an appendix.

One critical point must be noted. If the seller has no furthergoods to sell, engaging in honest trades is

not possible. Without the ability to sell trunits, his only (profitable) option was to cheat with the remaining

trunits. Now, there is another choice. Moreover, it is more profitable to sell the trunits than to use them to

cheat—the exit and surplus trust problems have disappeared.

Commodity Trunits provides an incentive for honesty—rational sellers choose to behave honestly be-

cause it benefits them. Beyond the loss of trunits, CommodityTrunits does not directly punish dishonest

sellers in other ways (e.g., banning them from the marketplace, modifying/censoring their product offers,

etc.). Thus, if an irrational seller (with sufficient trunits) wishes to cheat, he is not directly prevented from
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doing so. Such irrational acts will result in financial losses for the the seller, in the form of lost future sales

and the lost revenue from selling the trunits. Repeated bad behaviour results in repeated losses of trunits,

i.e., mounting financial losses. Further, sustaining a pattern of consistently bad behaviour will require the

seller to repeatedly acquire new trunits, which in turn willrequire the continual input of money by the seller.

It follows that finite financial resources, and alternate uses for the money, should curtail dishonesty even by

irrational agents. Beyond this, if those administering themarketplace are concerned about large numbers of

irrational sellers, additional protections might be added: e.g., the use of an escrow service for sellers who

are repeatedly dishonest, increasing trunit penalties forseller with large numbers of defaults, banning bad

sellers, etc.

4.3 Comparison to Bonds

Trunits may initially appear to be equivalent to a system of using cash bonds to secure transactions: under

bonding, money is used to secure a sale, and the seller loses that money if he does not fulfill his obligations. In

fact, Trunits does share some characteristics of such a system. It is worth noting that similarity to bonds is not

a flaw; bonds are quite powerful in inducing honest behaviour. Rather, we acknowledge some key practical

limitations of a bonding system, while noting some of the important features of Commodity Trunits.

First, a bond is money. A trunit is a commodity, one that may bebought and sold. In effect, a trunit is a

license that allows the seller to engage in sales of up tor dollars at a time. Trunits can be freely created or

destroyed by the market operator, while cash cannot (or should not!) be.

Second, in the case of cash bonds, something must be done withthe cash in the event the seller cheats.

The problem here is that whoever receives this cash, whethermarket operator or buyer, has an incentive

to treat the seller unfairly. Fairness would require arbitration of alleged cheating incidents, which is not

practical for large electronic marketplaces. In contrast,since trunits that are ‘lost’ by the seller are simply

destroyed by the market operator (and have no value to him), there is no such problem under the Trunits

model.

Third, honest transactions allow the seller to grow his trunit balance substantially via the reward for

honesty, which allows for increasing sales levels (desirable for both seller, and market operator). This is not

possible under bonding without the input of additional funds. Significant capital outlay is required only if
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the seller wishes to ‘jump-start’ his sales volume, rather than actually building trust.

This last point highlights an interesting property of the mechanism. While long-term traders can build

trust, for traders who wish to conduct small numbers of sales, the system is very similar to bonding. This is

quite positive, in fact. Most trust/reputation systems make it difficult for a short-term seller to effectively sell

goods (or get full value for them) because his reputation is undeveloped. Using the best known example, un-

der the eBay feedback system (eBay, Inc., 2007), sellers with established histories (obvious from their high

feedback scores) are strongly preferred over new sellers. In (Zacharia et al., 1999), new sellers are intention-

ally treated as equivalent to disreputable ones, in order toprevent agents from shedding bad reputations by

creating new user accounts. Moreover, if a system does allowsuch new participants to sell effectively, it is

very difficult to ensure they will be honest, given their short-term focus. The method presented here over-

comes these obstacles as well as a cash-bond system, but accomplishes this seamlessly within the context of

a system that allows traders to build trust/reputation overthe long term.

5 Validating the market for trust

The safety of Commodity Trunits hinges on a key requirement:that the price of trunitsb exceeds the required

ratio r. In this section we establish that, while non-trivial, thisrequirement can be maintained.

The proposed mechanism is dependent on sellers being able tobuy and sell trunits whenever they want;

otherwise a seller with too few trunits may lose out on sales,or worse, a seller with too many trunits may

cheat with them. If agents are restricted to trading trunitsonly with the market operator, agents may wish to

sell more trunits than the operator can afford to purchase, because of the growth in trunit balances due to the

premium for honesty. Instead, we look to the other obvious choice—allowing traders to sell trunits to one

another as well. Note that the direct sale of trunits from oneagent to another is numerically equivalent (and

equally safe) to the sale from the first agent to the operator,followed by a purchase by the second agent from

the operator at the same price.

Although it is safe for agents to buy and sell trunits whereb > r, unfortunately this condition is not

guaranteed when we allow free buying and selling of trunits among agents. The problem is essentially one

of economics.

Trunits are created when honest sales occur, and destroyed by cheating. In a properly functioning mar-
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ketplace, growth through trunit creation will exceed the loss from cheating. This suggests a growing trunit

supply.

Trunits are required to cover each sale made. Over time, as the volume of sales increases (via entry of

new traders, or increased activity per trader), the number of trunits required to support this activity will rise.

This suggests increasing demand.

It is a fundamental principle of microeconomics that the balance between supply and demand will deter-

mine the price of a good in a competitive market. Consider a marketplace with a current equilibrium trunit

price ofb, and whereb> r (i.e., at present, the required safety property holds). If the increase in demand

outpaces the increase in supply, thenb will rise. If supply growth outpaces that of demand, however, b will

drop. Over time,b may fall belowr—cheating may become more profitable than honesty.

To prevent this, the operator might simply try to enforce a minimum price. Unfortunately, enforcing a

price above the natural equilibrium results in a surplus, where more agents wish to sell trunits than wish to

buy them (and thus, encourages cheating). Instead, we employ two techniques. First, our operator buys up

excess trunits in the marketplace, to the degree possible given the revenue taken in to that point. Second, the

fixed required ratior is no longer enforced. These two techniques are detailed in the following sections.

5.1 A free market for trust

As priceb floats, it is natural to consider allowing the ratior to be determined by the market as well. Sellers

would be free to offer any price/trunit combination they desired, and buyers could decide how many trunits

would be required for them to consider a transaction safe.

Consider again the scenario where supply growth outstripped growth in demand, to the point where

b < r. Here, we would expect to see a surge in cheating in the marketplace. This is likely to have two

consequences. First, buyers are likely to increase the trunits demanded to enter into a transaction, so that

they feel safer making purchases (trunit inflation). Sinceτ = V
r (andV is determined by the good sold),

increasingτ lowersr, pushing it towards safety. At the same time, increased trunit requirements mean that

sellers need more trunits—as demand increases, so doesb. These two effects work to restoreb> r.

Ideally, however, we would prefer that agents be able to adapt to changing market conditions without

actually experiencing (or committing) acts of cheating. The market operator (who maintains trunit balances
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for traders, and hence has access to details on trunit trades) can help to ensure this by providing information

to agents—in particular, arecommended safe ratio. This allows the market operator to influencer andb

significantly, and also relieves agents of the burden of acquiring and processing the data themselves.

5.2 Simulation

The use of simulation to investigate economic markets has a long history (e.g., Naylor, 1971). To investigate

the feasibility of maintaining the required safety property in a marketplace, we ran extensive simulations

under a well-defined scenario. Our simulation method and findings are detailed in this section.

As outlined above, the trunit priceb and required ratior were allowed to float. An active market operator

bought and sold trunits (as described below), and recommended a safe ratio to buyers. For simplicity, buyers

faithfully adhere to the recommended ratio. Under these circumstances, evaluation of the method is simpli-

fied. If the market operator can set any required ratior, he can always ensure thatr < b, as long asb> 0; if

b reaches zero, then cheating cannot be less profitable than honestly selling trunits, so the market has failed.

Since trunits are only used by sellers, buyers influence the price of trunits in two important ways:i)

through the purchases that they seek to make, which require trunits to cover them;ii ) through the quantity of

trunits that they demand in order to cover a sale. To study trunit pricing, then, sales of goods to buyers can

be modeled using simple frequencies/rates of sales. Since the operator setsr, we need not considerii as part

of a buyer model.

Each selling agent is modeled using a variety of parameters,including the following noteworthy values:

• The price for which it sells its goods (V). This is a fixed, advertised price, which is randomly chosen

from a uniform distribution with range [1, 100].

• The cost incurred by the agent in selling its goods (c), as a fraction of selling price. This is drawn from

a normal distribution, with mean of 0.5.

• The initial rate of sale, expressed in sales per day. This is drawn from a uniform distribution, with

range [1, 10].

• The rate of change in the agents’ sales volume. This is expressed as an annual percentage change; it

is drawn from a normal distribution, with the mean specified by an input parameter to the simulation.
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The rate of change may be positive or negative.

• The probability that the agent will decide to exit the market. This is a fixed probability for all agents,

specified as an input parameter and expressed as the fractionof sellers who will leave the market per

year.

• The agent’s conservatism, drawn from a uniform distribution with range [0.5, 1]. This reflects differing

temperaments that agents might have, in terms of the degree of certainty they require before taking a

‘risky’ action. For example, an agent with a conservatism of0.7 will sell surplus trunits today unless

there is at least a 70% chance that the price will be higher on afuture day within his horizon.

• The agent’s horizon, the number of days he looks into the future when deciding whether or not to

buy/sell trunits today. Horizons are drawn from a uniform distribution with range [1,10].

Selling agents forecasted future trunit prices using regression analysis. Uncertainty was incorporated

using prediction intervals based on each agent’s level of conservatism. Our agents’ behaviour, then, consists

of the four following rules:

1. Buy for current need: If trunits are needed for the current day to execute sales, buy these trunits if it

is profitable to do so, considering both the acquisition costand forecast selling price of the trunits at

completion of the transaction.

2. Buy for future need: Beyond any trunits bought for the current day, if the agent expects to need

additional trunits within its horizon, purchase those trunits today unless the agent expects that the

price of trunits will be cheaper within its horizon.

3. Sell surplus: If an agent has surplus trunits beyond its expected needs, sell those trunits unless the

agent expects that the price will be higher within its horizon.

4. Speculative sale:If an agent has trunits that it does not need today, but might need in future, sell these

trunits if it is expected that they can be repurchased for less within the horizon.

We believe that this model is sufficient to establish the viability of a trunit marketplace—agents prefer to

hold trunits as price increases, and not to hold them as pricedecreases.
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5.2.1 Simulation execution

Here, we briefly outline the simulation execution. The duration of a transaction (i.e., the time between the

initial sale, and the trunits being returned to the seller inthe case of an honest sale) was 14 days. Sellers

joined and left the market each day, and new sales for each active seller were randomly determined. Based

on the number of new sales and its forecast of future parameters, each agent determined its trading strategy

(i.e., the prices and quantities at which it would buy/sell). Based on this, the equilibrium price that balances

supply and demand for trunits was determined, and trunit trades were executed at these prices. (This method

is a simplification, based on microeconomic theory, used instead of developing a full bid-ask marketplace.)

Subsequently, sales of goods to buyers are executed.

Agents require trunits to conduct sales. Scarcity of trunits would constrain sales, which is likely undesir-

able. Additionally, serious trunit shortages may result inspikes in trunit prices, trunit speculation, and so on.

While trunits are a commodity, we note that: a) they can be freely created by the operator; b) that instability

in the (trunit) marketplace is undesirable, since it adds complexity and risk for traders. Thus, the market

operator creates and sells trunits whenever insufficient trunits are available to prevent jumps in price. This

includes the situation of market start-up—initial quantities are available from the operator.

Trunit growth may cause trunit prices to fall. Prices that drop too quickly are problematic, for several

reasons. First, if prices are dropping dramatically, it might not be profitable for agents to engage in sales at

all: the gross profit from the sale might be less than the loss incurred by buying trunits and then selling them

at a dramatically lower price. Moreover, the velocity of a quickly dropping price increases the danger that

prices may crash entirely, reaching zero.

Ensuring that prices do not drop at an inappropriate rate is partly a matter of setting market parameters

properly. If trunit growth does not greatly exceed actual sales growth in the marketplace, prices should not

drop precipitously. (The interplay of market parameters isexamined in our simulation results, below.)

Beyond this, the market operator can also moderate price decreases by purchasing trunits, ‘mopping up’

excess supply. Given that the operator can take in revenue from trunit sales, such policies may be necessary

to inspire the confidence of market participants: the perception that the operator is profiting from trunit sales

might undermine his credibility in administering the system. For this reason, we would recommend that the

market operator’s role be performed with complete transparency to participants. To ensure that the operator
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Figure 1: A single simulation run

does not run a deficit, however, the ability to purchase trunits is limited by the amount of revenue taken in

previously by creating and selling trunits.

5.3 Simulation results

Initially, we sought to answer two questions: a) Is it possible to sustain a long-term market for trunits?

b) How will prices change over time in such a marketplace? To answer these questions, we experimented

with parameter values in ranges that we intuitively considered to be reasonable. The results of one such

representative run are depicted in Figure 1, to illustrate market operation. (Aggregate results over numerous

runs are presented later in this section.) In this simulation, the market was in operation for 10,000 days (more

than 27 years). The rate of growth in the number of agents was set at 20% per year, the average growth in

agents’ sales volumes was 10% per year, the rate at which agents exit the market was 10% per year, andp

was set to 0.2.

The market price of trunitsb never reached zero over the span of 10,000 days, andb never fell below the

required ratior—cheating was never more profitable than honesty. This confirms the existence of sustainable

trunit marketplaces.9

9Over the long term, trunit prices fall to levels at which the values can be cumbersome for participants. For convenience,trunits
can be ‘merged’ when prices are low, in the same manner that stocks undergo ‘reverse splits’ when prices are low.
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Figure 2: Market sustainability

Note that price drops in a stable, predictable manner. This is desirable, since it makes it easier for agents

to predict future prices. The ability to make accurate predictions makes the market safer, and hence more

attractive, to sellers. Further, as this market would continue to run beyond 10,000 days, the pattern suggests

that prices would continue to drop but remain above zero. Finally, prices appear to drop very quickly, to very

low levels. This might initially seem to be troubling: agents may not want to invest in trunits, since quickly

dropping prices mean lost value for those holding the trunits. It is worth reiterating, however, that this chart

depicts more than 27 years; price decreases are not as fast asthey may appear. More importantly, these

dropping prices are factored into the agents’ profit calculations and decision making—they did not consider

the rate of decrease in prices a deterrent, and continued to buy trunits and execute sales. This means that they

still found it profitable to operate in the market.10

5.3.1 Investigating the impact of market parameters

The results above verify that scenarios exist under which itis possible to manage a sustainable marketplace

for trunits, one that preserves the incentive for honesty. From here, we investigated the range of market

10This may seem trivial, that a growth rate of 20% in trunits (p) is offset by a net positive growth in the marketplace activity.
Note, however, that while the market growth parameters areannualrates, trunits can grow by 20% every 14 days (i.e., the duration
of a transaction.)
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parameters for which we could expect a market to succeed (i.e., maintainb > 0). We focused our study

on parameters most likely to effect supply and demand, and hence price. We tested all combinations of the

following parameter values: the premium for honestyp (0.05, 0.2, 0.5, 0.8), the rates at which sellers join

(0%, 25%, 50%) and leave (0%, 25%, 50%, 75%) the market, and the average rate of change in existing

agents’ sales (−25%, 0%, 25%, 50%). For each combination of parameter values, 10 simulations were run,

to determine the fraction of trials in which the marketplacewas successfully sustained. For presentation, we

have consolidated the parameters impacting sales volumes into an approximate composite growth rate. For

example, rates of agent growth of 25%, change in sales of 50%,and agents exiting of 25% are reflected in

the chart as an approximate composite growth rate of 25%+ 50%− 25%= 50%. All trials with the same

composite growth rate (regardless of differing specific parameter values) have been aggregated in the results

depicted in Figure 2. Simulations began with 100 sellers, and ran for 10 years (3650 days); the figure depicts

the percentage of trials for which the market was successfully sustained.

We expected that market failures might result from high values ofp (since trunit creation enhances sup-

ply) and for low rates of market growth (since lower sales volumes result in lower demand). Our expectations

were confirmed to be correct: relatively high values ofp (0.5, 0.8) resulted in relatively low success rates,

particularly at negative rates of market growth. More reasonable premium rates resulted in markets that were

sustainable with very high probability: atp= 0.05, markets were sustainable in 100% of cases for even the

lowest positive growth rate tested. Even in conditions of market stagnation or decline,p values of 0.05 and

0.2 were sustainable in over 90% of trials. It is expected that lower values ofp would yield even higher

success rates. These results match the intuition that trustshould grow slowly, as each agent demonstrates its

trustworthiness.

We note two important points here. First, an operator may wish to provide significant rewards for honesty,

yet be concerned about possible future conditions of slow/negative market growth. The operator, then, can

adjustp if necessary depending on observed market conditions, to assure market sustainability. Second, rates

of success decline for highly negative growth rates. We suggest that if a market is in a state of rapid decline,

issues beyond the trust model demand the attention of the operator.

In short, for a range of realistic market conditions, trunitmarketplaces are sustainable.
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6 Discussion

6.1 Addressing vulnerabilities

Several models for addressing trust in electronic marketplaces can be seen as predictive: the future (un)trust-

worthy behaviour of partners is learned in order to avoid or discount less desirable business partners (e.g.,

Jøsang and Ismail, 2002; Teacy et al., 2006; Tran and Cohen, 2004; Yu and Singh, 2002). Kerr and Co-

hen (2007a,b) discuss the vulnerabilities faced by these models, where agents are dishonest in ways that

are strategic, but difficult to predict. In contrast, Commodity Trunits offers important protections against

vulnerabilities, when agents act rationally.

Commodity Trunits provides the same protection against reputation lag, value imbalance, and re-entry

as Basic Trunits. Moreover, Commodity Trunits offers a solution to the exit problem—a seller earns more

money by honestly selling trunits than by using them to cheat. The closely relatedsurplus trustproblem also

disappears: if a seller accumulates more trust than required to cover his predictable periodic transactions,

they can likewise be sold.

Trunits does not regulate the behaviour of buyers. As such, it does not yet (on its own) provide complete

protection against some collusive attacks involving both buyers and sellers. One such attack, that of bad-

mouthing, involves buyers giving false negative reviews ofa seller, in order to damage that seller’s reputation.

A typical goal of such an attack is to improve the chances of a competitor (i.e., part of the coalition) of win-

ning sales, at the expense of the target. Trunits, alone, provides no protection for sellers from bad-mouthing.

Note, however, that bad-mouthing will not directly undermine the stability of the market for trunits—bad-

mouthing artificially destroys trunits, reducing available supply, which will exert upward pressure on trunit

prices.

A valuable property of Commodity Trunits, however, is that it provides protection against an important

form of collusion:ballot-stuffing, where fabricated positive ratings are used to artificiallyinflate reputations,

in order to increase sales. Bhattacharjee and Goel (2005) suggest that ballot-stuffing can be discouraged if

transaction costs (e.g., commissions) are larger than the expected gain from the activity. Let a selling agent’s

cost ratioc = coe + cse, wherecoe includes all operating costs in furnishing the good for sale, andcse is the

selling expense (in particular, commission.) A ballot stuffing transaction requiringτ trunits would return
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a premium ofpτ trunits, but incurs only the selling expense,Vcse= rτcse. To simply purchase the same

quantity of trunits would costbpτ .

Ballot stuffing is unattractive, then, ifrτcse> bpτ , or rcse> bp. Since the operator can exert control over

r (as explained above), he can maintainr = kb for some constantk, where 0< k< 1. Thus,kbcse> bp, or

kcse> p. Since the market operator controls both the premium and thecommission rate, they can be set to

make ballot-stuffing unprofitable, but this requires thatcse> p. (A ratio that only approaches this inequality

may still discourage the activity.)

The result above shows that a rational seller, trying to earnprofit within the market, will not ballot-stuff

when market parameters are set appropriately: he makes moremoney by not doing so. Another possibility,

however, is that an attacker might wish to cause the trunit market to fail. Ballot-stuffing, by artificially

creating trunits, might increase supply, exerting downward pressure on prices. If enough such pressure were

applied, the market might crash.

Note, however, that when market parameters are set as specified above, the market operator can effec-

tively prevent this from succeeding. As noted above, the value of the trunits acquired in a ballot-stuffing

transaction is less than the cost of the commission paid to the operator. This means that for every quantity of

trunits created by ballot-stuffing, the operator gains sufficient revenue to buy it back when it is dumped on

the market.11 Thus, the attacker cannot create more trunits via ballot-stuffing than the operator can afford to

purchase.

To verify this, we conducted another set of experiments where attackers aggressively attempted to crash

the market by engaging in massive ballot-stuffing for a period of time to build trunits, then dumping all of

their trunits abruptly on the market. Trails were run with the following parameters: quantity of ballot-stuffing

equal to{50%, 100%} of the total legitimate sales in the marketplace, and dumping occurring after{5%,

50%, 75%} of the duration of the simulation run. All combinations of these values were tested, against

all combinations of the parameter values specified in Section 5.2 (except thatp was set at 0.015 and the

commission rate at 0.2, to satisfy the requirements noted above.) The operator cannot tell which sales are

ballot-stuffing and which are legitimate, so simply bought up trunits as necessary to maintain market stability.

In every such run, the attackers were unsuccessful in causing the marketplace to fail—the operator was

11This revenue will be sufficient to purchase the trunits at allpoints in the future, as long as trunit prices do not increase. As noted
in Section 5.2.1, the operator creates trunits as required to prevent price jumps.
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always able to maintain stability. This confirms the robustness of the trunits marketplace in the face of

ballot-stuffing.

It may appear that under this system, the market operator might not earn legitimate profits for running

the marketplace: operational revenue (commissions) will be eaten up buying trunits resulting from ballot-

stuffing. Note, however, that only the commissions from ballot-stuffing transactions (i.e., revenue that would

not have existed in the absence of ballot-stuffing) are required to buy back ballot-stuffing trunits. Commis-

sions earned by legitimate transactions can be realized as profit.

While this shows that Commodity Trunits, even on its own, canprovide some security against ballot-

stuffing, we hasten to note that much stronger protection might be realized. Ballot-stuffing relies on collusion

between buyers and sellers; the integration of a system for ensuring buyer honesty will provide substantially

improved protection.

6.2 Desirable marketplace properties

Under Commodity Trunits, buyers only trade with sellers whohave sufficient trunit balances, with no further

modeling required. This contrasts with trust and reputation modeling systems (e.g., the work of Teacy et al.

(2006); Tran and Cohen (2004); Yu and Singh (2002)) that track sellers and develop methods to determine

which ones are sufficiently reputable. One important contrast, therefore, is the amount of computational

effort required for these systems.

At the same same time, Trunits is very egalitarian in its treatment of sellers. It should be noted that where

the same risk-ratior applies to all traders, a seller cannot use a large trunit balance to make its offering more

attractive than that of other sellers; any seller with sufficient trunits to cover a transaction can compete. In

fact, a new and an established seller competing for a sale will be treated equally if they have enough trunits to

cover the sale, regardless of their total accumulated trunit balances. In contrast, many models (such as BRS

(Jøsang and Ismail, 2002) and TRAVOS (Teacy et al., 2006)) treat buyers with longer histories differently

than those with shorter histories, even if they have been honest with the same relative frequency.

Similarly, we consider it to be desirable for every buyer in the system to be equally protected. If new

participants are more vulnerable than established buyers (as, for example, in models where buyers rely on
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direct experience to choose trustworthy partners), it can serve as a disincentive for new buyers to enter the

market. Under Trunits, a seller’s ability to engage in a saleis determined by that seller’s trunit balance,

regardless of the identity of the buyer—every buyer receives the same degree of protection.

Beyond the egalitarianism, there are other advantages for buyers as well. When different sellers have

different degrees of trustworthiness, a buyer may feel compelled to chose the ‘most trustworthy’ seller, even

if that seller’s good does not match his preferences as well as one offered by a less trustworthy seller. Under

Trunits, however, each agent with sufficient trunits can be considered equally trustworthy—the buyer is then

free to choose products that best match his needs.

6.3 Contrast with other incentive-based approaches

Some research in trust and reputation modeling bears similarities to our work. The work of Braynov and

Sandholm (2002) develops a mechanism to protect buyers by attempting to regulate seller behaviour. Under

this incentive-compatible mechanism, the profit maximizing strategy for sellers is to be honest. While the

soundness of the system is established by the authors, it targets a somewhat different marketplace than

most proposals. In the envisioned scenario, each seller declares its degree of trustworthiness; based on

this information, buyers choose sellers. Note that the incentive is designed so that profit is maximized by

truthfully declaringtrustworthiness, rather than necessarily acting in a trustworthy manner. Also, there is a

fairly strong assumption that buyers know the sellers’ costfunctions.

Researchers in peer-to-peer networks, have shown interestin trust and reputation schemes, in order to

address problems like freeloading (where users take advantage of resources without likewise contributing)

and the insertion of useless content (disguised as desirable content) into the system. Some of the proposals

(e.g., Gupta et al., 2003) are superficially similar to Trunits, controlling transactions through the use of

transactional units; these units may even be referred to as ‘trust’. Generally, under such systems units are

gained through the provision of resources, and surrenderedin the consumption of resources—in effect, this is

an exchange process, where the units perform the role of currency more than trust. Such systems may be very

effective in preventing problems such as freeloading, but they do not protect against the sort of vulnerabilities

with which we are concerned.

It should be noted that predictive models, such as those mentioned in Section 6.1, can have an incentive
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effect—if the seller knows he is being modeled, he may act honestly in order to improve his prospects for

future sales. In this case, however, the implicit incentivemay be unclear or difficult to measure, so agent

behaviour may be unpredictable, and safety from vulnerabilities may be difficult to ascertain.

7 Future Work

Trunits makes no attempt to regulate or predict the behaviour of buyers. Operation of the model depends

upon the honesty of buyer feedback, however, assuming the use of a parallel mechanism for eliciting honest

responses. Considering the trustworthiness of buyers is animportant area of future investigation. The ideas

of (Jurca and Faltings, 2003) may be especially valuable here, as they constitute methods to promote buyer

honesty, to complement our current work promoting seller honesty.

As noted, Commodity Trunits provides some protection against ballot stuffing, but is not resistant to

other forms of collusive attack. Collusion is a problem to which most (if not all) current trust and reputation

systems are vulnerable, and is a central issue for future research. Incorporation of a system to ensure the

honesty of buyers, as noted above, may provide protection against collusion; such integration/expansion of

the system must be carefully conducted to ensure that honesty is clearly profit-maximizing. Additionally,

exploration of variable rewards may be fruitful. For example, rewards might be reduced for reviews from

new reviewers (as by Zacharia et al. (1999)), or for repeatedreviews by the same reviewer (as by eBay, Inc.

(2007); Zacharia et al. (1999)).

As presented, Trunits is a centralized model. There is nothing about the mathematics of the model that

necessitates centralization, however. The possibility exists for a decentralized implementation in which trunit

balances are stored locally for each seller, and updated as transactions occur. Such an implementation would

require secure storage and update of trunit balances; a cryptographic scheme such as that used in Gupta et al.

(2003) might permit this.

8 Conclusion

Trunits is a novel trust model for electronic marketplaces,which seeks to ensure rather than predict the

trustworthiness of participants. The Basic Trunits system, under which trunits are assigned to a specific trader
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and are not transferable, has a number of attractive characteristics. It provides clear incentives for honesty,

which can be measured and verified by both system designers/operators and market participants; this serves

as a basis for rational (and predictable) behaviour on the part of agents. Basic Trunits provides solutions to

a number of important vulnerabilities, including reputation lag, value imbalance, and re-entry. Basic Trunits

is computationally simple; further, decision making is extremely simple for buyers (in determining whether

to trust a seller) and sellers (in determining whether or notto cheat). Basic Trunits is egalitarian, in that

all buyers receive equal protection regardless of their experience, and all sellers with sufficient trunits are

considered equally trustworthy, regardless of the length of their history.

While Basic Trunits is an important step towards secure trust models, it has certain limitations. In

particular, it provides no protection against collusion, and is subject to the surplus trust and exit problems.

It also provides no single solution to the start-up problem,the question of how an agent acquires an initial

quantity of trunits.

Commodity Trunits is an extension of Basic Trunits, one in which agents are permitted to buy and sell

trunits. Commodity Trunits retains many of the characteristics of Basic Trunits, while providing important

enhancements. Commodity Trunits remedies the start-up problem, by allowing agents to purchase trunits

at start-up. Commodity Trunits alleviates concerns of artificially constrained trading volume—any time an

agent has insufficient trunits, it can purchase the requiredquantity. Commodity Trunits provides a solution to

the important exit problem, where an agent who is leaving themarket can cheat freely. Similarly, Commodity

Trunits provides a remedy to the surplus trust problem, in which an agent can use surplus trust beyond its

routine needs to cheat. Commodity Trunits also provides protection from an important form of collusion,

ballot stuffing. Commodity Trunits provides seamless handling of traders with both short-term and long-term

market presences, ensuring honesty in both cases.

The security of Commodity Trunits depends on the ability to maintain a price of trunits higher than the

value that can be gained by using them to cheat. Simulation verified that it was possible to maintain this

price relationship; in fact, Trunit marketplaces were shown to be stable and sustainable over the long term,

fostering a thriving and safe trading environment.

This research constitutes important progress towards providing secure trust and reputation models, a

direction we feel is important to promote broad participation in electronic marketplaces.
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Appendix A Safety in the general case

Consider the general case, where a seller can freely engage in multiple transactions, with arbitrary timing.

As described in Section 5,b and r can vary, and sellers can hold and trade trunits freely. We outline an

inductive proof of safety onn, the number of transactions engaged in by a seller (aschedule).

Base case: Any single transaction,n = 1. Any seller faced with a single transaction (requiringτ trunits)

has three choices: execute the sale honestly, cheat, or forsake the sale and instead honestly sell his trunits.

We consider the latter two options here, addressing the firstafterwards.

A sale may be covered with existing trunits, and/or purchased ones. Letτh be the number of existing

trunits used for the transaction, andτp the number that are purchased, soτ = τh+ τp. If the agent cheats,

he gains (at most)rτ = r(τp + τh), and incurs a cost ofbτp to purchase the trunits. If he simply sells his

trunits instead of engaging in the transaction, he gainsbτh. Honestly selling the trunits is more profitable if

r(τp+τh)−bτp < bτh, simplifying tor < b. Since this is true by assumption, then for any single transaction,

forgoing the sale and selling the trunits honestly is more profitable than cheating.

While cheating minimizes profit, will the agents want to engage in actual sales whenb can vary? Con-

sider the case where an agent must purchaseτ trunits to engage in a sale. He can purchase the trunits at

price bstart, and any remaining trunits can be sold at pricebend. His profit for a single transaction, then is

(1− c)rτ +bend(1+ p)τ −bstartτ . Since a seller would likely only engage in a sale if his anticipated profit

is greater than 0, we set the inequality 0< (1−c)rτ +bend(1+ p)τ −bstartτ . Ideally, all traders should wish

to engage in sales, so we setc= 1, the maximum cost ratio. Simplifying, this yieldsbstart
bend

< (1+ p), that is,

the rate of decrease in trunit prices (per transaction duration) cannot exceed the premium for honesty. As
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discussed, in our simulation, this condition was never violated: agents always found it profitable to engage

in honest sales.

Induction step: Assume that honesty maximizes profit for anyschedule ofn transactions. Consider

an arbitrary schedule of sizen+1. We choose one transaction arbitrarily (i). In the absence ofi, the remaining

set of transactions constitutes a schedule of sizen. The addition ofi to the schedule does not prevent any

other transaction from being executed (or vice versa), since trunits can be purchased. Thus, then transactions

can be executed independently of the execution ofi, and by the induction hypothesis, yields maximum profit

when executed honestly.

Consider now the introduction ofi (with starting timet1) into the schedule. If existing trunits are used

for i, it might deprive a transaction inn (starting at timet2) of some quantity of trunitsτ . This saves the

purchase ofτ trunits at pricebt1, but requires a purchase at pricebt2 to execute the later transaction. The net

impact on profit isτ(bt1 −bt2). In the absence ofi, however, we could simply sell theτ trunits at timet1 and

repurchase the same quantity att2: the net impact on profit isτ(bt1 −bt2), identical to the case where we use

the trunits for transactioni. By similar argument, the holding and disposal of trunits for i has no impact on

the execution or profitability of then transactions, and vice versa.i, then, may be treated simply as a single,

isolated transaction: an instance of our base case. As shownabove, executing the single transaction honestly

maximizes profits. Thus, for any schedule ofn+1 transactions, executing them honestly maximizes profit.

By induction, profit for any schedule of size greater than 0 transactions is maximized by honestly executing

every transaction. It should be noted that whether an agent cheats or not depends on only two parameters:b

andr.

34


