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Abstract

In large electronic marketplaces populated by buying alithgeagents, it is difficult to judge trust-
worthiness. A variety of systems have been proposed to fadpits to find trustworthy partners by learn-
ing to discount or disregard disreputable parties. In thisgs, we present a novel model for providing
safe electronic marketplaces: Commodity Trunits, a sys$kenconsiders trust as a tradable commodity.
In this system, sellers require units of trustiqits) in order to participate in transactions, and risk losing
trunits if they act dishonestly. Sellers can purchase tsumhen needed, and sell excess quantities. We
demonstrate that under Commaodity Trunits, rational seNeill choose to be honest, since this is the
profit maximizing strategy. We also show that Commodity Tiaiprovides protection from a number of
vulnerabilities common in existing trust and reputatiosteyns, e.g., the importaaxit problem where
sellers can cheat without fear of repercussions if theynioht® leave the market. We then present a
simulation that validates the system by demonstratingahmarket operator can manage the trunit mar-
ketplace to ensure sustainability. We conclude with a disicun of the value of Commodity Trunits as a

method for promoting trust in electronic marketplaces.

*This is the pre-peer reviewed version of the following deti¢Trust as a Tradable Commodity: A Foundation for Safetdmic
Marketplaces, Reid Kerr and Robin Cohen, Computationalligence, Volume 26, Number 2, Copyright 2010, Wiley-Blaell),
which has been published in final form at http://www3.intéace.wiley.com/journal/123387568/abstract.



1 Introduction

An important challenge in the development of effective ageiented electronic marketplaces is to model
the trustworthiness of the selling agents, in order to mewuying agents with a basis for avoiding disrep-
utable sellers and for selecting the most promising busipagners. Much research has been conducted into
the notion of trust in a variety of fields, including sociojo@.g., Luhmann, 1979), psychology (e.g., Rotter,
1971), economics (e.g., Williamson, 1993), managemeaqt, (Blayer et al., 1995), etc; cross-disciplinary
surveys include (Gambetta, 1990) and (Rousseau et al.).18@8, we limit our focus to the issue of trust
in multi-agent scenarios, and work applicable to theseaten A variety of such approaches have been
proposed for modeling trust and reputation, including tbe of reinforcement learning for individual buying
agents to determine which sellers are most likely to prottidedemanded quality of goods (e.g., Tran and
Cohen, 2004), the use of probabilistic reasoning to detetttlaen disregard disreputable sellers e.g., (e.g.,
Jgsang and Ismail, 2002) and the use of social networks afethom other buyers, discounting the advice
of less trustworthy agents (e.g., Yu and Singh, 2002; Tetey.,£2006). Unfortunately, the trust and repu-
tation models developed to date still have inherent vulibties that can be exploited by dishonest selling
agents. For example, one important challenge that arighe éxit problem where agents planning to leave
the marketplace can cheat, with little regard for the conerges.

In this paper, we advocate the design of electronic marke#sl where buyers feel protected, because
sellers are inclined to be honest. Our research builds ofrtidts model for trust management in electronic
marketplaces (Kerr and Cohen, 2006), which seeks to enlsereanesty of sellers. Under this model, trust
is treated as units that sellers must possess in order tgengdransactions, and which sellers risk losing
if they fail to satisfy their buyers. This model addressegerss vulnerabilities common to other trust and
reputation systems.

We develop an extension to this model known as Commodity i&wvhere trunits can be bought and
sold within the marketplace. It can be shown that under thisesn, the exit problem is also addressed.
This is demonstrated through theoretical discussion ottmalitions that must be met in the marketplace
to guarantee that rational sellers will not cheat buyingnégyeand through simulations that verify that these
conditions can in fact be assured within e-marketplacelsedbmes more profitable for selling agents to be

honest, even if they plan to leave the marketplace.



The result is a system for addressing trust in electronidketplaces that constitutes an important step

towards providing safety for buying agents.

2 The Trunits Model

In this section, we present a novel model for trust in muétistgsystems, Trunits (Kerr and Cohen, 2006).
Trunits differs from most existing trust models in that iembpts not to predict behaviour, but rather to ensure
good behaviour by making honesty the most profitable styateg

Trunits is inspired by the concept of money. Before the atheérmoney, goods and services were
exchanged by bartering. This placed several limitationsrabe; of particular interest here, traders had to
interact directly, in order to exchange goods. A primarerof money is to overcome these limitations.
Money is an abstract ‘substance’, representing quantifieslue. Money flows in a transaction, mirroring
the flow of value in a barter transaction: the value of the m@t@nds in for the value of a good. Money frees
traders from the requirement for a direct two-way relatiopsvhere goods move in both directions—value
gained from one trader can be ‘spent’ with another (Newl@7,1).

In the large electronic marketplaces with which many redess are concerned, buyers and sellers rarely
meet one another directly; eBay is a typical example. Theratesof direct relationships between traders in
these scenarios prevents trust from forming naturallycé&we seek to overcome the requirement for a direct
relationship—to allow trust gained from one trader to besfgpwith another—it seems natural to consider
the use of abstract trust units, tounits, to play the same basic role in which money has been so stigcess

Trunits was developed with a focus aedvertised pricenarketplaces, in which sellers offer products for
sale, specifying the nature of the good and the price at wihisloffered. Buyers select goods that they wish
to purchase, accepting sellers’ offers. When a sellersraff accepted by a buyer, the seller is obliged to
fulfill the terms of the offer. (This may be viewed as a prom@emore formally as a contract.) We consider
a seller’s failure to fulfill his obligation asheating or dishonesty Cheating would include both the case
where a delivered good does not conform to the seller's genand the case where the seller fails to deliver
a good at all. This perspective follows that taken by othéhens (e.g., Teacy et al., 2006). Conversely, an
honestiransaction is one where a seller fulfills all terms of his agtment.

The movement of money in a transaction mirrors that of the @ibwalue in a direct bartering situation.



Similarly, the flow of trunits should mirror that of trust indirect trading relationship. The two ‘flows’,
however, are fundamentally different in nature. The flow @i in a transaction is an exchange process,
wherein each trader receives something of value, in exehémgproviding the other with something of
value. In contrast, we see the ‘flow’ of trust in a transactsrarisk process, focusing on the buyer’s trust

of the seller as the primary issue:

e Before a buyer will purchase something from a seller, thesbayust have sufficient trust in the seller.
The degree of trust required is dependent on a number ofradhe price of the item is likely a major

one.
e After purchasing the good, the buyer will evaluate it, figlato her expectations.
— Ifthe good met her expectations (i.e., it was at least as gsadas advertised by the seller), then
the seller is likely to gain more of her trust.
— If the good did not meet her expectations, then the sellékadylto lose some of her trust.

Based on this view, we suggest a model that makes use of ethstigs of trust, and in which trust of the

seller is not tied to a specific buyer:

e The seller has some quantity of trunits, representing ahetrust gained from all buyers to date. For
a buyer to consider purchasing something from a seller,ghersnust possess a sufficient degree of

trust, i.e., must hold sufficient trunits. The required nemaf trunits is tied to the price of the good.

e After purchasing the good, the buyer will evaluate it, ig&ato her expectations (i.e., to the claims of
the advertisement).
— If the good met her expectations, then the seller gains saldi@al quantity of trunits.
— If the good did not meet her expectations, then the sell@slssme quantity of trunits.
As a seller executes honest transactions, his trunit balgraws, allowing future profitable transactions.

In contrast, dishonest sales curtail future transactidimgs provides the fundamental incentive for honesty.

The number of trunits gained is proportional to the size efghle. Honest execution of small transactions

INote that this relies on buyers being honest in their feeklahout sellers. We assume a parallel system is used to emsyee
honesty. This issue is discussed further in Section 7.



will allow a seller to continue making small sales, and towgtis sales volume, but will not allow him to
immediately jump to disproportionately large sales forathine has not demonstrated trustworthiness.
Trunits seeks only to ensure the honesty of sellers, witattetnpting to address the behaviour of buyers.
This focus is rooted in the greater vulnerability of buyekseg the common policy that buyers pay before
shipment by the seller. Note that existing proposals (8gllarocas, 2002; Jurca and Faltings, 2003) also
focus on solving one of these two substantially differesties, without significantly addressing the other.
Here, it is intended that Trunits would be used in parallehvei system to protect sellers against potential

dishonesty on the part of buyers.

3 The Basic Trunits Mechanism

With this general model as a foundation, we formalize a bamchanism that builds on the model. This

mechanism uses the notion ofrarket operatorwho is responsible for administering the marketplace. The
operator maintains accounts and trunit balances for eadertrholds trunits in escrow during the course of a
transaction, collects feedback from buyers and updates tralances, etc. We focus on marketplaces where
the market operator is an identifiable entity (e.g., eBay tperating the eBay marketplace); where such an

entity is identifiable, it is considered to be a trusted thiedty?

3.1 Mechanism overview

When an agent wishes to make a sale, we require him to put ugrdityuof trunits to ‘cover’ the sale. These
trunits represent the trust that the seller is risking byagng in a transaction. We require that the number

of trunits risked be directly tied to the value of the trangat using the formula:

[1] T=

=<

whereT is the number of trunitsy is the value (selling price) of the transaction, and the requiredisk

ratio, a (positive) parameter set by the market operator. Thetsrame put into escrow with the market

2Trunits might be implemented as a decentralized (e.g. -ipepeer) system. Under such circumstances, the act\itiehe
market operator must still be performed; we may view the kaipperator’ as the implementer of the system, or simplyhas t
enforcement of rules by the system.



operator, pending completion of the transaction.

Upon completion, if the buyer rates the transaction as igigatory, then the seller loses thgrunits
placed in escrow. If, on the other hand, the buyer rates #msaction as satisfactory, then th&units are
returned to the seller, along with some additional quardftyrunits related to the value of the transaction,

for a total of:
[2] 1+p)T=(1+pY¥

wherep is apremiumor reward of additional trust for acting in an honest manner, a (pasjtparameter set
by the market operator. (It is suggested tpdde less than 1, in order for trust to be harder to earn than it is
to lose (as suggested by Tran and Cohen (2002, 2004)). Wherg, the pt gained for honesty is less than
the 1 lost for dishonesty.) In the basic mechanism presented tleresame values ofandp are used for all
traders and all transactions.

From a buyer’s perspective, no evaluation or computatiaedsiired prior to purchasing to determine
if a seller is trustworthy—if the seller possesses enoughits for a transaction, thdoy definition she is
trustworthyfor that transaction Here, we consider an agent that can be expected to behaestlyoto
be trustworthy® The market operator, who stores the trunits balances, willafiow a transaction to be
executed unless the seller has sufficient trunits; if thedge@ermitted by the operator to be sold, the buyer
is assured that the seller has secured it with sufficienttttuRrom a seller’'s perspective, honesty results in
a growing trunit balance and the ability to engage in moressal the future, while dishonesty will reduce
the potential for future sales. The intention is that trsititemselves will be valued, deriving from the fact

that they enable profitable transactions.

3.1.1 AnExample

To illustrate the mechanics of the system, consider an elkamlipere a seller has 20 trunits, the required
ratior = 5, and the reward ratip = 0.2. By Formula 1, the maximum transaction value that the iselie
coverisV =rt =20x 5= $100.

Suppose now that the seller engages in a sale for a price of $50

3The expectation of honesty is based on the incentive forstgnas explained below.



e By Formula 1, the seller must plade= 3° = 10 trunits in escrow.

o If the buyer is unsatisfied, the seller loses the 10 trunitssicrow. She now has 10 trunits remaining,

meaning that she can now cover transactions with a maximiume e $50.

o If the seller is satisfied, then the seller’s trunits are nedd to her, and she receives an additional
pt = 0.2 x 10 = 2 trunits. She now holds a total of 22 trunits, and can cowansactions with a

maximum value of 2% 5= $110.

3.2  Why a buyer can trust in the system: The incentive for honsty

As noted by Dellarocas (2003a), “sellers care about buyatifack primarily to the extent that they believe
it might affect their future profits.” As discussed abovenésty increases sellers’ trunit balances, and hence
their possible future sales, while dishonesty reduces. bbtits providessomedegree of incentive for hon-
esty; the question must be asked, is it a large enough ire@niVill honesty be the most profitable policy
for sellers, motivating them to make honest choices, ansl diow buyers to trust in them?

The incentive for honesty provided by Basic Trunits can benalestrated by considering any single
arbitrary transactiofi. This transaction may coincide or overlap with other tratisas executed by the
same seller.

A buyer has agreed to purchase a good (for pvicevhereV = rt1). TheT trunits used to cover the sale
are not necessarily the seller’s entire balance, but artrampportion of his balance. The seller now has a
choice to make: cheat, or be honest? We assume that thesalkers his choice based solely on his own
economic motivation—in particular, he is acting alone.tker, we assume that, should the seller engage in
an honest sale, he will have the opportunity to engage indwgales using the trunits returned to him. This
condition is necessary for honesty to be an attractive eh@ie., for the trunits received after being honest to
have value for future transactions); we believe that th&srsasonable assumption, given the assumed large
market size, and the fact that all sellers with sufficiennitsiare considered equally trustworthy under the
model.

If the seller cheats, the maximum profit he can realize frogrstile ig T—where he fails to ship the good

4Note that this proof, considering any arbitraipgletransaction, necessarily ignores issues of collusion-séfier is assumed
to be acting alone. The solution to certain forms of collas®opresented later in this paper.



at all, so he incurs no cost. By cheating, he also loses tiimits. If the seller is honest, he ships the product
and realizes a smaller profit]l — c)rt, wherec is the cost incurred in selling the item, as a fraction of the
sale price. However, after the sale he fiks p)1 trunits returned to him, which can be used to engage in an
additional sal€. Since the seller decides independently for each transewfiether to cheat or be honest, he
can cheat this second buyer—in fact, he need not even haws iteinventory. Cheating this second buyer
returns a profit of 7, and causes the buyer to losérunits, leaving him withpt remaining. The total profit
earned (so far) il —c)rt+r7 = (2—c)rt > rt (sincec < 1). Thus, a rational seller will be honest on the
current transaction, since he can make more money by wdiimtpeat (and earning honest profits in the
interim) than by cheating immediately and destroying theits used to cover the transaction.

This is not meant to imply that the rational seller will chemt the subsequent transactioRather, on
any given transaction, the seller can make more money ihligtdelaying his cheating than by cheating
immediately. It follows that the rational seller will nevelieat, since it always makes sense to engage in ‘just
one more’ honest transaction. Thus, the value that one ra@tby cheating on the subsequent transaction
is actually a lower bound on the profit from future honestdearions using those trunits. We note this lower
bound here because it is direct, and because it would be wb¥@many rational seller, even those whose
computational capacity is limited.

This examination of the incentive provided by Basic Trumhiés been necessarily brief. More detailed

proofs are provided by Kerr and Cohen (2007a,b).

3.3 Other properties

Other noteworthy properties of the Basic Trunits mecharnistiude:

e The mechanism is very simple computationally, particyléor buyers, who do not need to perform

any calculations to determine a seller’s trustworthiness.

e The storage requirements for the mechanism are minimak sirsingle trunit balance is kept for each

seller, and a single record for each transaction in progress

e In many systems, it is clear that trust has an impact on phbilftia(since being trustworthy allows

5To simplify discussion here, we assume that this secongdiion has the same value as the first.



more products to be sold, and/or fetches higher prices fuymts), but it is very difficult to measure
that impact. This complicates many issues, including butitegic decisions by sellers, and buyers’
interpretation of sellers’ histories/reputations. Theibd&runits mechanism allows the value of trust

to be determined with some precision, serving as the basrational decision making.

Basic Trunits has many desirable properties, but also ptesertain limitations. In the next section, we

present an extended model that directly addresses somesef lilmitations.

4 Commodity Trunits

4.1 Motivation

Kerr and Cohen (2006) identified a number of common vulnétigsi in trust and reputation systems, vul-
nerabilities that could be used by a dishonest trader tocomee the security provided by a system. Basic
Trunits provides protection against certain key vulndités, but is still exposed to others. We begin with a
discussion of the problems that Basic Trunits does addi@gsyed by a description of certain vulnerabili-
ties that remain unaddressed. This motivates our developofi€ommodity Trunits as a model that retains

the protections offered by Basic Trunits, while resolvirilges important concerns.

Reputation Lag: Under many systems, there is a delay between the time wheyea bgrees to a pur-
chase, and when the buyer’s feedback is ultimately availaibbther buyers (e.qg., reflected in a reputation
score). During this lag period, a seller might cheat a vilyuanlimited number of buyers before his reputa-
tion is updated to reflect his dishonesty.

The Trunits mechanism deals directly with this vulnerapibly compelling the seller to place trunits
in escrow to cover transactions, forcing him to wait untg tinunits have been returned before he can use
them in another transaction. The Trunits mechanism reggithie rate at which transactions can occur: if the
seller holdst trunits, then the maximum value of transactions he can engeguring one unit of time ist,
regardless of timing or circumstances. In effect, the Teumechanism prevents the use of the ‘same trust’

to support multiple simultaneous transactions.



Value Imbalance: Under some systems, the weight of feedback is not relatdttsite of the transaction.
This may allow a buyer to build reputation through a numbérarfest, small-value sales, then use this good
reputation to cheat on sales of much larger value.

The Trunits mechanism deals directly with this vulnerdapiby basing both the quantity of trunits re-

quired to cover a transaction, and the size of the rewardh@wdlue of the transaction.

Re-entry: In the large electronic markets we consider here, identjtically cannot be established. Under
such circumstances, an agent who has earned a poor repuwatiched this impediment simply by creating
a new user account.

Friedman and Resnick (2001) suggest a solution to dealitigtivé re-entry problem: new entrants to the
market should incur a cost, such that the cost of re-entrgeds the benefit. Dellarocas (2003b) establishes
that in marketplaces with binary feedback mechanisms, dlieypof ‘optimal social efficiency’ is one where
new users begin with the worst possible reputation (i.e.sdme as very disreputable users).

Under Basic Trunits, new and maximally disreputable usexsraated the same, providing no incentive

for re-entry, and consistent with the optimal polfcy.

A new problem: ‘Surplus trust’ The Trunits mechanism, as described here, suffers from enfait
problem: a seller may accumulate trunits beyond what isireduo cover their regular transactions. Such
surplus trunits could be used to cheat buyers, without lgaa&inegative impact on the regular transactions.
For example, consider a seller who has a fixed productioncitgpao he can only sell five items per
week. Assume that the seller has enough trunits to coves aathis rate. Also assume that the trust reward
p = 0.2. For each honest transaction, the seller will get backrtiréts used to cover that transaction, plus a
20% reward. The trunits that were returned are all that igired to cover his future sales as well, since his
production capacity is fixed; this means that the 20% rewsstrictly in excess of his needs. The seller may
now use these surplus trunits to cheat buyers; as long asdsendd spend his original trunits on dishonest

transactions, he will continue to be able to sell his entipction without impediment.

8Under Trunits, a zero trunit balance does not equate toplisability. A seller could have zero trunits available, éample,
because he is a new seller, or because he has lost his tryratgehting. Trunits is focused on making honesty the moditabte
choice for self-interested traders.
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Exit: The analysis provided in Section 3.2 shows that sellersheilhonest. It must be noted, however,
that this analysis is valid only when the seller actually ingentory. If the seller has no items to sell (or more
precisely, willneverhave more items to sell), then he cannot defer cheating thitihext transaction—for a

transaction to occur, it must be a dishonest one. This isstane of the ‘exit problem’, which afflicts most

models of trust/reputation.

There was an additional concern about using Basic Trun#eictronic marketplaces: it was unspecified
how an agent obtains an initial quantity of trunits with whto begin trading. Further, at any given moment,
a seller’s trading volume may be constrained by his avagl#iinits, even if he would fulfill every transaction
honestly. Motivated by the desire to address these isdumxzame clear that a market-based approach might
be desirable. Our proposed extention to Basic Trunits, Codity Trunits, allows agents to buy and sell units
of trust. Itis clear that, if sellers can buy trunits, the sfien of how initial quantities are obtained is resolved.
(If trunits are unavailable from other sellers (e.g., atketstartup), they are created and sold by the market
operator. This issue is discussed in further detail in 8acii2.1)’ Similarly, the issue of restraint of trade
is addressed. Under Basic Trunits, an agent’s sales aredirby his available trunits; under Commodity
Trunits, an agent can simply purchase trunits when moreeayained to cover sales. Moreover, allowing
trust to be traded provides effective protection agairsistirplus trust and exit problems.

In the following sections, we verify the safety of this apgeh, and then discuss its implications for the

system.

4.2 Safety

Commodity Trunits allows the sale of trunits. To ensure thatis safe, some conditions must be established.
Here, we mean that a market is safe for buyers if they are giemtdrom harm due to the actions of dishonest
(rational) sellers.

We denote the selling price of a trunitlasin this section, we assume that all trunits are bought altd so

“Another approach might be the use of secured trunit loanss dlternative is just a special case of our proposal, howeve
where trunits are purchased, then sold back at the same price
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at this price; we relax this constraint later in the paper.&seller to wish to buy a trunit, he must expect to
profit from the purchase (i.e., to increase his net profit feaes). For the seller to make a rational purchase
decision, he must understand both the purchase price, arekgected change in profit.

To furnish a good for sale, the seller will incur some cost. &sume that for a given seller, the cost
is a fraction of the selling price, and is constant for all $ades. Each time a quantity of trunitss used to
cover an honest transaction, the profit on that transactibmev(1— c)V = (1—c)rt. Upon completion of
the transaction, the trunit balance will grow by a factoppfmeaning that1+ p)t trunits are available for
the next transaction. Thus, the profit from a sequen¢ehoinest sales (wheteis referred to as thikorizon),

with initial trunit balancery can be represented as a geometric series:

h—1

[3] Ps, = ;}

At the end of the sequence of honest sales, however, the stllpossesses trunits, which have value. To

| .
(1-0r(1+p) 0= 1-0)rt (%)

determine a lower bound on the value of the trunits, we basecalgulation on the assumption that the
seller uses all left-over trunits to cheat at the end of tlygieace. This serves as a lower bound because the
mechanism permits the seller to cheat at will (if he is wilito sacrifice the trunits), so he can assuredly

achieve at least this level of profit. Thus, we modify Fornfita incorporate this:
1+ph-1
[4] Psg, = (1—C)I‘To <%> +r(1+ p)hTo

(This evaluation method applies in more general cases ds k@l example if a seller were to ‘split’ a
quantity of trunits and use them to secure separate purshtmsr value can be determined by evaluating
each portion separately.)

Let Py, be the profit from one trunit (i.eRsg, whento = 1). For a rational agent to purchase a trunit,
then, his anticipated profit from the trunit must exceed tinelpase price, i.eb < Pr,. A seller can use any
sum of trunitst immediately to cheat, yielding a profit of (because, by Formula 1, a quantityofrunits
can be used to cover a sale of valtie- rt). For the sale of trunits to be safe, it must be the case thasis
more to buy them than can be earned by cheating with themyvaiges the seller could profit by buying

trunits, and then cheating buyers with them immediatelys Téquires thabt > rt, orb > r. Together, this

12



requires that <b <P,

For example, consider a marketplace in which the requirgd ra= 5, the reward for honesty = 0.2,
the seller’s cost to furnish goods= 0.5, and the seller’s horizon= 3 transactiorfs. Suppose the seller has
the opportunity to engage in a sale with a price of 50, thusirggy 10 trunits (by Formula 11 =V /r =
50/5 = 10). Unfortunately, the seller has no trunits availablehéf seller acquired enough trunits to execute
the sale, she might do so honestly or dishonestly.

If the seller were to cheat (maximally), her profit from thdes@excluding the cost of acquiring the
trunits) would be the selling pricé = 50. For the same 10 trunits, using Formula 4 we can deterrhime t

anticipated profit to the seller if she were to purchase thednesngage in honest sales to her horizon:

(1+0.2)°3-1

Psg, = (1—0.5)5(10) ( 53

) +5(1+02)°3=1774

Now, considerb, the price paid to purchase trunits. if< r, sayb = 4, then the seller can purchase
the required trunits fobt = 4(10) = 40. This would allow the seller to earn a profit of 10 by purdhgs
trunits for 40, then immediately cheating on a transactiot rceiving 50. By comparison, lif > r, say 6,
then the seller can purchase the required trunitbfor 6(10) = 60. In this case, the seller loses money by
purchasing trunits to cheat, paying 60 but only taking in\Bhenb > r, the seller will purchase trunits only
if they can be used to engage in an honest transaction.

But will the seller purchase the trunits at all? She will obfyinterested in purchasing the trunits if they
cost less than her anticipated profit over her horizon—1#¥this case, as calculated above. Thus, when

bt < Psg,, i.e.,b(10) < 177.4, orb < 17.74 = P, purchasing trunits is attractive to the seller.

Consider now a seller who has the opportunity to engage iteao$avalueV, making use off trunits.

With these trunits, there are now three choices:

1. Cheat, and realize profit of, while losing thert trunits.

8This discussion may give the impression that honesty is adantageous if the seller plans a sizeable sequence o$thone
transactions. As will be clarified below, the incentive fonlesty exists even for horizons of a single transaction.
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2. Sell the trunits, and realize a profitlof, while relinquishing thea trunits.

3. Act honestly, earningl — c)r1, keeping ther trunits and gaining an additiongir trunits, for a total
of (14 p)T. These trunits can then be used in one of three ways: cheattare ftransaction(s), sell
the trunits, or engage in future honest transaction(s).ohopare the profitability of the original three
actions, however, we need only consider one of these optginse trunits can be sold at pribethe
seller can earn at least this much with the remaining truiiite (14 p)1 trunits will fetchb(1+ p)t

on the market. The total profit in this case, thenlis- c)rt +b(1+ p)T.

Sinceb > r, bt > rt1; selling the trunits is more profitable than cheating. Sioeel andp is positive,
(1—c)rt+b(1+p)t > b(1+ p)T > bt > r1, so engaging in an honest sale is also more profitable than
cheating. Cheating, then, is the profit minimizing choideeré is an economic incentive to be honest even
with the introduction of trunit sales. For any single trasi&mn then, a rational seller will choose to be honest,
since this is the profit maximizing strategy. Note, too, thaessc and p have their maximum and minimum
values (1 and 0) respectivelyl — c)rt + b(1+ p)T > bt, meaning that engaging in honest sales is more
profitable than simply selling trunits—agents are encoedlaty engage in honest sales. This is equally true
for a seller who has built trunits over a long history of hdrsades, and one who has simply purchased trunits
for immediate use.

Honesty continues to be the most profitable policy for sellarthe more general case, where sellers’
strategies can consist of schedules of multiple transas;tios allowed to change over time (as suggested in
the next section), etc. An outline of this proof is providexba appendix.

One critical point must be noted. If the seller has no furth@ods to sell, engaging in honest trades is
not possible. Without the ability to sell trunits, his onjyrdfitable) option was to cheat with the remaining
trunits. Now, there is another choice. Moreover, it is mamafifable to sell the trunits than to use them to

cheat—the exit and surplus trust problems have disappeared

Commodity Trunits provides an incentive for honesty—nadibosellers choose to behave honestly be-
cause it benefits them. Beyond the loss of trunits, Commalitmits does not directly punish dishonest
sellers in other ways (e.g., banning them from the markegplanodifying/censoring their product offers,

etc.). Thus, if an irrational seller (with sufficient trusjitwishes to cheat, he is not directly prevented from
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doing so. Such irrational acts will result in financial los$er the the seller, in the form of lost future sales
and the lost revenue from selling the trunits. Repeated le&dviour results in repeated losses of trunits,
i.e., mounting financial losses. Further, sustaining aepatbf consistently bad behaviour will require the
seller to repeatedly acquire new trunits, which in turn wabjuire the continual input of money by the seller.
It follows that finite financial resources, and alternatesuse the money, should curtail dishonesty even by
irrational agents. Beyond this, if those administeringritegketplace are concerned about large numbers of
irrational sellers, additional protections might be added)., the use of an escrow service for sellers who
are repeatedly dishonest, increasing trunit penaltiesdtier with large numbers of defaults, banning bad

sellers, etc.

4.3 Comparison to Bonds

Trunits may initially appear to be equivalent to a systemsihg cash bonds to secure transactions: under
bonding, money is used to secure a sale, and the seller letaadney if he does not fulfill his obligations. In
fact, Trunits does share some characteristics of suchamystis worth noting that similarity to bonds is not

a flaw; bonds are quite powerful in inducing honest behaviBather, we acknowledge some key practical
limitations of a bonding system, while noting some of the amtant features of Commaodity Trunits.

First, a bond is money. A trunit is a commaodity, one that mapbeght and sold. In effect, a trunit is a
license that allows the seller to engage in sales of updollars at a time. Trunits can be freely created or
destroyed by the market operator, while cash cannot (oridmmi!) be.

Second, in the case of cash bonds, something must be donéheitash in the event the seller cheats.
The problem here is that whoever receives this cash, whetleket operator or buyer, has an incentive
to treat the seller unfairly. Fairness would require adbitn of alleged cheating incidents, which is not
practical for large electronic marketplaces. In contrastce trunits that are ‘lost’ by the seller are simply
destroyed by the market operator (and have no value to himajetis no such problem under the Trunits
model.

Third, honest transactions allow the seller to grow hisitrbalance substantially via the reward for
honesty, which allows for increasing sales levels (dekré&ir both seller, and market operator). This is not

possible under bonding without the input of additional fein&@ignificant capital outlay is required only if
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the seller wishes to ‘jump-start’ his sales volume, rathantactually building trust.

This last point highlights an interesting property of thectmanism. While long-term traders can build
trust, for traders who wish to conduct small numbers of sdlessystem is very similar to bonding. This is
quite positive, in fact. Most trust/reputation systems eniklifficult for a short-term seller to effectively sell
goods (or get full value for them) because his reputatiomdeuveloped. Using the best known example, un-
der the eBay feedback system (eBay, Inc., 2007), selletsegitablished histories (obvious from their high
feedback scores) are strongly preferred over new sellei@acharia et al., 1999), new sellers are intention-
ally treated as equivalent to disreputable ones, in ordprdeent agents from shedding bad reputations by
creating new user accounts. Moreover, if a system does allmiv new participants to sell effectively, it is
very difficult to ensure they will be honest, given their ghterm focus. The method presented here over-
comes these obstacles as well as a cash-bond system, boipistes this seamlessly within the context of

a system that allows traders to build trust/reputation tivedong term.

5 Validating the market for trust

The safety of Commodity Trunits hinges on a key requiremiait the price of trunit exceeds the required
ratior. In this section we establish that, while non-trivial, thégjuirement can be maintained.

The proposed mechanism is dependent on sellers being dinlg tnd sell trunits whenever they want;
otherwise a seller with too few trunits may lose out on sabesyorse, a seller with too many trunits may
cheat with them. If agents are restricted to trading trumitly with the market operator, agents may wish to
sell more trunits than the operator can afford to purchasealse of the growth in trunit balances due to the
premium for honesty. Instead, we look to the other obviousiagi—allowing traders to sell trunits to one
another as well. Note that the direct sale of trunits from agent to another is numerically equivalent (and
equally safe) to the sale from the first agent to the opergtihoywed by a purchase by the second agent from
the operator at the same price.

Although it is safe for agents to buy and sell trunits whbre r, unfortunately this condition is not
guaranteed when we allow free buying and selling of trumt®g agents. The problem is essentially one
of economics.

Trunits are created when honest sales occur, and destrgyeliehting. In a properly functioning mar-
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ketplace, growth through trunit creation will exceed theslérom cheating. This suggests a growing trunit
supply.

Trunits are required to cover each sale made. Over time,eagallime of sales increases (via entry of
new traders, or increased activity per trader), the numbgunits required to support this activity will rise.
This suggests increasing demand.

It is a fundamental principle of microeconomics that theahak between supply and demand will deter-
mine the price of a good in a competitive market. Consider e&etplace with a current equilibrium trunit
price ofb, and whereb > r (i.e., at present, the required safety property holds)hdfincrease in demand
outpaces the increase in supply, thewill rise. If supply growth outpaces that of demand, howelewill
drop. Over timep may fall belowr—cheating may become more profitable than honesty.

To prevent this, the operator might simply try to enforce aimum price. Unfortunately, enforcing a
price above the natural equilibrium results in a surpluserghmore agents wish to sell trunits than wish to
buy them (and thus, encourages cheating). Instead, we grwpbotechniques. First, our operator buys up
excess trunits in the marketplace, to the degree possiza ¢he revenue taken in to that point. Second, the

fixed required ratia is no longer enforced. These two techniques are detaildteifollowing sections.

5.1 A free market for trust

As priceb floats, it is natural to consider allowing the ratito be determined by the market as well. Sellers
would be free to offer any price/trunit combination theyided, and buyers could decide how many trunits
would be required for them to consider a transaction safe.

Consider again the scenario where supply growth outswigpewth in demand, to the point where
b <r. Here, we would expect to see a surge in cheating in the nmalcet This is likely to have two
consequences. First, buyers are likely to increase thédrdamanded to enter into a transaction, so that
they feel safer making purchasdsu(it inflation). Sincet = ¥ (andV is determined by the good sold),
increasingrt lowersr, pushing it towards safety. At the same time, increasedttraquirements mean that
sellers need more trunits—as demand increases, sdddéese two effects work to restope> r.

Ideally, however, we would prefer that agents be able to attaphanging market conditions without

actually experiencing (or committing) acts of cheatinge Tinarket operator (who maintains trunit balances
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for traders, and hence has access to details on trunit jradesielp to ensure this by providing information
to agents—in particular, ecommended safe ratioThis allows the market operator to influencandb

significantly, and also relieves agents of the burden of isioguand processing the data themselves.

5.2 Simulation

The use of simulation to investigate economic markets hasaliistory (e.g., Naylor, 1971). To investigate
the feasibility of maintaining the required safety progeart a marketplace, we ran extensive simulations
under a well-defined scenario. Our simulation method andnfiysdare detailed in this section.

As outlined above, the trunit prideand required ratio were allowed to float. An active market operator
bought and sold trunits (as described below), and recometeadafe ratio to buyers. For simplicity, buyers
faithfully adhere to the recommended ratio. Under thesmuoistances, evaluation of the method is simpli-
fied. If the market operator can set any required ratize can always ensure thak b, as long ad > 0; if
b reaches zero, then cheating cannot be less profitable tmasthpselling trunits, so the market has failed.

Since trunits are only used by sellers, buyers influence the pf trunits in two important waysi)
through the purchases that they seek to make, which requirgst to cover themi) through the quantity of
trunits that they demand in order to cover a sale. To studyittpricing, then, sales of goods to buyers can
be modeled using simple frequencies/rates of sales. Siecaperator sets we need not considéiras part
of a buyer model.

Each selling agent is modeled using a variety of paramatesisiding the following noteworthy values:

e The price for which it sells its good¥§. This is a fixed, advertised price, which is randomly chosen

from a uniform distribution with range [1, 100].

e The costincurred by the agent in selling its googs4s a fraction of selling price. This is drawn from

a normal distribution, with mean of 0.5.

e The initial rate of sale, expressed in sales per day. Thisae from a uniform distribution, with

range [1, 10].

e The rate of change in the agents’ sales volume. This is expdeas an annual percentage change; it

is drawn from a normal distribution, with the mean specifigdah input parameter to the simulation.
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The rate of change may be positive or negative.

e The probability that the agent will decide to exit the markghis is a fixed probability for all agents,
specified as an input parameter and expressed as the fratetiers who will leave the market per

year.

e The agent’s conservatism, drawn from a uniform distributidgth range [0.5, 1]. This reflects differing
temperaments that agents might have, in terms of the defjcstainty they require before taking a
‘risky’ action. For example, an agent with a conservatisn@.@fwill sell surplus trunits today unless

there is at least a 70% chance that the price will be higherfatuae day within his horizon.

e The agent’s horizon, the number of days he looks into therdutvhen deciding whether or not to

buy/sell trunits today. Horizons are drawn from a uniforrstdbution with range [1,10].

Selling agents forecasted future trunit prices using =joa analysis. Uncertainty was incorporated
using prediction intervals based on each agent’s level mdevatism. Our agents’ behaviour, then, consists

of the four following rules:

1. Buy for current need: If trunits are needed for the current day to execute salgsthase trunits if it
is profitable to do so, considering both the acquisition ewst forecast selling price of the trunits at

completion of the transaction.

2. Buy for future need: Beyond any trunits bought for the current day, if the agemteeis to need
additional trunits within its horizon, purchase those tisitoday unless the agent expects that the

price of trunits will be cheaper within its horizon.

3. Sell surplus: If an agent has surplus trunits beyond its expected neelishgse trunits unless the

agent expects that the price will be higher within its homizo

4. Speculative salelf an agent has trunits that it does not need today, but migédlin future, sell these

trunits if it is expected that they can be repurchased far\athin the horizon.

We believe that this model is sufficient to establish the ilitghof a trunit marketplace—agents prefer to

hold trunits as price increases, and not to hold them as gacesases.
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5.2.1 Simulation execution

Here, we briefly outline the simulation execution. The dorabf a transaction (i.e., the time between the
initial sale, and the trunits being returned to the sellethim case of an honest sale) was 14 days. Sellers
joined and left the market each day, and new sales for eante a&ller were randomly determined. Based
on the number of new sales and its forecast of future parametach agent determined its trading strategy
(i.e., the prices and quantities at which it would buy/sédlased on this, the equilibrium price that balances
supply and demand for trunits was determined, and trurdesavere executed at these prices. (This method
is a simplification, based on microeconomic theory, usetbatsof developing a full bid-ask marketplace.)
Subsequently, sales of goods to buyers are executed.

Agents require trunits to conduct sales. Scarcity of tewibuld constrain sales, which is likely undesir-
able. Additionally, serious trunit shortages may resuffpikes in trunit prices, trunit speculation, and so on.
While trunits are a commaodity, we note that: a) they can belyrereated by the operator; b) that instability
in the (trunit) marketplace is undesirable, since it addmmexity and risk for traders. Thus, the market
operator creates and sells trunits whenever insufficiemits are available to prevent jumps in price. This
includes the situation of market start-up—initial quaasitare available from the operator.

Trunit growth may cause trunit prices to fall. Prices thaigtoo quickly are problematic, for several
reasons. First, if prices are dropping dramatically, itlmiigot be profitable for agents to engage in sales at
all: the gross profit from the sale might be less than the lssried by buying trunits and then selling them
at a dramatically lower price. Moreover, the velocity of adlfly dropping price increases the danger that
prices may crash entirely, reaching zero.

Ensuring that prices do not drop at an inappropriate ratatgypa matter of setting market parameters
properly. If trunit growth does not greatly exceed actuddsgrowth in the marketplace, prices should not
drop precipitously. (The interplay of market parametex@mined in our simulation results, below.)

Beyond this, the market operator can also moderate priceases by purchasing trunits, ‘mopping up’
excess supply. Given that the operator can take in revepoetfunit sales, such policies may be necessary
to inspire the confidence of market participants: the pdiwephat the operator is profiting from trunit sales
might undermine his credibility in administering the syste~or this reason, we would recommend that the

market operator’s role be performed with complete trarespayr to participants. To ensure that the operator
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Figure 1: A single simulation run

does not run a deficit, however, the ability to purchase tsusilimited by the amount of revenue taken in

previously by creating and selling trunits.

5.3 Simulation results

Initially, we sought to answer two questions: a) Is it polsito sustain a long-term market for trunits?
b) How will prices change over time in such a marketplace? Mewar these questions, we experimented
with parameter values in ranges that we intuitively congideo be reasonable. The results of one such
representative run are depicted in Figure 1, to illustradeket operation. (Aggregate results over numerous
runs are presented later in this section.) In this simulatiee market was in operation for 10,000 days (more
than 27 years). The rate of growth in the number of agents etaat20% per year, the average growth in
agents’ sales volumes was 10% per year, the rate at whichsagehthe market was 10% per year, gnd

was set to 0.2.

The market price of trunitb never reached zero over the span of 10,000 daysparaver fell below the
required ratic—cheating was never more profitable than honesty. This cosfine existence of sustainable

trunit marketplace$.

90ver the long term, trunit prices fall to levels at which thues can be cumbersome for participants. For conveniémirets
can be ‘merged’ when prices are low, in the same manner thektstindergo ‘reverse splits’ when prices are low.
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Figure 2: Market sustainability

Note that price drops in a stable, predictable manner. Btdesirable, since it makes it easier for agents
to predict future prices. The ability to make accurate miaois makes the market safer, and hence more
attractive, to sellers. Further, as this market would carito run beyond 10,000 days, the pattern suggests
that prices would continue to drop but remain above zeraalfyirprices appear to drop very quickly, to very
low levels. This might initially seem to be troubling: agembhay not want to invest in trunits, since quickly
dropping prices mean lost value for those holding the tsuriitis worth reiterating, however, that this chart
depicts more than 27 years; price decreases are not as fastyamay appear. More importantly, these
dropping prices are factored into the agents’ profit cattaia and decision making—they did not consider
the rate of decrease in prices a deterrent, and continuad/timunits and execute sales. This means that they

still found it profitable to operate in the markeét.

5.3.1 Investigating the impact of market parameters

The results above verify that scenarios exist under whighgbssible to manage a sustainable marketplace

for trunits, one that preserves the incentive for honestypniFhere, we investigated the range of market

10This may seem trivial, that a growth rate of 20% in trunit} & offset by a net positive growth in the marketplace attivi

Note, however, that while the market growth parameteraarneialrates, trunits can grow by 20% every 14 days (i.e., the durati
of a transaction.)
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parameters for which we could expect a market to succeed rfigintainb > 0). We focused our study
on parameters most likely to effect supply and demand, andehprice. We tested all combinations of the
following parameter values: the premium for honept{0.05, 0.2, 0.5, 0.8), the rates at which sellers join
(0%, 25%, 50%) and leave (0%, 25%, 50%, 75%) the market, amé\hrage rate of change in existing
agents’ sales{25%, 0%, 25%, 50%). For each combination of parameter valiissimulations were run,

to determine the fraction of trials in which the marketplages successfully sustained. For presentation, we
have consolidated the parameters impacting sales volumteam approximate composite growth rate. For
example, rates of agent growth of 25%, change in sales of a@%agents exiting of 25% are reflected in
the chart as an approximate composite growth rate of 288%— 25% = 50%. All trials with the same
composite growth rate (regardless of differing specifiapsater values) have been aggregated in the results
depicted in Figure 2. Simulations began with 100 sellerd,ran for 10 years (3650 days); the figure depicts
the percentage of trials for which the market was succdgssuktained.

We expected that market failures might result from high @alafp (since trunit creation enhances sup-
ply) and for low rates of market growth (since lower saleswmés result in lower demand). Our expectations
were confirmed to be correct: relatively high valuespd.5, 0.8) resulted in relatively low success rates,
particularly at negative rates of market growth. More readde premium rates resulted in markets that were
sustainable with very high probability: at= 0.05, markets were sustainable in 100% of cases for even the
lowest positive growth rate tested. Even in conditions ofkabstagnation or declingy values of 0.05 and
0.2 were sustainable in over 90% of trials. It is expected liwaer values ofp would yield even higher
success rates. These results match the intuition thatsinestiid grow slowly, as each agent demonstrates its
trustworthiness.

We note two important points here. First, an operator mag wagrovide significant rewards for honesty,
yet be concerned about possible future conditions of slegdtive market growth. The operator, then, can
adjustp if necessary depending on observed market conditionssto@sarket sustainability. Second, rates
of success decline for highly negative growth rates. We ssigpat if a market is in a state of rapid decline,
issues beyond the trust model demand the attention of thatope

In short, for a range of realistic market conditions, trundrketplaces are sustainable.
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6 Discussion

6.1 Addressing vulnerabilities

Several models for addressing trust in electronic markegd can be seen as predictive: the future (un)trust-
worthy behaviour of partners is learned in order to avoidiscalnt less desirable business partners (e.g.,
Jgsang and Ismail, 2002; Teacy et al., 2006; Tran and Col@®4,; Xu and Singh, 2002). Kerr and Co-
hen (2007a,b) discuss the vulnerabilities faced by thesgetapwhere agents are dishonest in ways that
are strategic, but difficult to predict. In contrast, Comitydrunits offers important protections against
vulnerabilities, when agents act rationally.

Commodity Trunits provides the same protection againgitegipn lag, value imbalance, and re-entry
as Basic Trunits. Moreover, Commodity Trunits offers a 8otuto the exit problem—a seller earns more
money by honestly selling trunits than by using them to chElae closely relatedurplus trustproblem also
disappears: if a seller accumulates more trust than refjtireover his predictable periodic transactions,
they can likewise be sold.

Trunits does not regulate the behaviour of buyers. As stidogs not yet (on its own) provide complete
protection against some collusive attacks involving bailidos and sellers. One such attack, that of bad-
mouthing, involves buyers giving false negative reviewa séller, in order to damage that seller’s reputation.
A typical goal of such an attack is to improve the chances afrapetitor (i.e., part of the coalition) of win-
ning sales, at the expense of the target. Trunits, alongida® no protection for sellers from bad-mouthing.
Note, however, that bad-mouthing will not directly undemmithe stability of the market for trunits—bad-
mouthing artificially destroys trunits, reducing avaiklsiupply, which will exert upward pressure on trunit
prices.

A valuable property of Commodity Trunits, however, is thgtriovides protection against an important
form of collusion: ballot-stuffing where fabricated positive ratings are used to artificiafiate reputations,
in order to increase sales. Bhattacharjee and Goel (20@g)estthat ballot-stuffing can be discouraged if
transaction costs (e.g., commissions) are larger tharxjterted gain from the activity. Let a selling agent’s
Cost ratioc = Coe + Cse, Wherecye includes all operating costs in furnishing the good for satelcge is the

selling expense (in particular, commission.) A ballot Bihgf transaction requiring trunits would return
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a premium ofpt trunits, but incurs only the selling expensdégse = rtcse TO Simply purchase the same
quantity of trunits would codbpr.

Ballot stuffing is unattractive, then, it cse > bpt, orrcse > bp. Since the operator can exert control over
r (as explained above), he can maintaig kb for some constarit, where 0< k < 1. Thus,kbge > bp, or
kcse > p. Since the market operator controls both the premium anddhemission rate, they can be set to
make ballot-stuffing unprofitable, but this requires that> p. (A ratio that only approaches this inequality
may still discourage the activity.)

The result above shows that a rational seller, trying to aofit within the market, will not ballot-stuff
when market parameters are set appropriately: he makesmuorey by not doing so. Another possibility,
however, is that an attacker might wish to cause the truniketao fail. Ballot-stuffing, by artificially
creating trunits, might increase supply, exerting dowmy@essure on prices. If enough such pressure were
applied, the market might crash.

Note, however, that when market parameters are set as sgpeaifove, the market operator can effec-
tively prevent this from succeeding. As noted above, theevalf the trunits acquired in a ballot-stuffing
transaction is less than the cost of the commission paicetoplerator. This means that for every quantity of
trunits created by ballot-stuffing, the operator gains sigffit revenue to buy it back when it is dumped on
the market! Thus, the attacker cannot create more trunits via balidfist) than the operator can afford to
purchase.

To verify this, we conducted another set of experiments wiagtackers aggressively attempted to crash
the market by engaging in massive ballot-stuffing for a meabtime to build trunits, then dumping all of
their trunits abruptly on the market. Trails were run with thllowing parameters: quantity of ballot-stuffing
equal to{50%, 100% of the total legitimate sales in the marketplace, and dugpiccurring after 5%,
50%, 75% of the duration of the simulation run. All combinations of#fe values were tested, against
all combinations of the parameter values specified in Sedi@ (except thap was set at 0.015 and the
commission rate at 0.2, to satisfy the requirements notedeap The operator cannot tell which sales are
ballot-stuffing and which are legitimate, so simply boughtunits as necessary to maintain market stability.

In every such run, the attackers were unsuccessful in aatissnmarketplace to fail—the operator was

11This revenue will be sufficient to purchase the trunits apaihts in the future, as long as trunit prices do not increAsanoted
in Section 5.2.1, the operator creates trunits as requiredelvent price jumps.
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always able to maintain stability. This confirms the robastof the trunits marketplace in the face of
ballot-stuffing.

It may appear that under this system, the market operatdntmigf earn legitimate profits for running
the marketplace: operational revenue (commissions) wilkaten up buying trunits resulting from ballot-
stuffing. Note, however, that only the commissions fromdiedtuffing transactions (i.e., revenue that would
not have existed in the absence of ballot-stuffing) are reduo buy back ballot-stuffing trunits. Commis-
sions earned by legitimate transactions can be realizetbéis p

While this shows that Commodity Trunits, even on its own, paovide some security against ballot-
stuffing, we hasten to note that much stronger protectiomttig realized. Ballot-stuffing relies on collusion
between buyers and sellers; the integration of a systermiarrang buyer honesty will provide substantially

improved protection.

6.2 Desirable marketplace properties

Under Commodity Trunits, buyers only trade with sellers wlwge sufficient trunit balances, with no further

modeling required. This contrasts with trust and reputatimdeling systems (e.g., the work of Teacy et al.
(2006); Tran and Cohen (2004); Yu and Singh (2002)) thaktsatlers and develop methods to determine
which ones are sufficiently reputable. One important cattrdoerefore, is the amount of computational
effort required for these systems.

At the same same time, Trunits is very egalitarian in itstinest of sellers. It should be noted that where
the same risk-ratio applies to all traders, a seller cannot use a large trurdtrical to make its offering more
attractive than that of other sellers; any seller with sigfittrunits to cover a transaction can compete. In
fact, a new and an established seller competing for a sdlbeviteated equally if they have enough trunits to
cover the sale, regardless of their total accumulatedtthat@nces. In contrast, many models (such as BRS
(Jgsang and Ismail, 2002) and TRAVOS (Teacy et al., 20063 touyers with longer histories differently
than those with shorter histories, even if they have beergtomith the same relative frequency.

Similarly, we consider it to be desirable for every buyerhe system to be equally protected. If new

participants are more vulnerable than established bugstsi@r example, in models where buyers rely on
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direct experience to choose trustworthy partners), it eamesas a disincentive for new buyers to enter the
market. Under Trunits, a seller’s ability to engage in a ssldetermined by that seller’s trunit balance,
regardless of the identity of the buyer—every buyer recetiie same degree of protection.

Beyond the egalitarianism, there are other advantagesuf@rb as well. When different sellers have
different degrees of trustworthiness, a buyer may feel @ieg to chose the ‘most trustworthy’ seller, even
if that seller’s good does not match his preferences as wealha offered by a less trustworthy seller. Under
Trunits, however, each agent with sufficient trunits candiesered equally trustworthy—the buyer is then

free to choose products that best match his needs.

6.3 Contrast with other incentive-based approaches

Some research in trust and reputation modeling bears sitigitato our work. The work of Braynov and
Sandholm (2002) develops a mechanism to protect buyergdayating to regulate seller behaviour. Under
this incentive-compatible mechanism, the profit maxingztrategy for sellers is to be honest. While the
soundness of the system is established by the authorsgétsaa somewhat different marketplace than
most proposals. In the envisioned scenario, each selldardscits degree of trustworthiness; based on
this information, buyers choose sellers. Note that thentiee is designed so that profit is maximized by
truthfully declaringtrustworthiness, rather than necessarily acting in awishy manner. Also, there is a
fairly strong assumption that buyers know the sellers’ tasttions.

Researchers in peer-to-peer networks, have shown iniargsist and reputation schemes, in order to
address problems like freeloading (where users take aafyardf resources without likewise contributing)
and the insertion of useless content (disguised as desicalltent) into the system. Some of the proposals
(e.g., Gupta et al., 2003) are superficially similar to Ttsjncontrolling transactions through the use of
transactional units; these units may even be referred towust’: Generally, under such systems units are
gained through the provision of resources, and surrendeitté consumption of resources—in effect, this is
an exchange process, where the units perform the role @y more than trust. Such systems may be very
effective in preventing problems such as freeloading, ey tlo not protect against the sort of vulnerabilities
with which we are concerned.

It should be noted that predictive models, such as thoseiomext in Section 6.1, can have an incentive
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effect—if the seller knows he is being modeled, he may acehtiyi in order to improve his prospects for
future sales. In this case, however, the implicit incentivey be unclear or difficult to measure, so agent

behaviour may be unpredictable, and safety from vulnetigsilmay be difficult to ascertain.

7 Future Work

Trunits makes no attempt to regulate or predict the behawbbuyers. Operation of the model depends
upon the honesty of buyer feedback, however, assuming thefusparallel mechanism for eliciting honest
responses. Considering the trustworthiness of buyers iimportant area of future investigation. The ideas
of (Jurca and Faltings, 2003) may be especially valuable, & they constitute methods to promote buyer
honesty, to complement our current work promoting sellerdsty.

As noted, Commaodity Trunits provides some protection agjaiallot stuffing, but is not resistant to
other forms of collusive attack. Collusion is a problem taahhmost (if not all) current trust and reputation
systems are vulnerable, and is a central issue for futuesarels. Incorporation of a system to ensure the
honesty of buyers, as noted above, may provide protectiamstgcollusion; such integration/expansion of
the system must be carefully conducted to ensure that horgestearly profit-maximizing. Additionally,
exploration of variable rewards may be fruitful. For examplkewards might be reduced for reviews from
new reviewers (as by Zacharia et al. (1999)), or for repeatei@ws by the same reviewer (as by eBay, Inc.
(2007); Zacharia et al. (1999)).

As presented, Trunits is a centralized model. There is ngthbout the mathematics of the model that
necessitates centralization, however. The possibilitstefor a decentralized implementation in which trunit
balances are stored locally for each seller, and updatedrsactions occur. Such an implementation would
require secure storage and update of trunit balances; togngphic scheme such as that used in Gupta et al.

(2003) might permit this.

8 Conclusion

Trunits is a novel trust model for electronic marketplacshjch seeks to ensure rather than predict the

trustworthiness of participants. The Basic Trunits systemader which trunits are assigned to a specific trader
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and are not transferable, has a number of attractive clegistats. It provides clear incentives for honesty,

which can be measured and verified by both system desigperators and market participants; this serves
as a basis for rational (and predictable) behaviour on thiegbagents. Basic Trunits provides solutions to

a number of important vulnerabilities, including reputatiag, value imbalance, and re-entry. Basic Trunits
is computationally simple; further, decision making isrertely simple for buyers (in determining whether

to trust a seller) and sellers (in determining whether ortaatheat). Basic Trunits is egalitarian, in that

all buyers receive equal protection regardless of theieggpce, and all sellers with sufficient trunits are

considered equally trustworthy, regardless of the len§their history.

While Basic Trunits is an important step towards securet tnusdels, it has certain limitations. In
particular, it provides no protection against collusiond @& subject to the surplus trust and exit problems.
It also provides no single solution to the start-up probléme, question of how an agent acquires an initial
quantity of trunits.

Commodity Trunits is an extension of Basic Trunits, one iricktagents are permitted to buy and sell
trunits. Commaodity Trunits retains many of the charactessof Basic Trunits, while providing important
enhancements. Commodity Trunits remedies the start-uplgam by allowing agents to purchase trunits
at start-up. Commodity Trunits alleviates concerns ofiaigily constrained trading volume—any time an
agent has insufficient trunits, it can purchase the requjueahtity. Commodity Trunits provides a solution to
the important exit problem, where an agent who is leavingrtheket can cheat freely. Similarly, Commodity
Trunits provides a remedy to the surplus trust problem, iicivlan agent can use surplus trust beyond its
routine needs to cheat. Commaodity Trunits also providegeption from an important form of collusion,
ballot stuffing. Commodity Trunits provides seamless hiaugddbf traders with both short-term and long-term
market presences, ensuring honesty in both cases.

The security of Commodity Trunits depends on the ability @mtain a price of trunits higher than the
value that can be gained by using them to cheat. Simulatidfiegethat it was possible to maintain this
price relationship; in fact, Trunit marketplaces were shdwbe stable and sustainable over the long term,
fostering a thriving and safe trading environment.

This research constitutes important progress towardsigingv secure trust and reputation models, a

direction we feel is important to promote broad participatin electronic marketplaces.
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Appendix A Safety in the general case

Consider the general case, where a seller can freely engagaliiple transactions, with arbitrary timing.
As described in Section % andr can vary, and sellers can hold and trade trunits freely. Weneuan
inductive proof of safety on, the number of transactions engaged in by a sellsckadulg

Base case: Any single transactiom = 1. Any seller faced with a single transaction (requiringunits)
has three choices: execute the sale honestly, cheat, akétke sale and instead honestly sell his trunits.
We consider the latter two options here, addressing theafitestwards.

A sale may be covered with existing trunits, and/or purctiasges. Letr, be the number of existing
trunits used for the transaction, amglthe number that are purchased,se- 1, + 7. If the agent cheats,
he gains (at most)T = r(1p + 1h), and incurs a cost dit, to purchase the trunits. If he simply sells his
trunits instead of engaging in the transaction, he ghiqs Honestly selling the trunits is more profitable if
r(Tp+ Th) — bty < by, simplifying tor < b. Since this is true by assumption, then for any single tretiea,
forgoing the sale and selling the trunits honestly is moddif@ble than cheating.

While cheating minimizes profit, will the agents want to egigy@ actual sales whdmcan vary? Con-
sider the case where an agent must purclraganits to engage in a sale. He can purchase the trunits at
price bgtart, @and any remaining trunits can be sold at piiggy. His profit for a single transaction, then is
(1—C)rt 4 beng(1+ p)T — bstartT. Since a seller would likely only engage in a sale if his apéited profit
is greater than 0, we set the inequality:@1 — ¢)r 7 + bend(1+ p)T — bsiartT. Ideally, all traders should wish
to engage in sales, so we get 1, the maximum cost ratio. Simplifying, this yieI% < (14 p), that is,

the rate of decrease in trunit prices (per transaction mumatannot exceed the premium for honesty. As
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discussed, in our simulation, this condition was neverat@d: agents always found it profitable to engage
in honest sales.

Induction step: Assume that honesty maximizes profit for anyschedule ofn transactions. Consider
an arbitrary schedule of sizet 1. We choose one transaction arbitrarily (n the absence af the remaining
set of transactions constitutes a schedule of siz€he addition ofi to the schedule does not prevent any
other transaction from being executed (or vice versa)edinmits can be purchased. Thus, thiieansactions
can be executed independently of the execution afid by the induction hypothesis, yields maximum profit
when executed honestly.

Consider now the introduction of(with starting timet;) into the schedule. If existing trunits are used
for i, it might deprive a transaction in (starting at timet,) of some quantity of trunitg. This saves the
purchase of trunits at priceb,, but requires a purchase at priggto execute the later transaction. The net
impact on profit ist (b, —by,). In the absence af however, we could simply sell theetrunits at timet; and
repurchase the same quantitytzatthe net impact on profit is(by, — by, ), identical to the case where we use
the trunits for transaction By similar argument, the holding and disposal of trunitsifbas no impact on
the execution or profitability of the transactions, and vice verdgathen, may be treated simply as a single,
isolated transaction: an instance of our base case. As saloowe, executing the single transaction honestly
maximizes profits. Thus, for any schedulerof 1 transactions, executing them honestly maximizes profit.
By induction, profit for any schedule of size greater thara@sactions is maximized by honestly executing
every transaction. It should be noted that whether an agdrats or not depends on only two parametbrs:

andr.
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