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Abstract. Monitoring aggregates on IP traffic data streams is a compelling appli-
cation for data stream management systems. Often, such streaming aggregation
queries involve joining multiple streams (e.g., streams ofSYN andACK packets)
using temporal join conditions (e.g., within 5 seconds), followed by computa-
tion of aggregates (e.g., COUNT) over temporal tumbling windows (e.g., every 5
minutes). While such a query expression is natural, its evaluation over high speed
IP traffic data streams is infeasible in practice. In this paper, we develop rewrit-
ing techniques for streaming aggregation queries that identify conditions under
which such joins can be optimized away, while providing error bounds for results
of the rewritten queries. The basis of the optimization is a powerful but decidable
theory in which constraints over data streams can be formulated. The result error
bounds are specified as functions of the boundary effects incurred during query
rewriting.

1 Introduction

The phenomenon of data streams is real. In data stream applications, data arrives very
fast and the rate is so high that one may not wish to (or be able to) store all the data.
Yet, the need exists to analyze this data.

The quintessential application seems to be the processing of IP traffic data in the
network (see, e.g., [4, 19]). Routers forward IP packets at great speed, spending typi-
cally a few hundred nanoseconds per packet. Processing the IP packet data for a vari-
ety of monitoring tasks at the speed at which packets are forwarded is an illustrative
example of data stream processing. One can see the need for aggregation queries in
this scenario: to provide simple statistical summaries of the traffic carried by a link,
to identify normal activity vs activity under denial of service attack, etc. Often, such
streaming aggregation queries involve joining multiple streams (or, substreams of the
same packet stream). For example, a common IP network analysis query (to help detect
a type of denial of service attack) is “for every 5 minute interval, report the total num-
ber ofSYN packets in that interval that do not have a matchingACK packet within 5
seconds”. While such a query expression is natural, its exact evaluation would require
the data stream management system to (a) store everySYN packet seen in the stream
until it finds a subsequent matchingACK packet or 5 seconds have elapsed (whichever



is smaller), and (b) match everyACK packet seen in the stream with a previousSYN
packet (within the past 5 seconds). This is infeasible, in practice, both from storage and
computational perspectives, especially over high speed IP traffic data streams.

In this paper, we develop rewriting techniques for streaming aggregation queries
that identify conditions under which such expensive joins can beoptimized away. On
the previous query, the rewritten optimized query is “for every 5 minute interval, report
the difference between the total number ofSYN packets and the total number ofACK
packets in that interval, provided this difference is positive”. Notice that the rewritten
query does not join (i.e., correlate) individualSYN packets with matchingACK packets.
Only the total number ofSYN packets and the total number ofACK packets in each 5
minute interval need to be computed and maintained. This can be done much more
efficiently, by maintaining running totals.

Of course, this optimized query is not necessarily equivalent to the original query.
The reported differences may be lower or higher than the number ofSYN packets in
that interval without matchingACK packets. Intuitively, however, this error cannot be
large under reasonable constraints on the arrival pattern ofSYN andACK packets in
intervals. We generalize these intuitions and make the following contributions in this
paper:

1. We define a powerful but decidable theory in which constraints over data streams
can be formulated. The proposed theory is more powerful than temporal integrity
constraints studied so far; for a more detailed discussion see Sections 3 and 6.

2. We develop approximate rewriting techniques for streaming aggregation queries
that allow elimination of joins based on the above constraints. We show error
bounds for results of the rewritten queries.

3. We present experimental evidence that complements our analytical results, using
real IP data. The experiments show that the query rewrites proposed in the pa-
per improve query performance by more than an order of magnitude, even in an
RDBMS.

The rest of the paper is organized as follows. Section 2 gives a motivating example and
outlines the applications of the technical development in Sections 3 and 4. Section 5
provides experimental results. Related work is presented in Section 6.

2 Motivating Example

We model data streams as relations with a fixed schema in which tuples are timestamped
by the time of arrival in the stream. The timestamp is represented by atime attribute in
the schema of the relations.

In our motivating example we consider a stream of TCP packets, collected on the
fly from, e.g., a network router. Building upon the intuitive example described in the in-
troduction, we consider three of its sub-streams, the sub-stream of the TCPSYN pack-
ets (that originate a TCP connection from a client), the sub-stream of TCPSYN-ACK
packets (that acknowledge the originalSYN packets), and the sub-stream of the corre-
spondingACK packets that complete the 3-way TCP handshake for establishing a TCP
connection. We represent these three sub-streams using three relational schemes,SYN,



SYN-ACK, andACK, with attributesip standing for theIP addresses(for simplicity of
exposition we encapsulate the parts representing the source and destination addresses,
ports, etc., in a single attribute), andtime standing for thetimestamp(the time of arrival
of the tuple, in seconds, in the respective stream). We would like to answer the query

For each5 minute interval, how manySYN packets in that interval have a
matchingSYN-ACK packet, but do not have a matchingACK packet within5
seconds?

This query can be used, e.g., to identify aSYN-flood based DOS attack and can be
formulated (in SQL syntax) over the above schemes as follows:

SELECT tb, count(*) as cnt
FROM SYN s, SYN-ACK sa
WHERE s.ip = sa.ip
AND sa.time >= s.time AND sa.time − s.time <= 5
AND NOT EXISTS

( SELECT *
FROM ACK a
WHERE sa.ip = a.ip AND a.time >= sa.time
AND a.time − sa.time <= 5 )

GROUP BY s.time/300 as tb

However, this query requires executing a rather expensive join and anti-join operations
between the three streams. While many efficient algorithms for implementing joins on
data streams have been proposed [12, 17, 24], at high streaming speeds, such joins be-
came less and less feasible [10].

In this paper, we pursue a more indirect approach to evaluating the above query: we
observe the high degree of collocation of packets along the temporal dimension and use
this observation to replace the above query by the query

SELECT s.tb, min(s.cnt,sa.cnt) − a.cnt as cnt
FROM ( SELECT tb, count(*) as cnt

FROM SYN
GROUP BY time/300 as tb ) s,

( SELECT tb, count(*) as cnt
FROM SYN-ACK
GROUP BY time/300 as tb ) sa

( SELECT tb, count(*) as cnt
FROM ACK
GROUP BY time/300 as tb ) a

WHERE s.tb = sa.tb AND sa.tb = a.tb
AND min(s.cnt,sa.cnt) − a.cnt > 0

Intuitively, the second query simply computes an arithmetic expression over indepen-
dent counts ofSYN, SYN-ACK andACK packets in a 5 minute interval, provided this
difference is positive. This query is vastly preferable from the point of view of efficiency
as it completely eliminates the need for the join operation between individualSYN and



SYN-ACK packets, and the (anti-)join operation between the result of the previous join
operation andACK packets: the three counts can be computed on the fly and theWHERE
condition that equates thetb attributes merely states that every 5 minutes the arithmetic
expression over the counters is computed and the counters are reset.

However, in general, the two queries are not necessarily equivalent (or even close).
Thus, we studyintegrity constraintsthat are satisfied by data streams, that make the
above transformation possible. We observe (and use) the following constraints, which
can be obtained from TCP specifications [14] or using mining techniques [18].

– In theSYN, SYN-ACK andACK streams, theip attribute can serve as an identifier
of a TCP connection (a key) for the duration of a connection (but it is not a key
in general as there may be multiple consecutive connections between a particular
source-destination pair of IP addresses).

– For every normal TCP connection, there is a singleSYN, a singleSYN-ACK, and
a singleACK packet. However, in abnormal circumstances (e.g., in the DOS attack
case) some of these packets (e.g., theACK packet in the DOS attack case) may be
missing.

– TheSYN, SYN-ACK andACK packets belonging to the same TCP flow are tem-
porally collocated in the three streams and appear, say, at most 1 sec apart.

These constraints must have been known (at least intuitively) to the user when formu-
lating theoriginal query, in particular, when specifying the5 second windowfor the
streaming join. Note also, that all the above constraints hold inperfectTCP flows. In
practice, the constraints hold only approximately, i.e., for most parts of the streams. In
the example of TCP flows, this is mainly due to network latencies. There are two ways
to solve this problem:

– use a more complex but precise specification that accounts for the latencies, or
– use more intuitive constraints that are satisfied by most of the stream.

While the first solution may seem preferable from the theoretical point of view, the com-
plexity of developing comprehensive descriptions that account for all possible problems
in, e.g., a network is prohibitive and the computational properties of such theories are
often quite poor.

Continuing with our example, the errors induced by the rewritten query can be
traced to two main sources:

1. Boundary effects: In our example incurred by dividing the time line into 5 minute
buckets and counting independently: the (SYN, SYN-ACK) pairs and (SYN-ACK,
ACK) pairs thatcrossthis boundary are not accounted for. Note that this error can-
not be completely avoided by, e.g., shifting or expanding the 5 minute window for
SYN-ACK andACK packets by a few seconds, as we would incur the same error
for the matching packets that arrive closer together.

2. Approximate satisfaction of integrity constraints: In our setting incurred, e.g.,
by asserting that allACK packets arrive no later that 1 sec after the corresponding
SYN-ACK packet. In practice, due to network delays, this constraint only holds for
the majority of the packets, but not all packets. If, e.g.,ACK packets arrive more



than 5 sec after the correspondingSYN-ACK packets, but are in the same 5 minute
bucket, the andACK packets that arrive too late will not be accounted for in the
original query, but would in the rewritten query.

Note also that these errors cannot be eliminated altogether as theip attribute serves as a
TCP flow identifier for a limited period of time (and thus, on noisy networks, the exact
accounting on lost/superfluous packets is not possible, save reproducing the whole TCP
state machine [14] in the query).

While our main motivation is monitoring networks, the technique is applicable in
many other situations in which properties of a single (conceptual) entity are monitored
at different time instants. For example:

– counting the number of passengers in a subway system: here the streams of events
are theentry andexit times for each passenger. Indeed, the commonly employed
solution that counts independently the entries and exits is justified by the appropri-
ate integrity constraints (e.g., passengers aren’t born in the subway) and our query
rewrites.

– monitoring complex protocols: the technique is not restricted to pairing together
events in network streams. For example, the integrity constraints and query rewrites
can be applied to monitor thetwo-phase commit(2PC) protocol for irregularities,
e.g., for attempts to commit transactions for which one of the participants did not
voteyes.

We next discuss our theory of integrity constraints, before describing how these are
used in our query rewrites in Section 4.

3 Stream Integrity Constraints

For a fixed theory of linearly ordered time we define stream constraints as follows:

Definition 1 (Constraints) Let R1, . . . , Rk, S1, . . . , Sl be predicate symbols (not nec-
essarily distinct), ψ and ψ′ conjunctions of atomic equalities, and ϕ and ϕ′ formulas in
the theory of time. We define stream integrity constraintsto be formulas of the form:

∀t∀x.R1(t1,x1) ∧ . . . ∧Rk(tk,xk) ∧ ϕt ∧ ψx

→


∃t′.ψ′

t,t′ ∧ S1(t′1,y1) ∧ . . . ∧ Sl(t′l,yl)
ψ′

x

ϕ′
t

for y1 ∪ . . . ∪ yl ⊆ x = x1 . . .xk vectors of data variables, t = {t1, . . . , tk}, and
t′ = {t′1, . . . , t′l} to be time variables. The subscripts of the ϕ and ψ formulas in the
constraints indicate the sets of allowable free variables in these formulas.

Given a finite set of constraints Σ and a constraint C, an implication problemΣ |= C
is a question whether C is true in all models of Σ.



The above constraints can be thought of astemporalvariants of functional dependen-
cies and embedded inclusion dependencies. Note however, that the temporal part of the
constraints can use arbitrarily complex formulae in the theory of time—this arrange-
ment makes this approach much more expressive than virtually any temporal integrity
constraints proposed in the literature so far [5, 9, 15]. In the rest of the paper we allow
combining right hand sides of constraints with the same antecedent by conjunction;
this is mere syntactic convenience. We also omit the external universal quantifiers when
presenting integrity constraints.

Example 2 Continuing with our running example, we formally specify the stream con-
straints outlined in Section 2. However, to be able to specify that theip attribute is an
identifier of a TCP flow within a limited time window, we need to extend the schema
of the three streams with an additionalconceptual attributethat stands for the identifier
of TCP flows. Note that theconnection identifierattribute in each of the schemes does
not really exist in TCP flows; it is solely used for specifying integrity constraints that
have to hold in a stream or between streams. The modified schema (fixing the positions
of the attributes) is as follows:

SYN(time, id, ip),SYN-ACK(time, id, ip), and ACK(time, id, ip).

For our running example, the constraints needed are as follows:

(i) SYN(t1, i, a1) ∧ SYN(t2, i, a2) → a1 = a2 ∧ t1 = t2
(ii) SYN-ACK(t1, i, a1) ∧ SYN-ACK(t2, i, a2) → a1 = a2 ∧ t1 = t2
(iii) ACK(t1, i, a1) ∧ ACK(t2, i, a2) → a1 = a2 ∧ t1 = t2
(iv) SYN(t1, i, a1) ∧ SYN-ACK(t2, i, a2) → a1 = a2 ∧ t2 ≥ t1
(v) SYN-ACK(t1, i, a1) ∧ ACK(t2, i, a2) → a1 = a2 ∧ t2 ≥ t1
(vi) SYN(t1, i1, a) ∧ SYN-ACK(t2, i2, a) ∧ (t2 ≥ t1) ∧ (t2 − t1 ≤ 10) → i1 = i2
(vii) SYN-ACK(t1, i1, a) ∧ ACK(t2, i2, a) ∧ (t2 ≥ t1) ∧ (t2 − t1 ≤ 10) → i1 = i2
(viii) ACK(t1, i, a) → ∃t2.SYN-ACK(t2, i, a) ∧ (t1 ≥ t2) ∧ (t1 − t2 ≤ 1)
(ix) SYN-ACK(t1, i, a) → ∃t2.SYN(t2, i, a) ∧ (t1 ≥ t2) ∧ (t1 − t2 ≤ 1)

stating that (i-iii)id is a true key, (iv-v) id is also aforeign key, (vi-vii) ip is a key
within 10 second windows, and (viii-ix)ACK packets arrive within 1 second after the
correspondingSYN-ACK packet, andSYN-ACK packets arrive within 1 second after
the correspondingSYN packet (note the use of theid attribute here).

In general, the integrity constraints that enable the query rewriting may not be given
explicitly but rather are logical consequences of other constraints given for a stream (or
streams). Thus we need to be able to decide whether a constraint is a logical conse-
quence of a given constraint theory.

3.1 Correspondence Theorem

First we show how to convert an implication problem to a decision problem in the
associated theory of time. We need several (technical) definitions. These definitions are
used to simulate the effects of the data values in the constraints. In particular, for every



predicate symbolR(t,x) and every substitution[a/x] of constants drawn from a finite
setA for the variablesx we define a unary predicate symbolRa(t); the collection of
these unary predicates representsR(t,x) in the result of the transformation.

Definition 3 Let σ be a schema and A a finite set of constants. We define

σ(A) = {Ra(t) : R(t,x) ∈ σ,a ∈ A|x|}

AUXσ
A = {Ea,a,Ea,b ↔ Eb,a,Ea,b ∧ Eb,c → Ea,c,

∀t.Ea,b → (Raab(t) ↔ Rabb(t)) : a, b, c ∈ A,Raab, Rabb ∈ σ(A) }.

The additionalEa,b propositions simulate the effects of equality in the original for-
mulae: whenever constantsa andb are forced to be equal in a model of the original
constraints, e.g., as a consequence of a functional dependency, the propositionEa,b is
true in the corresponding model on the transformed theory. The setAUXσ

A captures the
interactions between theEa,b propositions and the remainder of the translation.

The symbols defined above are used to transform constraints in the constraint theory
Σ as follows:

Definition 4 Let C be a constraint, A a finite set of constants, and θ a substitution for
variables x with values from A. We define

Cθ = ∀tRx1θ
1 (t1) ∧ . . . ∧Rxkθ

k (tk) ∧ ϕt ∧ (ψxθ)

→


∃t′.ψ′

t,t′ ∧ Sy1
1 (t′1) ∧ . . . ∧ S

yl

l (t′l)
(ψ′

xθ)
ϕ′

t

where (ψxθ) is the formula ψ in which each atomic subformula xi = xj is replaced by
a proposition Exiθ,xjθ and Rxθ

i , Syθ
j ∈ σ(A) are unary predicates in the theory of time.

Given a theory Σ for the schema σ, we define a set of formulas

SATA(Σ) = {Cθ : C ∈ Σ, θ a substitution for x with values from A}.

For an implication questionΣ |= C, the consequentC is transformed into a contrapos-
itive form by Skolemizing all quantifiers over data variables as follows:

Definition 5 Let C be a constraint and {x1, . . . , xk} the set of (universally quantified)
data variables in C. We define AC to be the set {a1, . . . , ak} of distinct constants and
NSAT(C) = ¬(C[a1/x1, . . . , ak/xk]).

The implication questionΣ |= C is then transformed into a satisfiability problem.

Theorem 6 Let Σ be a set of constraints and C a constraint over the schema σ. Then
Σ |= C if and only if AUXσ

AC
∪ SATAC

(Σ) ∪ {NSAT(C)} is not satisfiable.



Proof. Consider first that AUXσ
AC
∪ SATAC

(Σ)∪ {NSAT(C)} is satisfiable and thus
has a model T with a domain domT . In T , the propositions Ea,b define an equivalence
relation on AC . We designate a canonical valuefor each of the equivalence classes. We
say that a substitution θ is canonicalif it only uses canonical values in AC .

Now we construct a structure M as follows:

Ri(t,xθ) is true in M ⇐⇒ Rxθ
i (t) is true in T for θ canonical and t ∈ domT .

It is easy to verify that M |= Σ, assuming otherwise leads to a contradiction with
T |= AUXσ

AC
∪ SATAC

(Σ). However, M 6|= C as otherwise we would have T |=
NSAT(C).

For the converse, consider a structureM such thatM |= Σ andM 6|= C. Then, for C to
be falsified, there must be a substitution [a1/x1, . . . , ak/xk] that makes the precondition
of C true and the consequent false in M . Let A = {a1, . . . , ak} and substitutions θ
range over A. We construct a structure T setting

Rxθ
i (t) is true in T ⇐⇒ M |= R(t,xθ) is true in M

for θ a substitution and t ∈ domM . We also make Ea,a true and Ea,b, a 6= b, false in
T for a, b ∈ A. Then T |= AUXσ

AC
(trivially) and T |= SATAC

(Σ) since falsifying
Ciθ ∈ SATAC

(Σ) would also falsify M |= Ci. T |= NSAT(C) follows immediately
from the construction.

AUXσ
AC
∪SATAC

(Σ)∪{NSAT(C)} is a monadic formula in the theory of time (with
one quantifier alternation in addition to alternations present in the temporal parts of the
constraints). Thus, in combination with the results from [6], we have:

Corollary 7 Let the theory of time be the theory of one successor function (S1S). Then
the logical implication problem is decidable.

Proof. Immediate by observing that the second-order existential closure of the conjunc-
tion of formulas in AUXσ

AC
∪ SATAC

(Σ) ∪ {NSAT(C)} is an S1S sentence.

The choice of a very powerful logic to serve as the basis for reasoning about time in
the proposed stream constraints allows the user to specify (non first-order) properties
of data streams, e.g., periodic events [16], time granularities [5], etc., in addition to the
more common temporal keys and functional dependencies [26].

3.2 Complexity of Reasoning

In general, the constraints imposed on the temporal dimension can be arbitrary com-
plex S1S formulas, yielding a (tight) non-elementary complexity bound even for de-
ciding satisfiability of a single constraint. However, the size of individual constraints
is commonly rather small4 and therefore we are mainly concerned with thenumber of
constraintsresulting from theinstantiationby Skolem constants:

4 For commonly studied theories, e.g., FDs, MVDs, or IDs in the relational setting, the size of
the individual constraints is often bounded by a function depending only on the size of the
relational schemes (signatures) and is generally considered to be fixed.



Lemma 8 The size of AUXσ
AC

∪ SATAC
(Σ) ∪ {NSAT(C)} is exponential in the

(maximal) number of variables in a constraint C and polynomial in the number of con-
straints.

Thus, following the standard construction of a Büchi automaton [6] for S1S and as-
suming essentiallyconstantsize of the automata for the individual constraints, we end
with an automaton roughly exponential in the size of the constraint theory. This is no
worse than other schema languages proposed for database systems. Note also that logi-
cal implication for the theory of full dependencies combined with functional dependen-
cies alone, a non-temporal sub-theory of our constraint theory, is already EXPTIME-
complete [7] and the temporal sub-theory, restricted to universally-quantified Horn
clauses (Datalog1S) is PSPACE-complete [8].

4 Query Transformation

We consider queries based on applying an aggregate operator (in particular, the count
operator) on a result of join and/or anti-join operations. Satisfaction of stream integrity
constraints is the prerequisite for each of the rewrites. We assume that we have been
given a stream constraint theory,Σ, that describes the data streams involved in the
queries.

The rewrites are formulated for a pair of streams,S1 and S2, with a common
schema. For sake of simplicity, the schema uses three generic attributes,(time,id,a),
standing for the time instant (time of arrival in the stream), a (possibly virtual) iden-
tifier of corresponding tuples, andother attributes in the tuples arriving in the streams
(denoted here by a single attributea). This arrangement simplifies the exposition of the
rules without limiting their applicability (cf. Example 2).

4.1 Window Predicate Elimination

The first rewrite proposed is used to eliminate window predicates (in theWHERE clause)
by rediscovering the true identities (e.g., the actual TCP flows) to which individual items
arriving on the stream(s) belong to. Note that here we introduce a conceptual attribute
id to represent this identifier. The attribute is used solely for conceptual reasoning, in
particular it allows us to formulate the necessary integrity constraints, and is eliminated
later using the join/anti-join rules.

The window predicate elimination rule is defined as follows. The selection condition

WHERE S1.a = S2.a AND S1.time− S2.time ≤ δ

that relates two data streams simplifies to

WHERE S1.id = S2.id

if

Σ |=
{
S1(t1, x1, y) ∧ S2(t2, x2, y) ∧ t1 − t2 ≤ ε→ x1 = x2

S1(t1, x, y1) ∧ S2(t2, x, y2) → y1 = y2 ∧ t1 − t2 ≤ ε′

}



for ε ≥ δ ≥ ε′. Note that the second required constraint is not given explicitly in
Example 2 but is implied in our running example by stating, e.g., that there is only one
ACK packet (id is a key for theACK stream) and that theACK packet arrives at most
one second after the matchingSYN-ACK packet.

Proof. (sketch) Having two tuples that satisfy the first selection condition, theirid
attribute values must be the same due to the first constraint asε ≥ δ. On the other
hand, two packets that agree on theid attribute and thus satisfy the second selection
condition, must, by the second constraint, also satisfy the first selection condition, in
particular the window condition asδ ≥ ε′.

4.2 Join Elimination

The join/anti-join elimination rules are used to completely remove the join/anti-join
from the query and replace it by an arithmetic expression that involves independent
counts over the involved streams. Note the crucial use of the conceptualid attribute in
the integrity constraints enabling this rewrite. The join elimination rule reads as follows.
The query

SELECT tb, count(*) as cnt
FROM S1, S2

WHERE S1.id=S2.id
GROUP BY S1.time/k as tb

rewrites to

SELECT tb, min(s1.cnt,s2.cnt) as cnt
FROM ( SELECT tb, count(*) as cnt

FROM S1

GROUP BY time/k as tb ) s1,
( SELECT tb, count(*) as cnt
FROM S1

GROUP BY time/k as tb ) s2
WHERE s1.tb=s2.tb AND

min(s1.cnt,s2.cnt)>0

if

Σ |=

S1(t1, x, y1) ∧ S1(t2, x, y2) → y1 = y2 ∧ t1 = t2
S2(t1, x, y1) ∧ S2(t2, x, y2) → y1 = y2 ∧ t1 = t2
S1(t1, x, y) → ∃t2.S2(t2.x, y) ∧ 0 ≤ t2 − t1 ≤ ε


with a boundary error bounded byε/k (assuming uniformity of packet arrival overk
time units).

Proof. (sketch) Theid attribute is the key for both streamsS1 andS2, there can be at
most one pair of tuples that agree onid. The inclusion dependency constraint postulates
that there indeed must be exactly one such pair for each tuple inS1 (or S2). Thus the
minimal value of the independent counts is indeed equal to the count of tuples in the
result of the join.



4.3 Anti-Join Elimination

Similarly to thejoin casewe can treat anti-joins:

SELECT tb, count(*) as cnt
FROM S1

WHERE NOT EXISTS
( SELECT *
FROM S2

WHERE S1.id=S2.id )
GROUP BY S1.time/k as tb

rewrites to
SELECT tb, s1.cnt-s2.cnt as cnt
FROM ( SELECT tb, count(*) as cnt

FROM S1

GROUP BY time/k as tb ) s1,
( SELECT tb, count(*) as cnt
FROM S1

GROUP BY time/k as tb ) s2
WHERE s1.tb=s2.tb AND

s1.cnt-s2.cnt>0

if

Σ |=

S1(t1, x, y1) ∧ S1(t2, x, y2) → y1 = y2 ∧ t1 = t2
S2(t1, x, y1) ∧ S2(t2, x, y2) → y1 = y2 ∧ t1 = t2
S2(t2, x, y) → ∃t1.S1(t1.x, y) ∧ 0 ≤ t2 − t1 ≤ ε


with a boundary error bounded byε/k (again, assuming uniformity overk time units).

Proof. (sketch) Since theid attribute is a key for both streams, for eachS1 tuple there
is at most oneS2 and for eachS2 there is exactly oneS1 tuple in the streams and
thus the difference of the independent counts is equal to the count of tuples in the set
difference (note that here we use theconceptualid attribute in a crucial way as the
real attributes of tuples arriving on the streams do not have this property). The first
aggregate subquery gives the exact count of theS1 tuples and the second one the count
of matchingS2 tuples not accounting for tuples within the lastε time units.

Note that the symmetric variant in the anti-join case is vacuous as it implies that the
result is empty (due to the constraint stating that for everyS2 tuple there must be at
least one correspondingS1 tuple).

Note also that it is relatively easy to see that instances of streams that violate the
integrity constraints make the above rewrites not valid.

4.4 Multiple Streams and Complex Queries

While the rules presented so far have been specified in terms of two data streams, it is
easy to extend the technique to multiple streams whose items refer to the same concep-
tual entities.5 Using a natural inductive argument, the rewrites can be extended to all
queries of the form

5 Otherwise, there is little point of asking queries that correlate the streams.



SELECT tb, count(*) as cnt
FROM Q′

GROUP BY S1.time/k as tb

whereQ′ is an arbitrary combination of joins and anti-joins over a finite set of in-
put streams, such that the integrity constraints required by the atomic rewrites in Sec-
tions 4.1–4.3 are satisfied for each operator inQ′; this allows applying the rules top-
down ultimately eliminating all joins and anti-joins. Note that the integrity constraints
are preserved under the common join reordering and thus we are not restricted to search-
ing for a particular plan forQ′ to perform the rewriting.

Example 9 The rewrite used in our example in Section 2 uses the composition ofwin-
dow elimination, join eliminationandanti-join eliminationtransformations utilizing the
constraints given in Example 2.

In practice, however, the rules should be integrated in a stream query optimizer where
their application is determined by the optimizer’s search strategy and cost model.

5 Experiments

In this section, we report the results of experiments we conducted in order to evaluate
the performance of our optimization technique. Using a prototype packet sniffer we
collected 300KSYN andACK packets along with timestamp information and (source
and destination) IP addresses. In this data set, pairs ofSYN andACK packets are in one-
to-one correspondence, i.e., there are no missingACK packets. We imported the data
set into MySQL version 4.1 using the default configuration parameters the software
ships with. The original and optimized queries are simpler versions of the queries in the
motivating example, involving only theSYN andACK schemas.

Figure 1 presents the response time of the original (unoptimized) query versus the
optimized version. Both relations are fully indexed (the index construction is included
in the total response time). It is evident that response time increases with increasing data
set size. The performance benefits of the optimized query are substantial (more than an
order of magnitude). These benefits are observed even in an RDBMS. In a data stream
management system monitoring IP network traffic, our optimization would enable the
efficient evaluation of a query which could otherwise not be evaluated at all.

6 Related Work

Integrity constraints for time-dependent data have been studied in the area of temporal
databases. For exampletemporal functional dependencieshave been studied by Jensen
et al. [15] and extended to accommodate granularities of time by Wanget al. [25] and
Wijsen [26]. The main goal of these approaches was to develop tools for modeling of
temporal databases, e.g., the ERVT data model [1] that supports time-stamping and evo-
lution constraints, IS-A links, and disjointness and covering constraints. However, none
of these approaches provides constraints expressive enough to capture the properties of



Fig. 1.Performance of Optimized and Un-optimized Queries

data streams enabling the rewrites proposed in this paper. The proposed constraint the-
ory is a combination of a powerful logic for linear time, S1S [6], with generalized full
dependencies, both tuple- and equality-generating [7]. The technique used to combine
these theories is based, in part, on Datalog1S [8].

The (Anti-)Join-Count query rewriting rule proposed in this paper rule is fundamen-
tally different from aggregate-join pushdown rules proposed, e.g., by Paulley&Larson
[20], Guptaet al. [13], Srivastavaet al. [21], or DeHaanet al. [11]: all the above
use functional dependencies (under constraints with varying expressiveness) to iden-
tify whether a subquery of a join functionally determines all grouping attributes. This
allows commuting the grouping-aggregation with the join. In our approach, the join
operation is completely eliminated (replaced with a scalar operation) based on an inclu-
sion dependency. Note also that the groups in our case are, in general, not functionally
determined by either of the join subqueries.

Efficient techniques for evaluating joins over streaming data have been studied in
the past [12, 17, 24]. Our technique, however, is not trying to improve on the algorithms
for executing joins but rather on eliminating the joins altogether. As pointed out in the
introduction, at gigabit speeds, this may be the only option.

Also, the proposed technique is complementary to techniques proposed for opti-
mization of streaming queries, based, e.g., on rate of delivery [2], utilization of re-
sources [3, 22], or quality of service [23], as the application of the proposed optimiza-
tion rules can be integrated with an appropriate search strategy and a cost function in a
query optimizer.

7 Conclusions

Streaming aggregation queries often involve joining multiple streams using temporal
join conditions, followed by computation of aggregates over temporal tumbling win-
dows. While such a query expression is natural, its evaluation over high speed IP traffic
data streams is infeasible in practice. In this paper, we develop rewriting techniques



for streaming aggregation queries that allow optimizing away such joins, while provid-
ing error bounds for results of the rewritten queries. The basis of the optimization is a
powerful but decidable theory in which constraints over data streams can be formulated.

The errors we have studied in this paper are due to boundary effects, assuming
perfect satisfaction of integrity constraints. An interesting direction of future work is
to analyze errors due to approximate satisfaction of constraints, and their propagation
during query transformation, based on logical inference.
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